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What is new in ConSol CM?

New features and improvements in versions 6.11.1.2 —6.11.1.7
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CMI&

Dear ConSol customers, dear ConSol CM customers,

We would here like to introduce the new features of ConSol CM versions 6.11.1.2 - 6.11.1.7.

Since the introduction of the new major version, 6.11, we have further improved the application and would like to show you the
new functionalities. This version presents a great number of innovations, especially:

e GDPR-compliant contact anonymization and deletion
We hope you have fun reading this presentation and getting to know more about the new version.

Please do not hesitate to ask us if you would like to see a live demo or if we can help you with any question regarding your ConSol
CM system.

Your ConSol CM Product Management & Sales Team
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CM Perspectives
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The engineers Your customer The administrator The CM expert The manager

Tom and Susan Mr. King Alf Eric Marco

use the ConSol opens tickets in your configures your knows your ConSol IS interested in

CM Web Client ConSol CM system. ConSol CM system CM system KPls and good

and have to work Might have access to using the Admin perfectly and performance of

on tickets his own tickets if Tool and the develops new your ConSol CM
CM/Track is in Process Designer solutions system
operation

The following presentation guides you through the new features of ConSol CM versions 6.11.1.2 to 6.11.1.7.
Take the following perspectives to gain a good overview of what is new and has been improved.



More Information

If you belong to the group of our ConSol CM
expert customers who have a profound
technical knowledge of the application and
configure their CM system themselves, you

might be interested in reading the Technical
Release Notes of ConSol CM versions 6.11.1.2
to 6.11.1.7 which are available on our TecDoc
server:

Look


https://tecdoc.consol.de/ReleaseNotes.html

New Features

GDPR-compliant
contact deletion

GDPR-compliant

contact anonymization

Background:

Any person can request his/her data to be
removed from the ConSol CM system according
to the General Data Protection Regulation.




GDPR-compliant contact deletion

Release Notes 6.11.1.6, section 7.2.1
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New option Delete (with all related data): (7] Dieter Mors ~ customerrouy

* Removes a contact from the ConSol CM system. E*hp@dt" o

e Removes the contact’s tickets from the ConSol CM system. I

 Removes all relations of the contact to other objects and anonymizes Domain | Anonyme |
the contact in the history of these objects. e Py Z.t::et:rﬁmm:t;

0

Delete permissions for the respective customer group are required.

Only use this option if the contact is not needed for reports anymore!



GDPR-compliant contact anonymization

Release Notes 6.11.1.7, section 8.2.1
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New option Anonymize:

@ Dieter Mors ~ CustomerGroup
Disponent Create ticket

e Removes personal data of a contact from the ConSol CM system.

mors@devnull

Phone Bdit

* Removes the contact’s history, comments and attachments. peactivate
* Removes personal data of the contact’s tickets from the ConSol CM system. P T roommize
e Removes the history of the contact’s tickets. [ERY] Lbke Fosistefieeprr=ited data

Delete (with all related data)

L =g

 Removes all relations of the contact to other objects and anonymizes the
contact in the history of these objects.

Delete permissions for the respective customer group are required.

(- |

"he contact and his tickets can still be used in reports.



GDPR-compliant contact anonymization

Release Notes 6.11.1.7, section 8.2.1
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* The new annotation personal-data has been introduced. [ customer fies
. . . Filter:
* |t can be assigned to contact and ticket fields.
Mame Type
* Assign the annotation if the field contains personal data and should be Ghision short siring >
. . . domain_label short string
deleted during contact anonymization. = shortstrng
firstname short string
}(E_EjIE_"Et list .
fixed_size_string_member string
funrtion_field chnrt strinn bl

A OIS AR YIRS i)

- Assigned annotations

Mame Value Annotation group
field indeved transitive indexing ~
ardar-n-result 1 layout
Ipersnnal—daiﬁ rue anonymize
shanetic true indexing
Ipﬂsjﬁnn ;1 layout "




GDPR-compliant contact anonymization and deletion

Variable deleteType available in contact delete scripts

* Possible values:
e (delete (regular deletion which keeps related data)
* delete all (GDPR deletion which removes related data)
* agnonymize (anonymization)

* The contact delete script is executed as the first step of contact deletion and anonymization. Therefore,
the variable can be used to implement any required specific behavior and workarounds.

1f (deleteType == "anonymize") {

log.1nfo "Contact 1s going to be anonymized"
} else 1f (deleteType == "delete") {

log.1nfo "Contact 1s going to be deleted (normal)"
} else 1f (deleteType == "delete all") {

log.1nfo "Contact 1s going to be deleted with all data"
}



GDPR-compliant contact anonymization and deletion

New methods to check if a contact or ticket has been anonymized

 The new methods isAnonymized() and getAnonymizationDate() are available in the classes Unit and
Ticket.
 They can be used after anonymization to check if a certain contact or ticket has been anonymized.

 During anonymization isAnonymized() returns “false”. This means that the method cannot be used to
adapt the behavior of contact update actions and business event triggers which are executed in the
scope of the anonymization (e.g. event trigger reacting on the deletion of a field containing personal
data or the automatic contact update action script for the respective customer group).

1f (!contact.isAnonymized()) {
// execute some action for the contact

J



Web Client Improvements

Susan ServiceDesk

Overview Create ticket Create customer Resource pool Text templates Document templates All customer groups

Ticket [ edit [ clone [ Print Workflow activities

New [T ticket (Accept ticket)

@8 Network failure
C % ServiceDesk @ New ticket L. Tony Tester 2/22/17 9:40 AM Dismiss ficket .
100007 Message to Administrator

Printing ticket emails and

(¥ Network failure Priority high
@'@ Customer: Skydiver, Mia Desired deadline 2/28/17 12:00 AM Call customer
100007 Assigned to: Tony Tester
2/22/17 9:40 AM DETAILS [ Edit A
Workspace
i?)] E:;enzz::t;;:;i:ﬁir:ﬁdpmpew Conversations/Meetings Orders Open Customer Tickets on Create Date 'u*.-'cl’kspace is Em_pt-,r
100011 Assigned to: Sarah Service Desk All your unsaved tasks are
3/3/17 9:35 AM automatically listed in this
CE[E CcuSTOMERS (2) as List or Graph +Add A workspace.
Unassigned (9) Skydiver, Mia + Reseller
Last name Skydiver First name Mia Favorites
E-mail mia@consol.de
CM/Track Login mia CM/Track Password *** ~ HP Printer: 924 ° ° o
Spaceship Ltd ~ . Spaceship Ltd
Company name Spaceship Lid
Company size large Layout issues when
Service status OK printing

There are 1 more customers.
NO ADDITIONAL ENGINEERS +Add A - -
NQO RELATIONS +Add A
CALENDAR Add appointment Refresh ~w

[([5[2 RELATED RESOURCES A

PCs Printers
Affected PC (0) + Add

EE HISTORY = comment [ E-Mail % Attachment O Time booking A

Communication only = Newest entries first
Add comment, e-mail or attachment
10/13/17 #20 changed by Susan ServiceDesk

14:27
Attachment Vorlage fiir Rechnungen V2 (Vorlage_fiir_Rechnungen.docx) N -
added




Printing ticket emails and comments

Release Notes 6.11.1.4, section 5.2.1
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 The new option Print has been added to the context menu in the ticket o5 created by Susan | ARz
. efault class Donly
WIStOry Lorem ipsum dolos sit{ Print pis.ing elit. Ae
Aenean massa. Cum S0CHS huie qos ponat wus et magnis dis
* |tisavailable for comments, incoming emails and outgoing emails. mus. Donec quam felis, ultricies nec, pellentesque eu, prefit
quis enim. Donec pede justo, fringilla vel, aliquet nec, vulpui

ut, imperdiet a, venenatis vitae, justo. Nullam dictum felis e

* The ticket number and subject, and date and author of the entry are fincidunt. Cras dapibus. Vivamus elementum semper isi. A
Aenean leo ligula, porttitor eu, consequat vitae, eleifend ac,
added to the output.

* The output can be sent to a printer or printed to a PDF file using the PDF
utility of the operating system.




Hiding empty groups from the ticket list

Release Notes 6.11.1.4, section 5.3.6
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 The new page customization attribute hideEmptyGroups
has been added to the scope accordionTicketList.

Team (19)

. . )) . . . . Team (19) Unassigned (100/104)
—
e Setitto “true” to hide empty groups in the ticket list. o o Atocmentvsbiiyor <
. . . R customer
e Useful for configurations with lots of groups. ® Atachment visbiityfor <7 100291 Customer: Martin Huber
customer- - 12/20/17 1:52 PM
100221 Customer: Martin Huber
12/20/17 1:52 PM "® different headers W

-‘-'-."l'*'ﬂ' Customer: Dieter Macher
101112 6/22/17 4:23 PM

"® different headers £
-‘-'.!:'ﬂ' Customer: Dieter Macher

101112 6/22/17 4:23PM @ Table Filtes ticket 1 7
. . — Customer: Filter Checker
,E Table Flllers_ ticket 1 a 100436 6/9/17 7:10 AM
g Customer: Filter Checker

100436 ﬁfﬂfl? 110 AM



Admin Tool Improvements

e Empty scripteo
TR | i el visualization fields
m"ﬁ-: | Support for SMTPS
N Whitelist for links in
incoming emails

Forwarding of manual
SIMEIE




Rendering of empty scripted visualization fields

Release Notes 6.11.1.6, section 7.3.2
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* The new annotation visualize-when-empty can be assigned to ocstion dots
scripted visualization fields which should be rendered always.

Customer statistics

Products purchased

 The visualization script is executed even if the field has no value.
There is no need to enter a dummy value for the field to be
displayed.

 This enables configurations where the content of the scripted
visualization field is retrieved from external resources or
calculated based on other fields.

0

1k 2k 3k 4k Sk &k 7k 8k

* The setting is applied only to the Web Client, support for Amount
CM/Track is planned for a future release. ® 2017 @ 2018

Highdharis.com



Support for SMTPS

Release Notes 6.11.1.6, section 7.3.5

e SMTPS can be used for emails sent using the Web Client, emails sent by scripts and emails sent by the
DWH.

 Two new system properties have been added: cmas-core-server, mail.smtp.tls.enabled (for the Web Client)
and cmas-dwh-server, notification.tls.enabled (for the DWH).

 Setthe system properties to “true” to enable SMTPS. The default value is “false”.

A
\ /



Whitelist for links in incoming emails

Release Notes 6.11.1.7, section 8.3.3

 Add domains to the whitelist in the new system property cmas-core-server, © Edit configuration entry X
ticket.from.incoming.message.accepted.links. Links to these domains are e it e coufioaton entry
allowed when they are included in incoming emails and comments added via
REST AP!. — e
* Enter the allowed domains in the system property. Regular expressions can ot romtree :
be used. Desarption:
 Examples: http://consol\.de, https://cm6\.consol\.de, https://.*\.google\..*
* The expression .+ allows all domains. Restarreaured: [
* All URLs which are not explicitly whitelisted are disallowed, i.e. the link is ELH 5
displayed as text but cannot be clicked. e —

Choose the domains you whitelist carefully!
Whitelisting domains might make ConSol CM vulnerable to cross-scripting and other attacks.


http://consol/.de
https://cm6/.consol/.de
https://.*/.google/..*

Forwarding of manual emails configurable

Release Notes 6.11.1.7, section 8.3.9

* Decide whether emails sent from the Web Client should be forwarded if the REPRESENTATION
receiver has configured a representation for his account. e

Sarah Service Desk -

w

 Use the new system property cmweb-server-adapter, e
. . Colleagues represented by me
forward.mails.to.representatives.

Engineer hd

e Setitto “true” if emails should be forwarded, and to “false” if emails should not
be forwarded. The default value is “false” (emails are not forwarded).

 This improves data protection for systems where the same persons are both
engineers and customers.

Emails sent from the workflow are not affected by this property! It depends on the
used Java method if they are forwarded or not.



Method Summary

Modifier and Type Method and Description
wvoid activatelnit (Init pUnit)
Activated given unit and all of its child units which were deactivated together with parent
wvold addhrdditionalContact {long plicketId, long pContactId, 5tring pREolelName)
Add an additional contact to the given ticket with the given customer-role.
void addhdditionalContact (long pContactId, S5tring pRoleName)
Add an additional contact to the current ticket of WilContext with the given customer-role.
AttachmentEntry addAttachment (AttachmentEntry plAttachment)
Add an attachment to a ticket from current context.
AttachmentEntry addAttachment (Ticket plicket, AttachmentEntry plAttachment)
Add an attachment to a ticket
wvoid addlewPrimaryContact (long pTicketId, long pHMewPrimContactId, String pRoleName)
Setthe contact of the given newPrimContactld asprimary contact of the given ticket.
wvolid addewPrimaryContact (long pMewPrimContactId, 5tring pBoleName)
Set the contact of the given newPrimContactld as primary contact of the current ticket of the
WiContext.
wvold addBelation (TicketBelationType plyvpe, S5tring pComment, long pScurcelicketId,
long pTargetTicketId)
Add relation of type between ticket sourceTicketld and targetTicketld
wvoid addTicketTemplateText (String pTemplateName)
Add the text entry to the ticket composed from the called template.
wvold addTicketTenmplateText (String plemplatelame, Locale pLocale)
Add the text entry to the ticket composed from the called template.
void addTicketText (5tring plext, 5tring pComment, boolean plustomerBeadable)
Add additional text to the ticket text.
wvold addTicketText (Ticket plicket, S5tring pText, 5tiring pCcocmment,
boolean plustomerBeadable)
Add additional text to the ticket text of a ticket.
wvolid addTicketTextHim]l {S5tring pHtml, S5tring pComment, boolean pCustomerBeadable)
Add additional html string to the ticket text.
woid addTicketTextHtm]l {Ticket pTicket, String pHtml, String pComment,
boolean pCustomerBeadable)
Add additional html string to the ticket text.
TnitAttachmentEntry addUnitAttachment (UnitAttachmentEntry piAttachment)
Creates new unit attachment.
TnitComnmentEntry addlUnitComment (Tnit plnit, String plomment)
Creates new unit comment

APl Improvements

cripted autocomplete
ields

owngrading Webhoo
sessions

Method to open action
forms

Close date of tickets




Scripted autocomplete fields improved

* Now, there are separate APl methods to set dynamic
and static display values.

 There are separate APl methods to add ticket,
customer, resource, engineer and string objects.

Release Notes 6.11.1.4, section 5.3.3

Maodifier and Type

Method and Description

ScriptAutocompleteResul £t<T>

ScriptiutoconpleteResult<T>

ScriptiutoconpleteResul t<T>

ScripthiutoconpleteResult<T>

ScripthiutoconpleteResul t<T>

ScriptAutocompleteResult<?>

ScriptAntocompleteResul t<T>

ScriptAutoconpleteResul t<?>

ScriptiutoconpleteResul t<T>

ScripthiutoconpleteResuli<?>

ScripthiutoconpleteResul t<T>

ScriptAutocompleteResult<?>

ScriptAntocompleteResul t<T>

List<AutocompleteResul tTtem<T>>

String

3tatic ScriptAutoconpleteBesul t<S5tring>

add {(Collection<?> pElements)

Add many AntocompleteResultItems (without static display values).

add {(Engineer pEngineer)

Add an AntocompleteResul tItem with 2 dynamically rendered display value.
add {(Engineer pEngineer, 5tring pDiasplayValue)

Add an AutocompleteResultItem

add (Map<?, 5tring> pElementa)

Add many AntocompleteResultItems (with static display values).

add {Object... pElementsa)

Add many AutocompleteResul tItems (without static display values).

add {(Resource pRescurce)

Add an AutocompleteResul tItem with a dynamically rendered display value.
add {(Resource pReacurce, S5tring pDisplayValue)

Add an AutocompleteResultItem

add {(5tring pInternalValue)

Add an AntocompleteResul tItem

add {5tring pInternalValue, 5tring pDiaplayValue)

Add an AutocompleteResultItem

add {Ticket pTicket)

Add an AntocompleteResul tItem with a dynamically rendered display value.
add {Ticket pTicket, 5tring pDiasplayValue)

Add an AutocompleteResultItem

add {(Unit plUnit)

Add an AutocompleteResul tItem with a dynamically rendered display value.
add{(Unit pUnit, String pDisplayValue)

Add an AutocompleteResultItem

getItems ()

Get aggregated AuntoconpleteResul tTtems.

getMessage ()

Get message to display.

noBesults (3tring pMessage)

Create a ScriptintocompleteResult.




Downgrading Webhook sessions

Release Notes 6.11.1.4, section 5.3.4

* The new method executeWithUserPermissions has been added to the class SecurityTemplate.
* |t allows easier handling as the script only retrieves objects for which the engineer has permissions.
 This improves security by avoiding the use of the admin user with permissions for all objects.

import com.consol.cmas.common.securlity.template.SecurityCallbackWithoutResult;
import com.consol.cmas.common.securlity.template.SecurityTemplate;
import groovy.json.JdsonSlurper

def jsonSlurper = new JsonSlurper ()
def message = jsonSlurper.parseText (payload);
SecurityTemplate.executeWithUserPermissions (message.login, message.password, new
SecurityCallbackWithoutResult () {
@Override
public voild doInSecurityContextWithoutResult () {
unitService.getById (12345)



Opening action forms

Release Notes 6.11.1.5, section 6.2.3

* The new method openActionForm() is available for the Action Framework.

|t can be used to open the action form of a customer or resource.

Company [ Print

Enter data of service contract
Enter the data for the customer's service contract

Contractstart |3/29/17 B~  Service level | Gold v’

Save and continue Cancel

client.goToUnit (unit) .openActionForm('EnterServiceDate') ;

client.goToResource (resource) .openActionForm('EditResource') ;



Close date of tickets

Release Notes 6.11.1.7, section 8.3.2

ne new methods getCloseDate() and isClosed() have been added to the Ticket object.

ney can be used to retrieve the date when a ticket was closed and to check if a ticket is closed without having to

use workarounds.

The close date is the technical close date of the ticket, i.e. the end node.

Usage examples:

Task which periodically deletes (with all related data) all customers whose tickets have been closed for a certain
oeriod of time.

Reporting of ticket duration and number of closed tickets.

~uture: Task which archives tickets which have been closed for a certain period of time (6.11.2.1).
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ConSol CM Documentation

You want to know more
about ConSol CM?

B user B aAdministrator [ Process Designer [ cmivobile I cwioutiook-add-in¢ [l DwH U S e O u r

Here you will find the official manuals for the process management software ConSol CM.

B ror B oninedelp @ Engish I Deutsch

. Setup and Operation

B vesionc1121 | version6i11111 | versione1117 | version61114 [ versions.11.1.2
B versionc11.10 B version61105 [ version611.04 [ version611.03 | version 6.10.8.0 You flnd there:

B vesion6.1070 [ versions.105 [ version6.104 | version6.102 B version69o [ version 6.8 ® Manuals

e Administrator

Administrator

e User

Administrator Manual 6.11.2.1 (English)

User Manual 6.11.2_1 (English)
User Manual 6.11.2.1 (English) PDF Administrator Manual 6.11.2.1 (English) = Process DESlgner
OMINE " Administratorhandbuch 6.11.2.1 (Deutsch)
|'|E|D ACOMINISTratcrnancDucn . & |:. IeUtsc |_.|‘ o Release Notes

PDF Administratorhandbuch 6.11.2.1 (Deutsch) ® Syste 11 Re q u i reme ntS

Online
Help

PDF Benutzerhandbuch 6.11.2.1 (Deutsch)

Benutzerhandbuch 6.11.2.1 (Deutsch)

Process Designer DWH

You have questions about ConSol CM details? We wiill
be happy to answer!

PDF Process Designer Manual 6.11.1.7 (English) DWH Manual 6.11.0 (English) )
Send an email to

. nrlllslzlll::.ﬂ Process Designer Handbuch 6.11.1.7 (Deutsch)

@ el | Process Designer Manual 6.11.1.7 (English) el | DWH Manual 6.11.0 (English)

PDF Process Designer Handbuch 6.11.1.7 (Deutsch)

Setup Manual 6.11.1 (English)

Setup Manual 6.11.1 (English)


https://tecdoc.consol.de/
mailto:tecdoc-l@consol.de

Have fun using the new ConSol CM version!



https://www.consol.de/software/
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ConSol
Consulting & Solutions Software GmbH

St.-Cajetan-Stralse 43
D-81669 MUunchen
Tel.: +49-89-45841-100
info@consol.de
https://cm.consol.de

Consol

Enterprising

Follow us on Twitter: @consol de

CM/ is a registered trademark of ConSol Consulting & Solutions Software GmbH.



