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1.1 ConSol*CM

ConSol*CM is a customer centric business process management system. Using ConSol*CM you can
control and steer business processes with a strong focus on human communication and interaction, e.g.
user help desk, customer service processes, marketing and sales or ordering processes. Basically, every
process that is in operation in a company can be modelled and brought to life with ConSol*CM6.

When you read this manual, your company is presumably using ConSol*CM6 as a process management
tool and it is your job to administer the system. The book will help you get a quick overview of the most
important components of ConSol*CM and will also provide a deeper and more detailed introduction to all
aspects of the CM administration.
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1.2 The Book's Structure

First, some basic principles of the ConSol*CM6 application will be explained to provide the theoretical
background you need to become a CM administrator.

The First Steps section explains how to get access to the system.

The following three sections explain the features and functionalities of the main administration application,
the ConSol*CM Admin-Tool. You can decide which section(s) you need:

1. Power User Section
In this section (see Power User Section), the user, role, and view management is explained, i.e. the
basis operations you need in every-day work life. As a team manager you might want to learn more
about those features, without necessarily going deeper.

2. Data Model and GUI Designer Section
Here (see Data Model and GUI Designer Section), you learn how to design the data models that are
the basis for user and customer data management and how to display those data on the GUI.

3. Expert Section
Here (see Expert Section), the system parameter management is explained and the scripts and
templates that steer the system behind the scenes. Furthermore, the chapters in this section provide
information about the system management parameters concerning the operating system, like log file
management or indexer files.

In the appendix, you find lists of all important terms that are used in the book (glossary), of all annotations
(important for the GUI design), and properties (important for the CM system management). Please see also
the trademarks page.
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1.3 Layout Explanations

In order to emphasize and/or mark a section, icons are used.

@ Information:

This is an additional information.

% Attention:

This is an important note. Be careful here!

= Warning:

This is a warning!

& Tip:

This is a recommendation from our every-day consulting life.

11
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1.4 Basic Principles of ConSol*CM6

1.4.1 System Components from a User’s Point of View

1Chtion Wy, | PirkCaliee.com Portal -
] =]
E oo cim por iy ]
Portal CM/Track
(Customer)

CM/Web Client (Engineer)

Internal
Contel s CM g wr—

| ‘ Reports [ KPIs
‘ (Manager)

Internal \
Internal

8| |0 8 —

Admin-Tool (Administrator) Process Designer (Workflow Developer)

Fig. 1: ConSol*CM System Components

® Web Client
The primary access to the system for users.
* Portal
CM/Track, the primary access to the system for (internal or external) customers.
¢ Admin-Tool
For all management tasks.
® Process Designer
For the workflow design.

The default scope of delivery also includes a data warehouse (DWH) that allows reporting about the data of
your tickets.

Furthermore, ConSol*CM is not a single application but can be easily integrated into your company’s IT
infrastructure, e.g. using Web Services and/or an Enterprise Service Bus (ESB).
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For a detailed explanation of the system components seen from a more technical point of view, please refer
to the system administrator’s section (System Overview).

1.4.2 Basic Technical ConSol*CM Principles and Objects

The Ticket

ConSol*CM can manage incidents, service cases, and/or other requests of internal and/or external
customers. Every request is managed as a ticket that is created in the system, passes through the desired
process, and is then (hopefully) solved and closed.

Closed tickets are not lost, but they represent a powerful archive and knowledge base. The user can search
the tickets using the system search. Furthermore, the system can be configured to provide FAQ (frequently
asked questions) functionalities.

Every ticket has an ID that is used internally and cannot be seen by the user.
Every ticket has a name that is displayed on the GUI to mark a ticket for the user.

The ticket icon in the GUI can have (and in most cases does have) a color that represents a certain value of
a list. Often the priority is used, e.g. high priority tickets are displayed in red, medium tickets in orange, and
low priority tickets in yellow.

However, for every process, a different color-defining value can be used. While the user help desk uses the
priority, the marketing and sales department can use the probability for the conclusion of a contract and a
multi-brand service team can use the brand.

Ticket Accept | Edit | Clone | Print | Display «

Undelivered Mail Returned to Sender
Customer Service | Dispatch Eskalation

330 Unassigned | Open since 22213 10:23 AM

Complaint
Email customer service
Groups Edit | Hide
Product customer status
Top Line | Top Censumer [Info]
0 0
Contacts Add | Hide

Main contact

Luke Skywalker - Cl Customer
Kanzlerstralie &
40472 Disseldorf

Fig. 2: ConSol*CM/Web Client - Ticket
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The Workflow

Every process that should be managed using ConSol*CM is modeled as a workflow. During its life cycle a
ticket runs through several steps, e.g it is opened as a new ticket, has to be processed by several experts
and can then be closed. During the process there might also be a pause, usually called resubmission. All

those steps are modeled as steps in a workflow.

T O Fleass NOTE !
Waiting ... for escalation 1 triggered
accept (.}

escalation 2 triggered i (1}
Take in progress Clear overlays
Close immediately [m

Take ownership of
ticket

().

@

Ch, I =

change by non owner

i 7l
Wait for final close

&)

Fig. 3: ConSol*CM Process Designer - Workflow
A workflow is designed, configured, and programmed using the ConSol*CM6 Process Designer.

Since we often deal with process chains rather than with single processes, in ConSol*CM such process
chains can be designed by defining a certain order for the processes. You can work with simple process
chains or with a hierarchical structure.
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For example, a ticket starts in an entry pool, is directed to the 15! level team who pass it on to the 2nd jevel
network team. Or a sales ticket starts as a customer request, becomes a lead which gets more serious and
becomes an opportunity. Once the customer has signed the contract, an order ticket is created which
generates so-called child tickets for the internal tasks up to billing. When all child tickets are closed, the
parent ticket can be closed as well.

The intelligence of the process, like escalations, reminders, e-mails that are sent automatically, or other
actions during the process, is also defined in the workflow.

Please refer to the Process Designer Manual for a detailed introduction to process design and to process
modeling using the ConSol*CM Process Designer.

The Queue

The queue is the core component of the ConSol*CM administration. It comprises tickets from the same
domain and makes sure that all tickets of this domain are treated in the same way. Every queue has exactly
one workflow which cannot be changed. All data fields required in a process are assigned to tickets of the
process by queue management.

For example, there is one queue for the user help desk with the User Help Desk workflow and data fields like
Customer Service Level, Device that does not work or Priority. Every incident ticket passes through this User
Help Desk process. Another queue is the Marketing and Sales queue where fields like probability of contract
conclusion, next appointment or budget [$] are defined.

Access permissions are also managed using the queue as basic entity.

The Customer

The customer is the person who has the question or service request. He/she is the main contact for the
ticket. This represents the external side of the company or service team.

In ConSol*CM86, the customer data model can be defined as required, e.g. a rather simple model with some
data fields like Name, Forename, E-mail, and Room Number for an internal help desk or a complex structure
with company data like Address, ZIP, City, URL and personal (customer) data like Name, Forename, and
E-mail.

There is always one main contact, that can change during the process. There might be additional contacts
for a ticket, maybe in certain customer roles.

The Engineer

The engineer is the worker who has a login to the Web Client and who has to manage the tasks defined in
the tickets. This represents the internal side of the company or service team.

The engineer’s access permissions are managed using roles, i.e. the roles are defined using the Admin-Tool
and engineers are assigned the role(s) they need.
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Often, a ticket does not have an engineer when it just has been opened and is assigned to an engineer at
the beginning of the process. This engineer is responsible for the ticket, he/she will get the escalation
e-mails and will see the ticket in his/her view My Tickets (personal to-do list).

There can be additional engineers in certain so-called engineer roles for a ticket, who also have tasks to do
for the case. For example, a ticket has a regular engineer and an additional engineer in the engineer role
supervisor. That way, in the run of the process, the ticket can be automatically assigned to the supervisor.

ConSol*CM Dogma

In ConSol*CM86, there is a main dogma:

© A ticket always !\ has a (main) contact (= customer) and has none or one engineer!

1.4.3 ConSol*CM from a System Administrator's Point of View

ConSol*CM is a JEE application which runs in a standard application server. The data is stored in a
relational database. ConSol*CM connects to an e-mail server to retrieve incoming e-mails and sends e-mails
using an SMTP server. Please refer to the Operations Manual for a detailed explanation of all aspects
concerning running ConSol*CM in an IT environment. If you need to know the supported application servers
and relational database systems, please ask for the current System Requirements and/or the Release Notes
of the latest ConSol*CM version.
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2 Overview

17

® Qverview
® Login
® How to Use the Admin-Tool
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2.1 Login

Most of the ConSol*CM6 system is administrated via a Java Web Start application called Admin-Tool which
is provided on the main web page of the CM application server system. To start the Admin-Tool you can
either use the link on the page or you can store the jnlp file locally and start it there. The software may have
to be downloaded before starting.

ConSol*CM6 - Start Page i — N\

ConSol*CM6 Web Client

This is the main part of the ConSol*CM6 Application for the most users. The web dlient is the user interface for
working with tickets and contacts. It is optimized for context based working and shaped to the demands of
specific business domain.

Please use the following link to get into the web dient. You might want to bookmark this:

& http://cm6-demo.int.consol.de/cm-client

Please ensure following system requirements: Web browser Firefox 17 Extended Support Release (ESR) or
Microsoft IE8 or IE9, 1 GHz Processor, 2 GB RAM, screen resolution of 1280 pixel in width

ConSol*CM6 Admin Tool

The Admin Tool is for administration of all central configuration like users, queues, custom fields and more. It is
based on Java Web Start Technology to enable an offsite administration of the ConSol*CM6 Server.

Following the link should be enough to start the Admin Tool:
e—— You can start the Admintool here
® http://cm6-demo.int.consol.de/admin/cm-admin-tool.jnlp

On some systems you may need to start Java Web Start from the command line:
® javaws http://cm6-demo.int.consol.defadmin/cm-admin-tool.jnlp

Please ensure following system requirements: Java Runtime Environment & or 7 (this includes Java Web Start), 1
GHz Processor, 2 GB RAM, screen resolution of 1280 pixel in width

Fig. 1: ConSol*CM Start Page

After clicking on admin-tool.jnip the login window is displayed:

P

= CMB& Admin Login @ cmb-demo.int.conso... @

€3 Username required.

(1]

Username EIJ

Password

Fig. 2: ConSol*CM Admin-Tool - Login Window
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Enter your login data to get access to the Admin-Tool functions. A first user name and password are

19

assigned during the installation routine (default: admin and consol). Further admin users can be configured

later on in the Admin-Tool.

Having logged in successfully the start page of the Admin-Tool appears:

File Views Help

Q

v 22 @ W 1o <

Use this section for creating and deleting engineers, change passwords, tempararily deactivate engineers and assign roles to engineers,
v In the role administration you can manage roles containing permissions on queues, customer groups, and views.

In this section you manage queues and assign customer groups and attribute groups to them.

Go to the view administration for defining custom filters (so called "views™) on tickets, which can then be assigned to roles,

In thig search form you can search for tickets and operate on the search result.

@ Change global configuration parameters here. There is also an advanced view for creating new configuration variables which then can be used in
workflows and scripts.

< > In this section you can manage and edit scripts (e.q. for customizing the e-mail handling) and templates (e.q. e-mail templates).

= [CM_Administration]

CMB Admin-Tool @ cmb-demo.int.consol.de == E=]

.’*'.‘

Fig. 3: ConSol*CM Admin-Tool - Start Page

After a short introduction about how to use the Admin-Tool, its individual functions are described in detail.
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2.2 How to Use the Admin-Tool

You can reach the Admin-Tool functions via the icon bar or via the classic pull-down menu Views above the
bar.

]

= CMB Admin-Tool @ cmb-demo.int.consol.de

File Help

& i Home Alt+Y =
f Engineer Administration Alt+E
| "= Role Administration Alt+0
View Administration Alt+W
Queue Administration Alt+0
=  User attributes ARt+M  enginee
Custom Field Administration Alt+T
% Enum Administration Alt+U
MLA Administration Alt+ A | roles ¢
Ticket Administration Alt+1
i Configuration Alt+C
Deployment Alt+D
35ign Cu

Script and Template Administration Alt+P

Go to the view administration for defining custom

Fig. 4: ConSol*CM Admin-Tool - Views Menu

The function pages are built similarly. The following picture shows the operational concept using the
engineer administration as an example:
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Choose the function by selecting the

menu entry or via the icon bar

File cards for
additional settings

Lists display assigned and unassigned attributes
for entries selected in the left area

£ CMBlAdmin-Tool @ cmé-demo.int.copsol.de [E=EEoE =) .
(File Views Help) |- Login
= ———— rT/:_A
A v AEIE ® © % B < Logout
List of available entries | TG e N\
|__ Synchronize
P Engineer 4engineers | [(Roles [View ariteria changes in the
¥ ] = : Admin-Tool with
Filter to narrow down Fitter: er Alengineers |||} Assigned Availzble he CM
the displayed entries ™ r ] the server
play |HD_Sales_Role - | All types - Name Mame
(Change_Queus_HD'1_HD2_Role ICM_Administration
il S Last name Login Division Uty (Change_Queue_Sales_Role HD1_create_contact_readown_cre...
A selected entry | Axel Bauer bauer 0 HD_1st_Level_Role HD1_create_contact_ro_wo_do_Role
is highlighted (EE === O e e || o ond tevel roke HD1_ro_wo_do_Role
sally Miller N_hller [} HD_Sales_Role HD_1st_Level_Role_w/o_change_... .
| e s Sl a Template_Role HD_2nd_Level_Role_readonly A double click on
A disabled entry /T HD_Sales_Role_with_CustomerGroup | - an attribute moves
is shown in italics EETETE [ it to the other list
Forter
Read_write_own_tickets_HD1_Role
WA_Deploy_Rale
WiA_Read_Role
WHA_Write_Role
Workflow_aAdmin
Write_HD1_Read_HD2
Write_own_create_tickets_HDZ_Role
krone
RIFD 10 e
.3 L3
2 [CM_Adr:\Etraﬁon] i é M § z
Create... modify... delete... enable... disable... A click on an arrow icon moves the

an entry selected attribute to the opposite list

Fig. 5: ConSol*CM - Handling of the Admin-Tool

A list on the left shows the elements which can be modified. Elements can be added, edited, deleted,

disabled, or enabled.

The attributes of an element are displayed on the right. You can move them from a list of available attributes
to a list of assigned attributes either via double click or via click on the icon ® (example: available roles and
assigned roles). Attributes can also be assigned via check or list boxes (not displayed here).

There are a couple of options to help you find the entries you want to edit more quickly:

* Filters
Filters help you find entries in lists (e.g. in the engineer list) rather quickly. There are two types of
filters:
® Text filters
Type in the characters of the required word (e.g. the engineer name) and the list will be
adopted automatically, only the matching entries are displayed (with erin the example above).
® Pull-down menu filters
Select a category (e.g. all engineers) and only the matching list entries (e.g. engineer names)
are displayed.
® Sorting
You can sort the entries in ascending or descending order by clicking in one of the title fields of the

list. The icons or show the sort order.


https://wiki.consol.de/wiki/Bild:CM6_admin_icon_arrow-left.gif
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Usually all changes you perform in the Admin-Tool are submitted immediately without the need to
synchronize the data. However, if changes in another module have been performed and the Admin-Tool has
to use the new data, it is required to synchronize the data. You can achieve this by clicking on the

Synchronize button  in the icon bar.

One example for this is the deployment of a new workflow using the Process Designer. Before you can
assign the new workflow to a new queue, you have to synchronize the data in order to let the Admin-Tool
know that there is a new workflow. The Admin-Tool loads all data from the database anew, including the
new workflow. Then this new workflow can be used for further operations like assigning it to a new queue.
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3 CM6 Administrator Manual 6.8 - Power User
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I the role administration you can manage roles containing permissions on queues, customer groups, and views. |

Queue Administration

In this section you manage quewes and assign customer groups and attribute groups to them. |

View Administration

Go to the view administration for defining custom fiters (so called "views”) on tickets, which can then be assigned to roles. |

Ticket Administration

~ = Power User Section
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4 Engineer Administration

® Engineer Administration
® [ntroduction to Engineer Administration
® Engineer Administration Using the Admin-Tool
® Create or Edit an Engineer Account
® Delete an Engineer Account
® Disable or Enable an Engineer Account
® File Card Roles: Assign Roles to an Engineer Account
® Set Roles as Main Roles
® File Card View Criteria: Define Engineer-specific View Criteria
®* Related Topics
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4.1 Introduction to Engineer Administration

An engineer account is the basic access object which allows the engineer or the administrator to access the
Web Client, the Admin-Tool, or the Process Designer. During the basic installation an administration account
for the first access to the Admin-Tool is created. Using this account you can set up further accounts.

New engineer accounts initially have no permissions to act in the system. These permissions have to be
assigned through one or multiple role(s) displayed in the file card Roles. If you have not created any roles
yet, you will see only the administrator role (see file card Roles).

Views define which tickets engineers will see in the ticket list (to-do list) of the Web Client. They are created
in the view administration and assigned via roles. On the engineer administration page you can preset
dynamic view criteria for specific engineers (see file card View Criteria).

@& Information:

We would therefore recommend that you create at least one role and one view first before you
create engineer accounts.



26

ConSol*CM Administrator Manual (up to Version 6.8.5.6)

4.2 Engineer Administration Using the Admin-Tool

Icon for engineer
administration

File cards for
engineer settings

These roles are already
assigned to the engineer
marked in the left area

These roles are not

assigned to the engineer

marked in the left area

\ | [
2 CM6 Admin-Tool @ cmé-demo.int.consol.de EEES
File Views |Help
Sz 9 L = -
) % g P W % @] < o <]
Filters to narrow down Engineer Administration \ l I‘
the displayed engineers
M, Engineer 16 engineers | | Roles | view iteria | f
List of engineers Filter: |er [Mlengineers ||| | Assigned Available ®
(depending on the -~ Allroles - | [All types < I |l [ name Name
filter settings)
=y ot N} o S, dD_1st_Level_Role ICM_Administration
irst name astname = isien e HD_2nd_Level_Role | Ichange_Queue_HD1_HD2_Role
A selected engineer onrad H“’ H“’ ] W_ al The red dot marks the
is highlighted ~T] T = N HD1_create_contact readown_cre...| || ||~ main role of the engineer
Friedrich Meier Meier [] HD1_create_contact_ro_wo_do_Role 9
: ) sally Miler Miler [&] HD1 ro_wo _do_Rele
A disabled engineer _|| Lia:=r Selers Selers ] IHD_1st_Level_Role_w/o_change _... A double click on an
is shown in italics Sommer O HD_2nd_Level Role_readonly ™ entry assigns the role to
foe! Baer baer 0 IHD_Sales_Role the marked engineer
Gottieh Daimler daimler O IHD_Sales_Role_with_CustomerGroup
This check box shows if (Oscar Fischer fischer ] IHD_Supervisor
the engineer is used as a ;’::::Z 45 PPorter
i Read ite, tickets_HD1_Rol
CM/Track access profile lbernd Stromberg stromberg i T:;ﬂ_ﬁvg R::I’:"_ _HD1_Role
Karl Becker wi_user1 [} WA_Deploy_Role
Lukas Schneider wil_user2 ] WA Read Role
lAchim Miiller wil_user3 ] WA Write_Role
lAnton Koch wil_user_nr = \Workfiow_Admin
Write_HD1_Read_HD2
Write_own_create_tickets_HD2_Role
krone
| i X / | i
2 | [cM_Adminjstration]
I! t \\ L f ]
Create ... \ delete... / disable... Set the selected role  Move the selected role to the

edit...

enable...

an engineer account

as main role of the
marked engineer

Fig. 1: ConSol*CM Admin-Tool - Engineer Administration

opposite list

4.2.1 Create or Edit an Engineer Account

To create an engineer account click on the icon o] below the account list. Or click on [ you want to edit
the settings of an existing account. The same pop-up window appears:
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Fig. 2:

ConSol*CM Admin-Tool - Edit an Engineer Account

The window shows the parameters describing an engineer account:

Login:

This field contains the account name which has to be entered on the login page of the Web Client.
Please use only international alphabetic and numeric characters, no blanks, punctuation marks, or
special characters such as umlauts, hyphens, or the like.

First name:

The engineer's first name. This field is optional but will be displayed in the Web Client for the
engineer. The entry may contain alphabetic characters, blanks, comma, periods, and hyphens.
Please do not use other characters.

Last name:

The engineer's last name. This field is optional but will be displayed in the Web Client for the
engineer. The entry may contain alphabetic characters, blanks, comma, periods, and hyphens.
Please do not use other characters.

E-mail:

The engineer's e-mail address. Please use only international alphabetic and numeric characters,

27

hyphens, underscores, periods, and the @ sign. The entry of multiple e-mail addresses in one line is

not allowed.



28

ConSol*CM Administrator Manual (up to Version 6.8.5.6)

Position:

The engineer's position or function in the company. This field is optional and has a descriptive
function only. The entry may contain alphabetic characters, blanks, comma, periods, and hyphens.
Please do not use other characters.

Company:

The engineer's company. This field is optional and has a descriptive function at the moment. The
entry may contain alphabetic characters, blanks, comma, periods, and hyphens. Please do not use
other characters.

Division:

The division in which the engineer works. This field is optional and has a descriptive function. The
entry may contain alphabetic characters, blanks, comma, periods, and hyphens. Please do not use
other characters.

Description:

An additional description for the engineer account. This field is optional and will not be displayed in
the Web Client. The entry may contain alphabetic characters, blanks, comma, periods, and hyphens.
Please do not use other characters.

Phone:

The engineer's phone number. This field is optional and has a descriptive function at the moment.
Mobile:

The engineer's mobile phone number. This field is optional and has a descriptive function at the
moment.

Fax:

The engineer's fax number. This field is optional and has a descriptive function at the moment.
LDAP ID

The LDAP user ID if LDAP is used for authentication. No password has to be set here.

@ Information:

If you do not enter an LDAP ID here, the login will be used as authentication login parameter
for the LDAP server!

Kerberos Principal Name

The Kerberos prinicipal name if Kerberos V5 protocol is used for authentication. Engineers can log in
to the Web Client by using their Windows credentials.

Password:

The engineer's password. The entry of a password is mandatory. Please use only international
alphabetic and numeric characters, and punctuation marks, do not use any special characters as e.g.
umlauts. The password entered will be shown as a string of asterisks.

@ Information:

This field will only appear if the engineer authenticates against the Web Client via the CM6
database, i.e. when LDAP or Kerberos authentication is used, the field is not visible.
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® Password (again):
Please repeat the password here. This security query helps to avoid erroneous entries which would
not be noticed otherwise because the password is shown as a string of asterisks. The repetition of the
password is mandatory.

@ Information:

This field will only appear if the engineer authenticates against the Web Client via the CM6
database, i.e. when LDAP or Kerberos authentication is used, the field is not visible.

®* Track user
This check box has to be ticked if you want to create a technical engineer (or CM/Track user profile)
used to define access permissions for CM/Track users. The available CM/Track users will be shown
in the Web Client when creating or modifying a customer. So, by ticking this check box, you do not
define a real engineer (a person) with access permissions to the system but rather a user profile for
CM/Track which is then assigned to one or more customers who should access the portal CM/Track
using those access permissions. For a detailed description of the CM/Track access definition see also
section CM/Track: System Access for CM/Track Users (Customers).

Click on Save afterwards to store your entries and to close the window.

4.2.2 Delete an Engineer Account

An engineer account can only be deleted, if there are no tickets for it anymore. Otherwise a warning tells you
that you can only disable this account. Select the account in the list and click on ﬂl . A confirmation dialog
appears. Choose Yes if you want to remove the account from the list and from the system.

If the engineer still has tickets, you will have to select another engineer to whom those tickets will be given.

4.2.3 Disable or Enable an Engineer Account

If engineers should not have access to the system for a certain period of time (e.g. because they have taken
a sabbatical), an account can be disabled. There will be no change regarding the tickets of these engineers,
but they cannot login anymore and other engineers cannot assign any tickets to their accounts.

To disable a user account, select the account and click on il . The entry in the list is shown in gray italics
afterwards. It is not possible to create new tickets or to edit existing tickets for this account. Just click on il
at the bottom of the page, if you want to enable the account again.
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4.2.4 File Card Roles : Assign Roles to an Engineer Account

On this file card you can assign roles to an engineer account. Select the account on the left and then the
desired role(s) in the list of available roles on the right. Click on ® to move the selected roles into the list of
assigned roles. Now an engineer with this account can act in the system according to the permissions set in
the role(s) (see also Role Administration).

@ Information:

When engineers log into the system, they will have access permissions from all roles that have
been assigned to them. So all permissions are added! There is no way of explicitly denying access
to objects in ConSol*CM, you always grant access! The sum of all granted permissions defines the
final access permissions for the engineer.

Set Roles as Main Roles

From the list of assigned roles you can choose one role as the main role for each engineer account. Select
the desired role in the list and click on ﬂ below the list. Afterwards the main role is marked with a red dot.
Now the views of the main role will always appear at the top of the view list in the Web Client for this
engineer account.

4.2.5 File Card View Criteria: Define Engineer-specific View
Criteria

Here you can change static or preset dynamic view criteria for an engineer. Dynamic criteria are used to give
the engineer the possibility to adjust a view interactively in the Web Client. Static criteria cannot be changed
in the Web Client but the administrator can modify them individually for each engineer on this file card (see
also View Administration).

@ Information:

This file card will show view criteria only if you have created a view with static or dynamic criteria
and assigned it to the engineer's role first.

Select the engineer account on the left and then the desired criterion in the list of available view criteria on
the right. Click on * to move it to the list of assigned view criteria. You will see the possible values below
the criterion in the list. Tick the check boxes of the values you want to change or preset. For dynamic criteria
the engineer can change these settings afterwards in the Web Client. Each change done by the engineer will
be visible on this file card. Static criteria can only be modified by the administrator.
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Fig. 3: ConSol*CM Admin-Tool - Define Engineer-specific View Criteria

Example:

You have assigned the dynamic criterion priority. The list shows the values Not set, low, normal and high. If
you tick the values normal and high the engineer will only see tickets with normal and high priority after
logging into the Web Client. If you don't tick any values the engineer will see no tickets for this view.
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4.3 Related Topics

® Roles
®* Views
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5 Role Administration
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® Role Administration
® |ntroduction to Role Administration
® Role Administration Using the Admin-Tool
® Create a Role
®* File Card Queue Permissions
® File Card Global Permissions
® File Card Customer Group Permissions
* File Card Views
File Card Engineer Functions
® Delete a Role
®* Copy a Role
®* Edit a Role
®* Related Topics
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5.1 Introduction to Role Administration

Roles provide access rights and views, they specify what an engineer is allowed to do or to see. Without a
role, an engineer can log in to the system but cannot perform any actions. Only by being assigned one or
more role(s) the engineer gets system permissions.

@ Information:

When engineers log into the system, they will have all permissions from all roles they have been
assigned. So all permissions are added! There is no way of explicitly denying access to objects in
ConSol*CM, but you always grant access!

The sum of all granted permissions defines the final permissions for the engineer.

For each task in a company using the system there should be a role which defines its options. Engineers
fulfilling the task should have this role. Views can be associated with each role. A view represents a subset
of tickets which acts as a to-do list for the engineer, for details, please see View Administration.
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5.2 Role Administration Using the Admin-Tool

In the Role Administration GUI, you see the list of all available roles on the left-hand side and the
permissions which can be granted on the right-hand side. In the list of roles, all roles which have been
marked as main role for at least one engineer are marked with a red dot. You always work with the access
permissions of the role which has been selected in the list of roles. Only one role can be selected at a time.
On the right hand side, several tabs are available. During role management you switch between the tabs.

File cards for setting permissions or
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Fig. 1: ConSol*CM Admin-Tool - Role Administration: Queue Permissions

©, Attention:

All changes on this page are immediately effective resp. after clicking the OK button. You don't

have to click on % in the icon bar. Engineers have to login again to use their new roles. Views
become effective after clicking F5 (page refresh in a browser).

5.2.1 Create a Role

Click on El below the role list to create a new role. A pop-up window appears where you can enter the role
name. Afterwards you have to set the permissions of this role using the following file cards on the right side
of the page (see also the preceding picture):
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® Queue Permissions

® Global Permissions

® Customer Group Permissions
* Views

® Engineer Functions

Just click on the corresponding tab to switch between the file cards.

File Card Queue Permissions

The permissions set in this file card apply to the selected role (left part of page) and the selected queue
(middle part of page). Without an entry here, an engineer with this role is not able to see tickets or to act in
the system.

Tickets where the Tickets
engineer is set without Team
additional engineer engineer tickets

Own tickets
Queue SMN / /
Edl'l data ﬁelds ine Ef. Mone D'H"IEI'
) Read
Add comments, e-mails, \w

W
attachments =
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Execute workflow activities ——pAct
Change engineer —— =92

Refer

EEEEEEE
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|

OO0EEEEERE

Set additional engineers .
with engineer fu?ﬁctions Change queue Create tickets
/Create
Change queue

Get assigned to

Get assigned a ticket by other
F [{ engineers
Select... Remove...

all permissions

Fig. 2: ConSol*CM Admin-Tool - Role Administration: Setting Queue Permissions

The following permissions can be set:

®* Read
Read tickets
* Write
Edit data fields (default fields, custom fields, etc.) of a ticket
®* Append
Add information to a ticket (comments, e-mails, attachments)
* Act
Execute workflow activities (move the ticket forward in the workflow)
® Assign
Assign tickets to another engineer
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® Refer
Assign an additional engineer (with engineer function, see file card Engineer Functions) for a ticket

® Change queue
Move a ticket from this queue to another queue (appropriate permissions for the initial and the target
queue required).

@ Tip:

Be very careful when granting this permission!!! Usually it is not required. On the contrary - it
can destroy your process chain definition where tickets are passed from one process to
another using process/workflow activities

This permission should only be granted if it is absolutely necessary and when all side-effects
have been considered well.

You can define for which range of tickets the permissions are valid:

®* Mine
Own tickets
®* Ref
Tickets for which the engineer is assigned as an additional engineer (with engineer function, see file
card Engineer Functions)
®* None
Tickets without assigned engineer
® Other
Tickets assigned to other engineers

Click on the corresponding check box to assign one or more permissions to the desired ticket range.
Two permissions are set generally:

® Create
An engineer is allowed to create tickets in this queue.

® Get assigned
An engineer can receive a ticket from another engineer who has the permission to assign tickets in
the respective queue(s).
In the Web Client, the engineer can then be selected in the list of engineers within the ticket data
section. Please refer to the User Manual for a detailed description of this functionality.

If you want to select all permissions simultaneously just click on j below the list. Clicking on J removes all
selections.

File Card Global Permissions

Global permissions are general and queue-independent rights for a role. Setting these permissions is
optional.
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Fig. 3: ConSol*CM Admin-Tool - Role Administration: Global Permissions
You can specify the following:

® Global Permissions
You can set the permission to administer here. This is necessary to have access to the Admin-Tool.

* Workflow Permissions
Here you can set the permissions for workflows. These are Read, Write (modify and store), and
Deploy (install and put in operation).

® Template Permissions
Sets the permission to use the ConSol*CM Template Designer which is used to create and edit e-mail
templates, see section The ConSol*CM Template Designer for details.

® Representation Permissions
If this permission is set, engineers with this role can configure themselves as a representation for
other engineers, e.g. who are ill and have not defined other engineers to represent them resp. if the
defined engineers are not available at the moment. On the Web Client the engineers that can be
represented by an engineer with this permission are shown in a list within the engineer profile.

®* Track User Permissions
Users with this permission are allowed to access in CM/Track not only their own tickets but all tickets
of the company they belong to. This permission makes only sense for roles that define access rights
of CM/Track users/user profiles not for single users.
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File Card Customer Group Permissions

All customer data is stored in one or more customer group(s) (see also Customer Group Administration) in
the system. Here, you can specify the permissions of a role for the data of each customer group. When
engineers are supposed to work with tickets that belong to customers of a certain group they have to have
access permissions for customer data of this customer group.

@ Information:

Please keep in mind that as a minimum, engineers need to have read permissions for one
customer group. Otherwise they cannot open any ticket in the system, because tickets are always
linked to at least one customer (main contact).
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Fig. 4: ConSol*CM Admin-Tool - Role Administration: Customer Group Permissions
The following permissions can be assigned:

®* Read
Engineers with this role have read permission for the customer group(s) selected in the list. Without
this permission it is not possible to handle a ticket.

* Write
Engineers with this role have the permission to modify customer data of the customer group(s)
selected in the list.
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® Delete
Engineers with this role have the permission to delete customer data of the customer group(s)
selected in the list.

You can define for which range of tickets the permissions are valid:

®* Own
Only customer data of the engineer's own tickets
* All
Customer data of all tickets belonging to the selected customer group(s)

Click on the corresponding check box to assign one or more permissions to the desired ticket range.
The following permission is set generally:

* Create
Engineers with this role have the permission to create and store customer data for the customer
group(s) selected in the list.

If you want to select all permissions simultaneously just click on j below the list. Clicking on J removes all
selections.

File Card Views

Views define which tickets engineers will see in the ticket list of the Web Client. This file card shows the
assigned views on the left and the available views on the right (see also View Administration). The displayed
views can be filtered by name and queue. Assigning views is optional.

@ Information:

We recommend to assign at least one view to a role. Otherwise an engineer with this role will see
no tickets in the ticket list of the Web Client.
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These views are assigned to
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Fig. 5: ConSol*CM Admin-Tool - Role Administration: Views

Select a role on the left side of the page first and then the desired view(s) in the list of available views. Click
on * to move the selected view(s) to the list of role views. If you want to remove views from this list, select
the respective views and click on ﬂ .

For regular roles, you cannot define the order of the views here. In the pull-down menu of the Web Client,
the views will always be displayed in the order they have in the list of the view administration. Please see
also section View Administration. Only in case a role has been marked as main role for at least one engineer
(and is thus marked with a red dot), the views can be sorted using the arrow buttons Ll and Ll .

5.2.2 File Card Engineer Functions

On this file card you can assign engineer functions to a role. Engineer functions are used if you need an
additional engineer for a ticket, e.g. a supervisor who has to decide what to do, before the ticket can be
moved on in the workflow. Thus you have to assign a role with the respective engineer function to this
supervisor. In the Web Client engineer functions and associated engineers are shown when assigning an
additional engineer (see User Attributes for creation of engineer functions).
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File card for assigning
engineer functions
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Fig. 6: ConSol*CM Admin-Tool - Role Administration: Engineer Functions

Select a role on the left side of the page and then the desired engineer function(s) in the list of available
functions. Click on ® to move the selected function(s) to the list of role functions. If you want to remove
functions from this list, select the respective function(s) and click on ll .

After you have defined the new role by setting permissions, views and engineer functions in the file cards
you can assign the role to the desired engineer accounts. Engineers will obtain the rights of a role
immediately after assignment (without an additional update of the system).

5.2.3 Delete a Role

Select the role you want to delete and click on o below the role list. If you choose Yes in the following
confirmation dialog, the role will be removed from the list and the system.

., Attention:

If you delete a role, please consider that engineers with only this role will immediately loose all
permissions in the system.
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5.2.4 Copy a Role

If you want to create a new role and use an existing role as a template you can copy it. Select the existing
role and click on _| below the role list. A pop-up window appears in which you can enter the name for the
copy. Afterwards you can modify the copy according to your wishes.

5.2.5 Edit a Role

Select the role you want to edit in the list and modify the permissions in the respective file cards as desired.
The changes are immediately effective for engineers with this role. The engineer just has to login again.
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® Engineer Administration
® Customer Groups

® Queues

® Views

® User Attributes
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45

® View Administration
® |ntroduction to View Administration
® View Administration Using the Admin-Tool
® Create a View
® Queue Filter
® Scope Filter
® Static Criterion
¢ Dynamic Criterion
® Edita View
® Delete a View
®* Copy a View
® Related Topics
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6.1 Introduction to View Administration

Views are used to filter tickets according to certain criteria (e.g. all new tickets). Thus a view defines which
tickets engineers will see in the ticket list of the Web Client. Since views are associated with roles engineers
obtain their view(s) via the roles which are assigned to them. They can switch between their views in the
Web Client and set a default view.

Engineers need the appropriate permissions to see all tickets filtered by a view. Permissions are not
automatically granted when a view is created, they have to be assigned within the definition of roles. One
and the same view can result in varying subsets of tickets and information therein for engineers with different
roles.

The creation of views is optional. However we recommend it in order to assure central features of the Web
Client. Without a view engineers will see no tickets in the ticket list. They can only access tickets by using
the search function.
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Fig. 1: ConSol*CM Admin-Tool - View Administration

6.2.1 Create a View

After clicking on El below the view list the pop-up window View Wizard appears where you have to define
the name for the new view first. You can also enter a description for it.

By clicking on ﬂ you can localize view name and description. The pop-up window Localize shows the
available locales on the left side. Enter the corresponding view name or description in the Value field for
each additional language on the right. After clicking Save the name or description will be displayed in the
respective language of the engineer's locale.

Via Next >you can continue with the definition of view criteria:

® queue filter

® scope filter

® static criterion

® dynamic criterion
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Queue Filter

At first you choose the queues for the new view. Select the desired queues in the list Unassigned and move
them to the list Assigned by clicking on ® . To remove an assigned queue, select it and click on ll .
Continue with the Next > button, in order to define scope filters, too.

£ View Wizard =
Create view
1 Mew queue filter.

Assigned Unassigned

Mame Mame
Sales(Sales) HelpDesk_1st_Level(helpdesk1)

HelpDesk_2nd_Level(helpdeskz)

A

[ «:E-ack ] [ Mext = ] [ Finish [ Cancel_ ]
L
L ! \ \ ™~
Move queue to the Back to Goto Create view Leave View Wizard
opposite list previous step next step without storing

Fig. 2: ConSol*CM Admin-Tool - View Wizard: Queue Filter

Scope Filter

Next you can limit the view to certain workflow scopes of the selected queue(s). Scopes group workflow
activities that have a special topic in common, e.g. tickets with an appointment.

Select the desired scopes in the list Unassigned and move them to the list Assigned by clicking on * . To
remove assigned scopes, select them and click on ﬂ . Continue with the Next > button, if you want to define
further criteria. Otherwise click on Finish to create the view.

@ Information:

If you do not assign scopes in the View Wizard, the view exists by name but will not show tickets in
the Web Client.



ConSol*CM Administrator Manual (up to Version 6.8.5.6) 49

., Attention:

Since for the view definition you can only use scopes which have been defined during the workflow
development, please make sure that the workflows contain all required scopes. For example, when
you want to have active and inactive tickets, there have to be separate scopes in the workflow,
otherwise it will not be possible to define an active and an inactive/waiting view!

£ View Wizard (=
Create view
1 MNew scope filter,

Assigned Unassigned
; - ; -
Mame Mame
Appointment{Sales) Bid(Sales)
FollowlUp(Sales) Depot{Sales)
Phone(Sales) Lost(Sales)
Sales(Sales)

Snooze(Sales)

0

defaultScope(Sales)

[ < Back H Mext = ][ Firish ][ Cancel

Fig. 3: ConSol*CM Admin-Tool - View Wizard: Scope Filter

Static Criterion

You can restrict the view further by a static criterion to show only tickets with a certain value in a defined
data field, e.g. tickets concerning a special product or only tickets with high priority. The criterion is static
because the engineer cannot change it in the Web Client. Please see the User Manual for a detailed
description of working with views.

Choose the data field in the Field list (e.g. product) and select the desired value in the Value list below (e.g.
crm). Continue with the Next > button, if you want to define a dynamic criterion, too. Otherwise click on
Finish to create the view.
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£ View Wizard =3
Create view
1 Add new static criterion

Criteria definition

Field: jproduct -

Value:

[ < Back H Mext = ][ Firish ][ Cancel

Fig. 4: ConSol*CM Admin-Tool - View Wizard: Static Criterion

Dynamic Criterion

Like a static criterion, a dynamic criterion is used to show only tickets with certain values in a defined data
field, but in contrast engineers can choose the values they want in the Web Client (user profile
administration) to vary the view themselves. Additionally, the administrator can adjust the value individually
for each engineer on the View criteria file card of the engineer administration (see section Engineer
Administration). Please see the User Manual for a detailed description of working with views.

& View Wizard (=]
Create view
1 Add new dynamic criterion

Criteria definition

Field: jsales_chance -

Mext = [ Finish ][ Cancel

Fig. 5: ConSol*CM Admin-Tool - View Wizard: Dynamic Criterion
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Click on Finish to create the view. You can leave the window any time without storing by choosing Cancel.
Via the Back button you can return to the previous step of the view definition.

After creation you can see the new view in the view list on the left. The assigned criteria are shown in the
Details area on the right side of the page.

Details

Queues
Sales(Sales)
[ ] Scopes
- [ Appeintment(Sales)
- ] Followlp(Sales)
=[] Phone(Sales)
Static criterion

- [m=] product

“ arm

G Dynamic criterion

i« m=| sales_chance

Fig. 6: ConSol*CM Admin-Tool - View Administration: View Details

You can expand or collapse all details by clicking on J or J below the list. The arrow icon on the left of
each filter is used to expand or collapse individual criteria.

6.2.2 Edit a View

Select the view you want to edit in the view list. The view details are shown on the right side of the page. To
edit the selected view just click on a filter criterion with the right mouse button. The following drop-down
menu appears:
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Queues

Sales(Sales)

-:Ir

Add or remove queues
= Add or remove scopes
- D Add or remove static criterion
cts Add or remove dynamic criterion
- [m=] product
[
crm
Ey

G Dynamic criterion

i« m=| sales_chance

Fig. 7: ConSol*CM Admin-Tool - View Administration: Edit a View

The menu contains these options:

® Add or remove queues

® Add or remove scopes

® Add or remove static criterion
Add or remove dynamic criterion

Just click on the desired menu item. The respective window of the View Wizard appears where you can add
or delete filter criteria as described in Create a View. Double-clicking on a filter criterion will also open the

View Wizard.

@ Information:

You cannot edit view criteria by clicking on J . Here you can only modify hame and description of

aview.

6.2.3 Delete a View

Click on ﬂ below the view list to delete the selected view. A pop-up window appears where you are asked
whether you really want to delete the view. If you choose Yes, the view will not be available for any engineer.

Engineer permissions are unaffected by this.
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6.2.4 Copy a View

The icon _| allows you to save time when creating a view. The selected view will be copied completely and
you can edit the copy afterwards. The new view has the same name as the copied view. You can change it
by double-clicking on the name or by clicking on the 2] icon.
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6.3 Related Topics

® Queues

* Workflow scope (see separate document Process Designer Manual)
® Roles

® Engineer Administration
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® Queue Administration
® |ntroduction to Queue Administration
® Queue Administration Using the Admin-Tool

Refine the Queue List
Create a Queue

Edit a Queue

Delete a Queue

Copy a Queue

Enable or Disable a Queue

®* Related Topics
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7.1 Introduction to Queue Administration

Queues are a central element of ConSol* CM6. Tickets are grouped in queues, e.g. for certain tasks or work
groups. To each queue a single workflow is assigned which controls the working steps of the queue's tickets.
For example, there might be one queue Helpdesk, one queue Marketing, and one queue Sales.

In a queue you define:

The workflow of the queue, i.e. the process which should be used for all tickets in the queue (e.g. all
tickets of a department). A queue can only have one workflow but a workflow can be used by multiple
queues.

Several scripts that define the behavior of tickets in this queue.

One or more customer group(s) which are associated with the queue. Only for customers (contacts)
of those customer groups tickets can be created in the queue.

The business calendar (i.e. the working hours) which should be applied for tickets in this queue.
The data fields which should be available in tickets of the queue, they are defined by assigning
custom field groups to the queue.

The classes of text which should be available for tickets in this queue.

The project(s) which should be available for time booking in tickets of the queue.

As a central element the queue uses various objects and elements that have been defined at
another place, i.e. on another page of the Admin-Tool, so usually the elements which are later
required for the queue definition are defined first. However, except for the workflow, all parameters
can be modified even after a queue definition has been saved. So you can configure the queue
using an iterative approach if you like.

Furthermore, a queue is the basis for the assignment of access permissions, please see section Role
Administration for details.
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7.2 Queue Administration Using the Admin-Tool
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Fig. 1: ConSol*CM Admin-Tool - Queue Administration

7.2.1 Refine the Queue List

Queues you want to edit or copy can be found faster, if you enter filter information into the fields above the

gueue list. You can filter for queues which

® contain a certain text string (blanks are interpreted, too) and/or
® are specific for customer groups.

7.2.2 Create a Queue

You create a new queue by clicking on El below the queue list. The following pop-up window appears:
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Fig. 2: ConSol*CM Admin-Tool - Queue Administration: Create a Queue

Here, you can define the queue details:

® Queue:

Enter the technical queue name in this field. Click on | to enter the localized queue name for all

languages

that are available in the system. The localized queue name will be displayed in the Web

Client in the ticket header. If no localized values are provided, the technical queue name will be

displayed.
* Workflow:

Choose the workflow for the queue from this list.

Attention:
®* Prefix:

Once you have assigned a workflow to a queue it cannot be changed anymore!

You can enter a prefix for the ticket IDs of a queue, e.qg. if the ticket ID shall tell to which queue or
organizational structure it belongs.

Attention:
Calendar:

The prefix will remain with the ticket ID if the ticket is moved to another queue.

Choose the business calendar for the queue from the list. Calendars define working hours, holidays
and the valid timezone (see Configuration - File Card Business Calendars). They are used for time
triggers in the workflow and have to be activated explicitly for each trigger, i.e. in order to work with

time calcul

ations based on a business calendar, it has to be configured in two places:

® In the queue configuration page a calendar is assigned to the queue.

® [For
not.

each time trigger in the workflow the use of the queue-specific calendar can be activated or
Refer to the Process Designer Manual for a detailed explanation of the work with time

triggers.

* Enable:

If this check box is ticked, the queue is immediately available in the system after saving. If the check
box is not ticked, the queue is disabled. In enabled queues, you can create tickets, in disabled

queues, th

is is not possible.
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* FAQ:
Ticking this check box marks the queue as a knowledge database for Track users. They can search
for tickets of this queue in CM/Track. Please see also section CM/Track: FAQs in CM/Track on this
topic.
® Ticket assignment templates:
Here you can choose e-mail templates that shall be used for an automatic e-mail which is sent to the
(new) engineer when a ticket is assigned to an engineer (Assign) or to the (old) engineer when a
ticket is retrieved from an engineer (Unassign). When you have defined the templates in the template
section of the Admin-Tool (see section Admin-Tool Templates) they will be available in the pull-down
menu. When you do not want the CM system to send an automatic e-mail in case of the engineer
operation, just leave the field empty. Please keep in mind that the system properties
mail.notification.engineerChange (=true) and mail.notification.sender have to be set, see section
EngineerMail System Properties for details.
® Scripts:
Scripts are used to automate recurring tasks and activities. They are created in the Script
Administration (see section Scripts). You can assign:
® E-mail scripts
Choose a script from the list if outgoing e-mails for this queue should be modified by the script,
e.g. to contain default values like the sender or address fields. The e-mail script indicated here
is the last script that processes an outgoing e-mail so all former settings will be overwritten
(except for REPLY TO, see warning below!) in case a variable has been set before. All scripts
of type E-mail that are stored in the script section are available, please make sure to pick the
correct one.

@ Warning:

When you set the REPLY TO address in the outgoing e-mail script, the mail.reply.to
system property must not be set (because it would overwrite the configured value)!
That means when you use one outgoing e-mail script for a queue you have to define
outgoing e-mail scripts for all queues because the mail.reply.to property can no
longer be used.

® Default values scripts
Here you can select a script to preset values of list boxes when creating a ticket for this queue
in the Web Client.
® Description:
You can enter a free-form description in this field, e.g. to document the purpose of the queue. This
information is shown in the Admin-Tool only.
® File card Custom fields:
In order to show data fields (custom fields) in tickets of the queue, you have to assign the respective
custom field groups here.
® File card Customer groups:
Tickets in the queue can only be created for customers (contacts) from the selected customer groups.
Please make sure that the engineers who are supposed to work with tickets of the queue also have
the respective access permissions to the customer (group) data.



60 ConSol*CM Administrator Manual (up to Version 6.8.5.6)

® File card Classes of text
Here you can assign the classes of text which should be available in tickets of this queue. Please see
section Classes of Text for an explanation of the text class definition.

® File card Projects
Here you can assign projects to the queue. Engineers who work on a ticket in the queue can book
times on the projects that have been assigned to the queue. Projects are defined on the User
Attributes page.

On each file card you can assign a selected entry by clicking on ® and remove it by clicking on Ll .

Click on Save afterwards to create the queue. The details of the new queue are displayed on the right side of
the page.

7.2.3 Edit a Queue

If you want to edit a queue, select it in the list and click on J or just double-click the name of the queue.
Modify the queue details and click Save to store your modifications.

. Attention:

You cannot change the workflow of a queue.

7.2.4 Delete a Queue

Select the queue you want to delete in the list and click on El . If you confirm the following dialog with Yes,
the queue will be deleted and is no longer available in the system.

»  Attention:

If there are still tickets for a queue it cannot be deleted. You have to move the tickets to another
queue before you can delete it.

7.2.5 Copy a Queue

The icon _| allows you to save time when creating a queue. The selected queue will be copied. The new
gueue has the same name as the copied queue. Double-click on the name or click on _| to open the edit
window where you can modify the name and details of the queue. Click Save to store your modifications.

. Attention:

You cannot change the workflow of the queue.
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7.2.6 Enable or Disable a Queue

You can disable a queue to prevent that new tickets can be opened in this queue. That way you can
re-activate the queue later and do not have to delete it. To disable a queue, select the queue in the queue
list and click on il . The entry in the list is now shown in italics. Just click on il at the bottom of the page, if
you want to enable the queue again.

You can still read tickets in a disabled queue (provided you have the read access rights for this queue), but
you cannot process tickets, i.e. they cannot be moved to the next step in the process using workflow
activities.
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* Workflow (see Process Designer Manual)
® Views

® Scripts and templates

® Customer groups

® Custom fields

® Classes of text

®* Projects
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® User Attributes
® [ntroduction to User Attributes Administration
® User Attributes Administration Using the Admin-Tool
® File Card Customer Groups
® Create or Edit a Customer Group
® Delete a Customer Group
® Disable or Enable a Customer Group
® | ocalize the Name of a Customer Group
® File Card Engineer Functions
® Create or Edit an Engineer Function
¢ Delete an Engineer Function
¢ Disable or Enable an Engineer Function
® File Card Customer Roles
® Create or Edit a Customer Role
® Delete a Customer Role
® Disable or Enable a Customer Role
® Localize a Customer Role
® File Card Projects
® Create or Edit a Project
® Delete a Project
¢ Disable or Enable a Project
® |ocalize a Project
®* Related Topics
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8.1 Introduction to User Attributes Administration

User attributes serve various purposes. On the file cards of this page you can define:

® Customer groups
Customer groups help structure your CM customers. You can assign engineer access rights and
queues to specific customer groups. In this way, you can create separate customer realms, e.g. for
different companies. See section Customer Groups.

®* Engineer functions
This attribute is used for additional engineers and has to be assigned to a role. See section Engineer
Functions.

® Customer roles
This attribute is used for additional customers and has to be assigned in the Web Client. See section
Customer Roles.

®* Projects
This attribute is used for time booking and has to be assigned to a queue. See section Projects.
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8.2 User Attributes Administration Using the
Admin-Tool
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E CMB Admin-Tool @ cinb-demo.int.consol.de EI@
File Wiews Help
- I
A v sl @ N €8 @ O o B <

= User attributes

Customer groups | Engineer functions I Customer roles | Projectsl

Mame
AudiResellers

CM Customer
CustomerGroup
MercedesResellers

Bl N N

= [CM_Administration]

Fig. 1: ConSol*CM Admin-Tool - User Attributes

8.2.1 File Card Customer Groups

A customer group represents a group of contacts or companies in ConSol*CM, e.g. in a large enterprise
there could be several customer groups, each for one subsidiary. Or when a team works for several
companies, there could be one customer group for each company. The access rights for engineers to
customer data are assigned based on customer groups. Therefore, if separate access permissions are
required, separate customer groups are mandatory, otherwise customer groups can be used for a better
organization but are optional. ConSol*CM6 can handle as many customer groups as you need.

Usually just one customer group is assigned to a queue. However, you can assign multiple or all customer
groups to a queue if this is needed for administrative applications (e.g. incoming e-mail or ticket dispatch).
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The engineer access rights to customer groups are assigned based on roles in the Role Administration. For
each role you can define the access rights for each of the customer groups.

Y, Customer groups are also assigned to queues. So please keep in mind that the access rights of an
engineer for customer groups have to match the access rights to the queues. Otherwise the

engineer will not be able to work with the tickets in the queue that are assigned to a customer of
the customer group.

In the file card Customer groups, you can only create, edit, or delete customer groups. All other operations
involving customer groups are performed in other sections of the Admin-Tool.

i CM6 Admin-Tool @ cmb-demo.int.consol.de

===
File Views Help
A v & ® N g o o A R

£ User attributes

Customer QVOUF'SJ Engineer functions I Customer roles I Projeds‘

Name
AudiResellers
List of available o
customer groups ||| [CustomerGroup
MercedesReselers

] Ps
fockry I\

/ \
Create... Edit... Delete...

Enable... Disable...
a customer group a customer group

Fig. 2: ConSol*CM Admin-Tool - User Attributes: Customer Groups

Create or Edit a Customer Group

A customer group is defined by its name. By clicking on [o] a pop-up window appears where you can enter
the name. Using the globe icon E next to the name field you can localize the name subsequently (see
Localize the Name of a Customer Group). The check box Enabled is already selected to set the customer
group active in the system (see also Disable or Enable a Customer Group). You will get the same window
when you click on ﬁl in order to edit a customer group.
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i =

-
= Create new customer group @

Create new customer group
1 Please choose a name for the customer group.

Mame: |Customer CM &

Enabled: [¥

Ok ] | Cancel

Fig. 3: ConSol*CM Admin-Tool - User Attributes: Create or Edit a Customer Group

If you want to use a customer group in the system you have to assign it to one or more queues first (see
Queue Administration). Afterwards you need to assign the access permissions for the customer group to the
respective roles in the role administration (see Role Administration).

Delete a Customer Group

A customer group can only be deleted if there are no customers or tickets for it in the system. Otherwise you
get a warning stating you can only disable this customer group (see below).

In order to delete a customer group select it in the list and click on El . After choosing Yes in the
confirmation dialog the customer group will be removed from the list and the system.

Disable or Enable a Customer Group

If there are still customers or tickets for a customer group, but it is not needed anymore you can disable it.
To do this select the customer group and click on il . The entry in the list is shown in italics afterwards. All
customers of this customer group are disabled, too. It is not possible to create new tickets or to edit existing
tickets for this customer group. Just click on il at the bottom of the page, if you want to enable the group
again.

You can also enable or disable a customer group in the window used for editing customer groups by
selecting or de-selecting the check box Enabled. When you create a customer group this check box is
automatically selected.

Localize the Name of a Customer Group

Click on the globe icon ‘£l in the create or edit window to enter the localized name of a customer group. In
the pop-up window Localize all languages that are available in the system are listed. Enter the customer
group name in the Value field for each additional language on the right and click Save. The localized
customer group name, according to the locale of the web browser, will be displayed in the Web Client, e.g. in
the drop-down list of customer groups in the main menu. If no localized value is found, the default value is
displayed. This is the value of the default language. If this has not been defined either, the technical name of
the customer group is displayed.



68 ConSol*CM Administrator Manual (up to Version 6.8.5.6)

8.2.2 File Card Engineer Functions

Engineer functions are used if you need an additional engineer for a ticket, e.g. a supervisor who has to
decide what to do, before the ticket can be moved on in the workflow.

Ticket Accept | Edit | Clone | Print | Display «

(. Adding attachments is possible for worker which has got only "Read tickets"
permission
SUP-32  peipDesk 1st Level | Qualify
Unassigned | Open since 4/14/08 1:43 PM

Iy AdminTool
THM no

Customers Add | Hide

Main customer

Mr Luke Skywalker - CustomerGroup
lukei@consolde

ConSol GmbH -
ConSol* GmbH
Franziskanerstr. 38
81543 Midnchen
Mo comment

Engineers

|‘u"|sur. Susanne #| " | Supervisor [=]*

|The supervizor has to approve the time bookings on this ticket

OK Cancel
No relations Add | Hide
History Comment | E-Mail | Attachment | Time booking | Hide

Display communication - Sorting latest first -

diiacnment

11}

mail o

01.07.11 10.18 #4 created by admin | Action
10:18 default class

Fig. 4: ConSol*CM/Web Client - Assigning an (Additional) Engineer with an Engineer Function

The corresponding activities for such a process have to be created in the workflow. Engineer functions are
assigned to roles which in turn need to be assigned to the respective engineers. In the Web Client you can
choose a function and an appropriate engineer when adding an engineer to the ticket.
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List of available [Name S
’ : !
engineer functions supervisor heckable
manager regular

2 yllelle | S
|

,H/; [CM/Admlmstr?'hon] \ \ |

/7 I VN \
Create... Edit... Delete... Disable... Enable... Move the selected entry up or down
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Fig. 5: ConSol*CM Admin-Tool - User Attributes: Engineer Functions

Create or Edit an Engineer Function

An engineer function is defined by its name. By clicking on El a pop-up window appears where you can
enter the name. You will get the same window when you click on Zlin order to edit an engineer function.
The check box Checkable has to be ticked if additional engineers shall have the permission to execute a
certain activity, e.g. give their approval, before the ticket can be moved on.

., Attention:

After creation of an engineer function the check box Checkable cannot be de-selected anymore.

69
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E Engineer function @
Engineer function
i Create new engineer function

Function details

MName: consultant

Checkable: [7]

Localized values

Locale Value
English(default)
German
Polish

[ OK ][ Cancel ]

Fig. 6: ConSol*CM Admin-Tool - User Attributes: Create or Edit an Engineer Function

You can also localize the name of an engineer function. The available locales are shown on the left side of
the table. Enter the corresponding engineer function name in the Value field for each additional language on

the right. After clicking OK the engineer function is created and the name will be displayed in the respective
language of the engineer's locale.

Delete an Engineer Function

An engineer function can only be deleted if it is not assigned to any roles. Otherwise you get a warning and
you can only disable this engineer function (see below).

In order to delete an engineer function select it in the list and click on | After choosing Yes in the
confirmation dialog the engineer function will be removed from the list and the system.

Disable or Enable an Engineer Function

If an engineer function is still assigned to a role but is not needed anymore you can disable it. To do this
select the engineer function and click on il . The entry in the list is shown in italics afterwards. The engineer

function cannot be assigned anymore. Just click on o] at the bottom of the page, if you want to enable the
function again.
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8.2.3 File Card Customer Roles

On this file card you can create customer roles. In the Web Client these can be assigned to additional
customers of a ticket to show the function of these customers, e.g. manager or consultant.

[TI[Z[E customers Add | Hide

Main customer

Mr Luke Skywalker « CustomerGroup
luke@consol.de

ConSol* GmbH -

r ConSel* GmbH
Franziskanersir. 38
81543 Mdnchen
Mo comment

Additional customer

Mrs Lea Skywalker « CustemerGroup Mo rolel !

ConSol* GmbH - consultant -
ConSel* GmbH developer 4
Franziskanersir. 38
21543 Minchen supporter
Mo comment

Enaineers Add | Hide

Fig. 7: ConSol*CM/Web Client - Setting a Customer Role for an Additional Contact

£ CM6 Admin-Tool @ cm6-demo.int.consol.de [olE =]
File Views Help
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2 User attributes

Customer groups I Engineer ﬁ..lncﬁoﬂsl Customer roles lProjeds‘

Mame

H : consultant
List of available __|

customer roles .
supporter

) 0
I \ L \
|| 1{ [CM_Aaﬂinisirati\n] / \ ‘
/ \ / \
Create... Edit.. Delste... Enable... Disable...
a customer role a customer role

Fig. 8: ConSol*CM Admin-Tool - User Attributes: Customer Roles
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Create or Edit a Customer Role

A customer role is defined by its name. By clicking on El a pop-up window appears where you can enter the
name. Using the globe icon il next to the name field you can localize the name subsequently (see below).
The check box Enabled is already selected to set the customer role active in the system (see also Disable or
Enable a Customer Role). You will get the same window when you click on Zlin order to edit a customer
role.

i "

-
2 Create a new customer role @

Create a new customer role
1 Please fill in the required fields.

Mame: | manager &

Enabled: [&

Ok I | Cancel

Fig. 9: ConSol*CM Admin-Tool - User Attributes: Create or Edit a Customer Role

Delete a Customer Role

A customer role can only be deleted if it is not assigned to any customers. Otherwise you get a warning and
you can only disable this customer role (see below).

In order to delete a customer role select it in the list and click on El . After choosing Yes in the confirmation
dialog the customer role will be removed from the list and the system.

Disable or Enable a Customer Role

If a customer role is still assigned to a customer but is not needed anymore you can disable it. To do this
select the customer role and click on il . The entry in the list is shown in italics afterwards. The customer
role cannot be assigned anymore. Just click on ﬂ at the bottom of the page, if you want to enable the role
again.

You can also enable or disable a customer role in the window used for editing customer roles by selecting or
de-selecting the check box Enabled. When you create a customer role this check box is automatically
selected.

Localize a Customer Role

Click on the globe icon il in the create or edit window to enter the localized name of a customer role. In the
pop-up window Localize all languages that are available in the system are listed. Enter the customer role
name in the Value field for each additional language on the right and click Save. The localized customer role
name, according to the locale of the web browser, will be displayed in the Web Client. If no localized value is
found, the default value is displayed. This is the value of the default language. If this has not been defined
either, the technical name of the customer group is displayed.
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8.2.4 File Card Projects

With ConSol*CM6 you can book amounts of time on projects, please see section Time Booking for a
detailed explanation. The projects are created on this file card and have to be assigned to queues. In the
Web Client you can book amounts of time on tickets that are in one of the queues where the project has
been assigned. An engineer can see his/her time bookings on the engineer profile page.

£ CM6 Admin-Tool @ cmé-demo.int.consal.de (===
File Views Help
4 = -
A "T% E: 3 \“ =N @ ® < o ’D <)
& User attributes
| Customer groups | Engineer functions | Customer rolesl PVOJECE]
List of Name
available —fbraject 1
projects 0
Project 3
)[e) it
I \ I 1
" ;/ [CM_Adrmistrati*] / \ |
/ \ / \
Create... Edit... Delete... Enable... Disable...
a project a project

Fig. 10: ConSol*CM Admin-Tool - User Attributes: Projects

Create or Edit a Project

A project is defined by its name. By clicking on 8la pop-up window appears where you can enter the name.
Using the globe icon | next to the name field you can localize the name subsequently (see below). The
check box Enabled is already selected to set the project active in the system (see also Disable or Enable a
Project). You will get the same window when you click on ll in order to edit a project.
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i !

=" p roject create @

Project create
1 Create project for time booking
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Ok ] | Cancel

Fig. 11: ConSol*CM Admin-Tool - User Attributes: Create or Edit a Project

Delete a Project
A project can only be deleted if it is not assigned to any queues and has not been used for any time

bookings. Otherwise you get a warning and you can only disable this project (see below).

In order to delete a project select it in the list and click on ol After choosing Yes in the confirmation dialog
the project will be removed from the list and the system.

Disable or Enable a Project

If a project is still assigned to a queue or has been used for a time booking in a ticket but is not needed
anymore you can disable it. To do this select the project and click on il . The entry in the list is shown in
italics afterwards. The project is not available for time bookings anymore. Just click on ﬂ at the bottom of
the page, if you want to enable the project again.

You can also enable or disable a project in the window used for editing projects by selecting or de-selecting
the check box Enabled. When you create a project this check box is automatically selected.

Localize a Project

Click on the globe icon “#!in the create or edit window to enter the localized name of a project. In the pop-up
window Localize all languages that are available in the system are listed. Enter the project name in the Value
field for each additional language on the right and click Save. The localized project name, according to the
locale of the web browser, will be displayed in the Web Client in the time booking section of a ticket. If no
localized value is found, the default value is displayed. This is the value of the default language. If this has
not been defined either, the technical name of the project is displayed.
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8.3 Related Topics
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® Queues
® Roles
® Engineer Administration
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10 Custom Field Administration
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® Custom Field Administration
® |ntroduction to Custom Field Administration
® Custom Field Administration Using the Admin-Tool
® File Cards Ticket Data and Customer Data

Create a Custom Field Group

Edit a Custom Field Group

Annotate a Custom Field Group

Delete a Custom Field Group

Enable or Disable a Custom Field Group
Create a Custom Field

Edit a Custom Field

Annotate a Custom Field

Delete a Custom Field

Enable or Disable a Custom Field

® File Card Activity Form Data

Create an Activity Control Form

Edit an Activity Control Form

Delete an Activity Control Form

Enable or Disable an Activity Control Form
Localize an Activity Control Form

® Frequently Used Annotations
®* Related Topics
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10.1 Introduction to Custom Field Administration

Custom fields are fields that contain ticket data (e.g. priority, software module, reaction time, or sales
potential) or customer data (e.g. name, address, e-mail) of the ConSol*CM system.

@ Example:

A customer is basically just a customer ID. The properties name, first name, phone number are
custom fields attached to the customer.

Custom fields (CFs) are defined as distinct fields, but the system configuration concerning custom
fields is always based on custom field groups (CF groups), never on single CFs.

Regarding ticket data, a custom field group is the object which can be assigned to a queue, e.g. the CF
group helpdesk data_fields is assigned to the queue HelpDesk.

Regarding customer data, a custom field group represents either the data field group for all contact data or
the data field group for all company data. In a one-level customer model, there is only one CF group (often
named customer), in a two-level customer model, there is one CF group for the customer and one CF group
for the company.

Custom field groups as well as individual custom fields are annotated. Annotations are used to define special
parameters and characteristics for a CF, e.g. the position in the user interface. Please see section Appendix
A for a list of all available annotations.
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10.2 Custom Field Administration Using the Admin-Tool

Icon for custom field administration
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Fig. 1: ConSol*CM Admin-Tool - Custom Field Administration

10.2.1 File Cards Ticket Data and Customer Data

Filter custom fields
by name

List of available
custom fields

Create, edit, annotate,
delete a custom field

Enable/disable
a custom field

Assigned annotations of
the selected custom field

On these two file cards you can define groups and fields for ticket and customer data. Since the
configuration of the file cards and windows is similar their handling will be described using the file card Ticket
data as example. The file card Activity Form data will be explained in one of the subsequent sections.

Create a Custom Field Group

To create a new custom field group just click on the El icon below the list on the left side of the page. The
following pop-up window appears:
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E Create group @
Create group
i Create a new group of custom fields,

Group details

Assigned scripts for
multi-level lists

aimlerDependentEnum

Move selected script
up or down in the list

\\"ﬁ‘“—v—‘

4 > - L Assign selected script(s)
Localized values
Locale Value
English(defa ar type Localized values for the
German lAuto-Typ [ custom field group name
Polish [
ConSol*CM Admin-Tool - Custom Field Administration: Create a Custom Field Group
Name:

Enter a name for the custom field group. The name must be unique.

For all queues:

If this check box is activated this group's custom fields are visible in all queues. Usually custom field
groups for ticket data are only valid in specific queues (see Queue Administration).

Note: In the Customer data file card this check box is missing. Custom fields for customer data are
shown independent of queues.

Dependent Enum Scripts

Dependent enum scripts define the structure of dependent enums (hierarchical multi-level lists) used
in custom fields of this custom field group. With dependent enums you can limit the choices in
multi-level lists. You select an element in a list and based on this selection only matching results will
be shown in lists depending on this list. The enums (single lists) for the custom fields have to be
created within the Enum Administration while the scripts that couple the lists to create the dependent
enum are created in the Script and Template Administration.

To assign dependent enum scripts to a custom field group select the desired script(s) in the list
Available scripts and move them to the list Assigned scripts by clicking on € .

Localized values:

Enter the corresponding group name in the Value field for each additional language. In the Web
Client's user interface the name will be displayed in the respective language of the user's locale. If
you do not make an entry here the object name, i.e. the content of the Name field, will be taken
instead.
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Edit a Custom Field Group

If you want to edit a custom field group, select it in the list and click on _’| . The same window as described
above for creating a custom field group will appear. You can modify all fields and save your changes by
clicking OK.

Annotate a Custom Field Group

Custom field groups are annotated for the display in the Web Client. You can define e.g. if a group is visible
on the Web Client (annotation group-visibility) or if it is shown in the Groups section of the Web Client
(annotation show-in-group-section). To assign annotations select a group and click on ﬂ . The following
pop-up window appears:

H Group annotations @
Group annotations
i Add annotations to ‘helpdesk_standard'.
Filter annotations Assigned annotations Unassigned annotations Filter annotations
by type -_F_eggn]mon P :Iayout - by type
. . MName MName . .
List of asmg_ned p—— open-at-reate List of a[vallable
annotations show-contact-n-ticket-ist p-r"‘f annotations
[ OK ] [ Cancel

Remove... Assign...
selected annotation(s)

Fig. 3: ConSol*CM Admin-Tool - Custom Field Administration: Assign Custom Field Group Annotations

The right part of the window contains the available annotations. Using the selection field above the list you
can filter the display according to annotation type (e.g. common or layout). Select the desired annotations
and move them to the Assigned annotations list on the left by clicking on ® . This list can also be filtered

according to annotation type. Click on OK to assign the annotations to the custom field group and to close
the window.

The annotations are now shown with a default value (if available, e.g. true or false) in the bottom left-hand
corner of the administration page. The value can be modified by double-clicking into the corresponding
Value field and typing the desired value. Press the return key afterwards.

Custom field groups will appear on the Web Client as they are ordered in the list. Select a group and use the
icons ﬂ and ﬂ if you want to change the position of this group in the list.



82 ConSol*CM Administrator Manual (up to Version 6.8.5.6)

", Attention:

Some group annotations are used to define the format for contact data which is displayed in the
Web Client GUI. Please refer to section Templates for Format of Contact Data in GUI for a detailed
explanation.

Delete a Custom Field Group

A custom field group can only be deleted if it is not assigned to a queue or a ticket. Otherwise you get a
warning stating you can only disable this group (see below). In order to delete a custom field group select it
in the list and click on 3' . If you confirm the following dialog with Yes, the group with its corresponding fields
will be removed from the list and the system.

Enable or Disable a Custom Field Group

If you cannot delete a custom field group or if you do not want to delete it, because you might need it again,
you can disable it. To do so select the group and click on il . The entry in the list is shown in italics
afterwards. Just click on il below the group list, if you want to enable the group again.

Create a Custom Field

The fields of a custom field group are created in the right part of the page. Select the desired group first on
the left and then click on the ﬂ icon below the custom field area on the right. The following pop-up window
appears:
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Fig. 4: ConSol*CM Admin-Tool - Custom Field Administration: Create a Custom Field for Ticket or Customer
Data

* Name:
Enter a name for the custom field. The name must be unique.
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¢ Data type:
Choose one of the following data types for the new custom field:

boolean

Values: true/false. Depending on the annotation boolean-type, the value is displayed as
check-box radio buttons or pull-down list.

date

Format and accuracy can be set by annotations.

enum

For sorted lists. The engineer can choose one of the enum values on the Web Client. Enums
and values have to be created previously within the Enum Administration. Select the desired
Enum type and group in the fields below.

list

A custom field of this data type is the first step to create a list (one column) or a table (multiple
columns) of input fields in the Web Client. For a list the next step will be to create another
custom field of type struct (see below) to contain the input of the individual list fields. If you
want to create a table you have to define a custom field of the type struct first (see below)
before you can add the custom fields for the table columns. For all custom fields belonging to a
list or table you have to set the dependencies in the field Belongs to (see below). A table field
(which is a regular CF) always belongs to a struct, a struct always belongs to a list.

struct

A custom field of this type defines a data structure (line of a table) which groups one or multiple
field(s). It is the second step to build a table after you have created a custom field of the type
list. Add the custom fields for the columns of the table in the next step. The dependencies have
to be set for each custom field in the Belongs to field (see below), i.e. a struct always belongs
to a list.

number

For integer values.

fixed point number

For numbers with a fractional part, e.g. currencies. You have to enter the total number of digits
(Precision) and the number of digits that fall to the right of the decimal point (Scale) in the
respective fields below.

string

For up to 4000 alphanumeric characters.

long string

For large objects, unrestricted length.

short string

For up to 255 alphanumeric characters.

contact data reference

Special data type used internally for referencing the contacts associated with a ticket.
Additionally the contact data type (customer or company) has to be selected in the field below.
MLA field

This data type is used for custom fields that contain hierarchical lists with a tree structure called
MLA (Multi Level Attributes). The name of the custom field will be the name of the new MLA
that has to be defined within the MLA Administration. The group of the custom field has to be
referenced when the MLA is created.
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® Belongsto:

85

This field shows the available custom fields of the data types list and struct used to create lists or
tables. Choose in the drop-down box to which list or structure the custom field belongs (if applicable).

® Localized values:
Enter the corresponding custom field name in the Value field for each additional language. In the Web
Client's user interface the name will be displayed in the respective language of the user's locale. If
you do not make an entry here the object name, i.e. the content of the Name field, will be taken

instead.

©, Attention:

The data type you choose on creating a custom field cannot be changed afterwards!

Edit a Custom

Field

If you want to edit a custom field, select it in the list and click on . The same window as described above
for creating a custom field will appear. Except data type, enum type, and enum group you can modify all
fields and save your changes by clicking OK.

Annotate a Cu

stom Field

Just like custom field groups custom fields are annotated to define the properties of the field, e.g. is it
read-only, should it be indexed, where should it be displayed on the GUI, please see section Appendix A for
a list of all available annotations. Select a field and click on _°| below the list. The following pop-up window

appears:

Filter annotations
by type |

List of assigned

£ Field annotations

Field annotations

i Add annotations to ‘priority’.

annotations

Assigned annotations Unassigned annotations
""'I"I - jmmmon
Name Mame
enum field with ticket color leave-trailing-zeros
eld indexed =ado
roupable wisibility
position
reportable
required
sortable

___Filter annotations
by type

List of available
[~ annotations

I |

Remove... Assign...
selected annotation(s)

Fig. 5: ConSol*CM Admin-Tool - Custom Field Administration: Assign Custom Field Annotations
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The right part of the window contains the available annotations. Using the selection field above the list you
can filter the display according to annotation type. Select the desired annotations and move them to the
Assigned annotations list on the left by clicking on ® . This list can also be filtered according to annotation
type. Click on OK to assign the annotations to the custom field and to close the window.

The annotations for the selected field are now shown with a default value (if available, e.qg. true or false) in
the bottom right-hand corner of the administration page. The value can be modified by double-clicking into
the corresponding Value field and typing the desired value. Press the return key afterwards.

Custom fields will appear on the Web Client as they are ordered in the list unless you have assigned a layout
via the position annotation. You can change the position of a field in the list by using the icons ﬂ and ﬂ
below.

Delete a Custom Field

A custom field can only be deleted if it is not assigned to a queue or a ticket. Otherwise you get a warning
stating you can only disable this field (see below). In order to delete a custom field select it in the list and
click on ﬂ . If you confirm the following dialog with Yes, the custom field will be removed from the list and
the system.

Enable or Disable a Custom Field

If you cannot delete a custom field or if you do not want to delete it, because you might need it again, you
can disable it. To do so select the field and click on il . The entry in the list is shown in italics afterwards.
Just click on ﬂ below the custom field list, if you want to enable the field again.

10.2.2 File Card Activity Form Data

On this file card you can create activity control forms (ACF) which can be assigned to activities in the
Process Designer. They are used to gather input in the Web Client when a manual workflow activity needs
more information for the next step, e.qg. if a ticket has to be qualified before it can be moved on or if you want
feedback for a ticket. ACFs are basically a set of custom fields already created on the file cards Ticket data
or Customer data. An ACF can contain custom fields of more than one custom field group. However, all
custom fields have to be allowed in the queue to which the workflow using the ACF is assigned.
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File card for activity form data

£ CM6 Admin-Tool @ cmb-demd.int.consol.de ===
File Views Help
A % \( EENEDEO O o Bl <
Filter activity contr;; Loar:: Groups | Fields - Filter custom fields
1
i | |[maees ||| Fiter: [t grons 71| Byoroup
5
Ticket data | Customer data | Actvity Form data |
Name Display in new row
Name i " =
N 2 impact (qualification) )
List of available dependent enum severtty (qualfication) =

Custom fields
| — of the selected
activity control form

module (helpdesk_standard)

activity control forms ™~ ¥eedback
q categories (helpdesk_standard) g
lcomment_short o]
comment_medim (quslffication)
comment_long (qusiification)
ficed_size_st (customer)

.
2t

workaround

=I=IEIE

Create, edit, delete an
activity control form ™

ellz][e]

Activity Form Description

i

_l4o]

- Qualify the customer request
Description of the selected e

activity control form

i [CM_Administration]

Enable... Disable...
an activity control form

Fig. 6: ConSol*CM Admin-Tool - Custom Field Administration: Activity Form Data

Create an Activity Control Form

To create an ACF just click on the icon below the list on the left side of the page. The following pop-up
window appears:
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Show queue or engineer _...—-]4 Show queue V] Show engineer
in activity control form
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£ Create Activity Form (=)
Create Activity Form
j Create new Activity Form.

Name of -
activity control form """'\;&1‘”‘5\1
Hame Eedhad Localize name
_ Description for Description: |[Enter feedback of the customer - : orqgscrlptlon of
activity control form T 3 activity control form

Queue and Engineer Fields

Custom Fields | Filter custom fields
Filter: Group filter: :NI groups =ul by group

Filter custom fields —

by name Assigned Display in new row Available

fast (feedback) ] AssetType (faq) A

d dbad AudiModelsField (dependent_enum) I

List of assigned colved (feedback) & Booleanyalue (faq)

1 q . .

custom fields BrandsField (dependent_enum) - List of a\':allable
||colorsField {dependent_enum) — 1] custom fields

‘IEnumList {faq)

in new row ||Language_mia (sales_standard)
‘IMeroedesModelsField {dependent_enum)
‘INumberVa\ue (faq)

||PhoneType (fag)

\IQA_Test_MLA (helpdesk_standard) i

2

Move custom field up or down Remove... Assign...
in the list selected custom field(s)

Fig. 7: ConSol*CM Admin-Tool - Custom Field Administration: Create an Activity Control Form

Please enter or select the following data:

Name

Enter the name of the ACF in this field. You can localize the name by clicking on El (see below).
Description

Enter a description for the ACF in this field. The description will be shown as the title of the ACF in the
Web Client. You can localize the name by clicking on ﬂ (see below).

Show queue

Mark this check box if the queue of the ticket shall be displayed with the ACF in the Web Client.
Show Engineer

Mark this check box if the engineer of the ticket shall be displayed with the ACF in the Web Client.
Filter

You can enter a string of characters into this field to filter the assigned custom fields by name.
Group filter

Select a group of custom fields from this list if you want to display only custom fields belonging to this
group in the list of available custom fields below.
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® Custom field lists
The list on the right shows the available custom fields with their respective custom field group. You
can sort the entries in ascending or descending order by clicking into the title field of the list. The
icons © or © show the sort order. Select the custom fields for the ACF in this list and move them to
the list Assigned on the left by clicking on * . For each assigned custom field you can define if it shall
be displayed in a new row by marking the corresponding check box. The assigned custom fields will
appear in the Web Client as they are ordered in the list. You can rearrange the list by selecting an
item and clicking on Ll or il . To remove assigned custom fields, select them and click on ll .

Click on OK afterwards to store your entries and to close the window.

Edit an Activity Control Form

If you want to edit an ACF, select it in the list and click on _| or just double-click the name of the ACF. The
same pop-up window as for creating an ACF will appear where you can modify the details. Store your
changes by clicking OK.

Delete an Activity Control Form

An ACF can only be deleted if it is not assigned to a workflow activity. Otherwise you get a warning stating
you can only disable this ACF (see below). In order to delete an ACF select it in the list and click on El f
you confirm the following dialog with Yes, the ACF will be removed from the list and the system.

Enable or Disable an Activity Control Form

If you cannot delete an ACF or if you do not want to delete it, because you might need it again, you can
disable it. To do so select the ACF and click on il . The entry in the list is shown in italics afterwards. Just
click on il below the ACF list, if you want to enable the form again.

Localize an Activity Control Form

By clicking on the respective globe icon ﬂ in the create or edit window you can localize name and
description of an ACF. The pop-up window Localize shows the available locales on the left side. Enter the
corresponding name or description in the Value field for each additional language on the right. After clicking
Save the name or description will be displayed in the respective language of the engineer's locale.
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10.2.3 Frequently Used Annotations

Here are some frequently used annotations on field level. You can find a complete list of group and field
annotations in Appendix A.

Annotation

groupable

sortable

readonly

visibility

text-type

Annotation Type

cmweb-common

cmweb-common

common

common

component-type

Description Value

Enables grouping
of fields in the
ticket list.

Used to enable
sorting of the ticket
list.

Used to indicate true / false
that the custom
field cannot be

modified.

Defines when the edit
field is visible.

view

none
Defines the text (default)
possible types of a
string field.

textarea

Comment

Used only with
enum custom
fields. No value is
needed.

Used only with
enum custom
fields. No value is
needed. Works
only if order index
is set for all values
of the enum field.

Field is read only if
value is set to true.
Lack of value or
any value except f
alseis also treated
as true.

Field will be
displayed in edit m
ode.

Field will be
displayed in view
mode.

Field is not visible.

Single-line input
field.

Multi-line input
field.
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Annotation

reportable

field indexed

position

colspan

Annotation Type

dwh

indexing

layout

layout

Description

Indicates that the
field is reportable
and that it should
be transferred to
the DWH.

Defines the
position of a field

within a grid layout.

Defines the
position of a field

within a list (struct).

Defines how many
columns are
reserved for the
field in the layout.

Value

password

label

url

true / false

<number>;<numbe
r>

0;<number>

<number>

Comment

Input field for
passwords.
Password will be
displayed as ***x***
in view mode.

Input will be
displayed as a
label.

Input will be
displayed as a link
in view mode.
String has to
match a specific url
pattern.

Field is reportable
if value is set to tru
e.

Values define row
and column (row;c
olumn), numbering
starts at 0;0. If no
values are set, the
custom field will
take the next free
grid cell.

Only the column va
lue is used, the ro
w value is ignored.

Number of
columns.




92 ConSol*CM Administrator Manual (up to Version 6.8.5.6)
Annotation Annotation Type  Description Value Comment
rowspan layout Indicates how <number> Number of rows.

many rows within
the layout are
occupied by this
field.
field-group layout Allows grouping of = <string> To group fields the
fields in view mode same string value
. Annotation is has to be set in the
ignored in edit mod annotation of each
e. field.
fieldsize layout Defines the <number> Used only for
displayed field size layout purposes,
within ticket layout. for validation use
maxLength or minL
ength.
enum field with ticket display Defines the true / false Only one custom
ticket color background color field can set the
of the ticket icon color. The field has
for ticket list and to exist within
ticket. enum
administration
where lists, values,
and colors are
defined.
accuracy validation Used for date date (default) Show date without
fields, to define the time.
level of detall
displayed.
date-time Show date with
time.
only-time Show only time, no
date.
format validation Used to check the  <date format> The pattern for the

correct format of
date fields.

date is based on Sj
mpleDateFormat,

e.g. dd.mm.yyyy.
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Annotation

maxLength

minLength

required

Annotation Type

validation

validation

validation

Description

Defines the
maximum length of
input for string
custom fields.

Defines the
minimum length of
input for string
custom fields.

Indicates that this
is a required field.

Value

<number>

<number>

true / false

Comment

May be used with
string custom
fields.

May be used with
string custom
fields.

Field is required if
value is set to true.
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10.3 Related Topics

® Annotations

® Enums

* MLA

® Queues

Workflow (see Process Designer Manual)

ConSol*CM Administrator Manual (up to Version 6.8.5.6)
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11 Enum Administration
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® Enum Administration
® |ntroduction to Enum Administration
® Enum Administration Using the Admin-Tool
® Enum Types

Create an Enum Type

Edit an Enum Type

Delete an Enum Type

Enable or Disable an Enum Type

® Enum Groups

Create an Enum Group

Edit an Enum Group

Delete an Enum Group

Enable or Disable an Enum Group

® Enum Values

Create an Enum Value

Edit an Enum Value

Set a Background Color

Delete an Enum Value

Change the Order of the Value List
Enable or Disable an Enum Value

® Placing an Enum in the Data Model
®* Related Topics
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11.1 Introduction to Enum Administration

In Enum Administration you can configure enums = sorted lists. They are part of the ConSol* CM6 data
concept. You define an enum once and can use it multiple times:

® as a selection list for custom fields of type enum

® as hierarchical lists for custom fields of type MLA (Multi Level Attributes)

® as dependent enums, i.e. as enums that form a hierarchy, a data construct implemented by
DependentEnumScripts

» You only define the lists, i.e. the structures with various list values, in the enum administration. To
display the enum in the GUI (as custom field values), you have to complete one of the following
steps:

® create a custom field of type enum and link the respective enum there

® create an MLA which is linked automatically as custom field to the custom field group that
has been indicated during MLA set-up

® create a dependent enum script and assign this to a custom field group

Examples:

A list of country names (Germany, ltaly, France, etc.) is used in the customer data custom field Country
belonging to an address data set. The same list can also be used in the ticket data custom field Machine
location of queue A or in further custom fields. Priority lists (high, normal, low, etc.) are other typical
examples.

For the user in the Web Client, an enum is displayed as

® pull-down menu (see example in the picture below)
® radio buttons
® self-completing (autocomplete) list

depending on the custom field annotation enum-type.
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Ticket Accept | Clone | Print | Display

&

o ‘AT: Unexpected behaviour in 'Deployment Administration’

SUP-100 Cueue: | HelpDesk 1st Lelzl Assigned to: E'
Module | misc E|

[7] Ask for feedback
QA& List Date Enum Price Mumber Text Department QA Test Mla_For_ Struct
Add row
Coun E*
OK Cancel

—ir=ir=r -~

Fig. 1: ConSol*CM/Web Client - Enum for Priority (Localized Enum Values Displayed as List ltems)
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11.2 Enum Administration Using the Admin-Tool

Enums are organized in three levels:

®* Type
The type helps to organize your lists within the Admin-Tool. Its name is never displayed in the GUI
and does not have any other implications.
® Group
The group represents a group of enum values, i.e. the list.
® Value
The value represents one value within a list.

Icon for enum administration Groups of the selected enum type

2 CMB6 Admin-Tool @ cmB-demo.int.consol.de (F=0[Ecl =]
File Views Help

) % R @E]—%/@@o
/

Q
]
®

%, Enum Administration

| Type Group / Value

i

Values of
ﬁ"" the selected
enum group

Name Name Name: Color
CarType Sales_priority low

| B d t orma
List of available H?A_MLA qualification high
yreType
enum types \\ Lo
ﬂmunh’yType
| |[departmentType
| |domain

feedback
hardware

<X

langScenceType
level1

| fmodule

| |multipleChaiceEnums
| forigin Move selected
phoneType enum value
up or down

in the list

product
reaction

| ls_members

| |sales_chance

||salutation - Enable/

| |software i~ , disable an
| fversion 1

{workaround A enum value

T Hioettoolie
LN

ye .
” ;_/ﬂﬁvljdminisu'auon] / ’/ ,/ !

Create, edit, delete  Enable/disable  Create, edit, delete Enable/disable Createledit Assign a color to Delete an
an enum type an enum type an enum group an enum group  an enum value an enum value enum value

Fig. 2: ConSol*CM Admin-Tool - Enum Administration

11.2.1 Enum Types

Create an Enum Type

To create a new enum type just click on ﬂ below the list in the Type area on the left of the window. The
following pop-up window appears:
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E Create enum type @

Create enum type
i Please fil in the required fields.

Details

Mame: |sales

Localized values

Locale Value
English{default) |Sa|es
German Vertrieh

Polish

[ OK ][ Cancel ]

Fig. 3: ConSol*CM Admin-Tool - Enum Administration: Create an Enum Type

®* Name:
Enter a name for the new enum type. The name must be unique.

® Localized values:
Enter the corresponding type name in the Value field for each additional language. If you do not make
an entry here the object name, i.e. the content of the Name field, will be taken instead.

Click on OK to create the enum type and to close the window.

Edit an Enum Type

If you want to edit an enum type, select it in the list and click on J . The same window as described above
for creating an enum type will appear. You can modify all fields and save your changes by clicking OK.

Delete an Enum Type

An enum type can only be deleted, if there are no enum groups for it anymore. Either you have to delete all
groups belonging to this type first or you have to assign them to another type. In order to delete an enum
type select it in the list and click on o| i you confirm the following dialog with Yes, the type will be removed
from the list and the system.
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Enable or Disable an Enum Type

If you do not want to delete an enum type, because you might need it again, you can disable it. To do so
select the type and click on il . The entry in the list is shown in italics afterwards. Just click on il below the
type list, if you want to enable the type again.

11.2.2 Enum Groups

Create an Enum Group

The groups of an enum type (i.e. all lists which belong to this type) are created in the middle part of the
window. Select the desired type on the left, then click on ﬂ below the Group area. The following pop-up
window appears:

E Create enum group @

Create enum group
1 FPlease fill in the required fields,

Enum Group Details

MName: support
Type: j|:|ric::rii:5-I -
Order by: user-defined -

Localized values

Locale Value
English{default) |5upp|::rt
German Hilfe
Palish

[ OK ] [ Cancel

Fig. 4: ConSol*CM Admin-Tool - Enum Administration: Create an Enum Group

®* Name:
Enter a name for the enum group. The name must be unique.

* Type:
This field shows the selected enum type for the group. You can also choose any other type from the
selection list e.g. if you want to assign the group to a different type.
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® Order by:
Here you can define the way the values of a group shall be ordered. If you select user-defined you
can determine the sort order by means of arrow icons below the value list. If you choose name the
values will be ordered alphabetically when you create them. Please regard that this order is fixed and
cannot be changed anymore.

® Localized values:
Enter the corresponding group name in the Value field for each additional language. If you do not
make an entry here the object name, i.e. the content of the Name field, will be taken instead.

Click on OK to create the enum group and to close the window.

Edit an Enum Group

If you want to edit an enum group, select it in the list and click on [l The same window as described above
for creating an enum group will appear. You can modify all fields and save your changes by clicking OK.

Delete an Enum Group

An enum group can only be deleted if it is not used in a ticket or an MLA. In order to delete a group select it
in the list and click on El . If you confirm the following dialog with Yes, the group will be removed from the
list and the system.

Enable or Disable an Enum Group

If you cannot delete an enum group or if you do not want to delete it, because you might need it again, you
can disable it. To do so select the group and click on ﬂ . The entry in the list is shown in italics afterwards.
Just click on [ below the group list, if you want to enable the group again.

@ Information:

An enum group cannot be disabled if it is still used in an MLA.

11.2.3 Enum Values

Create an Enum Value

The individual values of an enum group (i.e. the list values) are created in the right part of the window. Select
the desired group and click on o] below the Value area. The following pop-up window appears:
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]
= Create enum value @

Create enum value
i Please fil in the required fields.

Enum Value Details

MName: |printer

Localized values

Locale Value
English{default) |printer
German Drucker
Palish
[ Save and next ] [ OK ] [ Cancel ]

Fig. 5: ConSol*CM Admin-Tool - Enum Administration: Create an Enum Value

®* Name:
Enter a value which shall be displayed in the sorted list on the Web Client.

® Localized values:
Enter the corresponding value name in the Value field for each available language. In the Web
Client's user interface the name will be displayed in the language of the user's web browser locale. If
you do not make an entry here, the technical object name, i.e. the content of the Name field, will be
displayed.

Click on Save and next, if you want to continue to create values for this enum group. To finish the creation of
the list click OK.

Edit an Enum Value

If you want to edit an enum value, select it in the list and click on J . A pop-up window will appear where
you can modify the name and the localized values. Click OK to save your changes.

Set a Background Color

You can assign a color to a selected enum value, if you click on . This is advisable e.qg. for priorities. The
priority of a ticket in the Web Client can be recognized immediately by its background color.
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@ Information:

Please note that only one enum can determine the color of the ticket icon for a queue. You have to
assign the annotation enum field with ticket color to the respective custom field of type enum in the
Custom Field Administration. For example, you can use the custom field priority to determine the
ticket icon color in the helpdesk queue and the custom field (enum) likelihood of closing a deal in
the sales queue.

The pop-up window contains a range of colors from which you can choose the desired background color.
Click on the desired color to set it for the marked list value. You can check the selected color in the Preview
area. Click on OK to save your choice. Click on Reset if you want to return to the last saved color.

Choose background color @

N I O O O O |
[ O I
SN EEEEEEEN
ENEEEENNNEEEEEEEEN

Preview
=

Sample Text Sample Text
O

[ oK |I Cancel H Reset I

Fig. 6: ConSol*CM Admin-Tool - Enum Administration: Set a Background Color

Delete an Enum Value

An enum value can only be deleted if it is not used in an MLA. To delete a value select it in the list and click
on ﬂ . If you confirm the following dialog with Yes, the value will be removed from the list and the system.

Change the Order of the Value List

If you have chosen user-defined in the Order by field of an enum group you can arrange the enum values by
using the arrow icons below the list. Click on ll to move the selected value one line up resp. click on il to
move it one line down.

Enable or Disable an Enum Value

If you do not want to delete an enum value, because you might need it again, you can disable it. To do so
select the value and click on il . The entry in the list is shown in italics afterwards and the value is not
available in the Web Client any longer. Just click on il below the value list, if you want to enable the value
again.
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@ Information:

An enum value cannot be disabled if it is still used in an MLA.

11.2.4 Placing an Enum in the Data Model

In order to place an enum in the data model, i.e. to make it available in queues and visible in the Web Client,
a custom field of type enum has to be defined. Please see section Custom Field Administration for a detailed
explanation of the work with custom fields.

£ Edit field [ = |
Edit field
T i Edit field.
£ CM6 Admin-Tool @ cmb-demo.int.consol.de 1
File Views Help
Field details
3 e — Ny §
A K2 ¢ 2 @ W\ % @ <)
MName: |pr\or|ty| |
' Custom Field Administration
Data type: |er|urn - |
Groups Fields
! Belongs to: [ v]
Filter: All .
e | | [ gueues '] Filter: | Please select type and group of enum values,
Ticket data . =
| customer data | Actvity Form data| Mo bata type Enum type: | priority -]
Name QA _Test_MLA MLA field Enum group: |hE|DdESkJriDriheS - |
d tandard categories MLA field g
sales_standard country enum
qualification feedback boolean i Localized values
workaround
feedback Locale Value
dependent_enum g defa o
queue_fields i £ fist (German Prioritat
fagq iga_enum_department enum Polish |
numbers iga_enum_struct_member enum
iga_fixedpoint_struct_member  |fixed-point number
iqa_invisible_struct_member string
iga_list llist
CK Cancel
‘ [o][o] M)[+] @ [c] [#][o][s]
T
Assigned annotations Assigned annotations
MName Value Annotation group Name Value Annotation group
groupable true cmyweb-common o~
sortable true cmweb-common ==
a reportahle true dwh -
e — A
& [CM_Administration]

Fig. 7: ConSol* Admin-Tool - Definition of a Custom Field of Type Enum
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11.3 Related Topics

® Custom fields
* MLA
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12 MLA Administration

® MLA Administration
® |ntroduction to MLA Administration
®* MLA Administration Using the Admin-Tool
¢ Create an MLA
® Editan MLA
® Delete an MLA
® Enable or Disable an MLA
® Create an MLA Level
® Edit a Level Value
® Delete a Level
®* Enable or Disable a Level
® Related Topics
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12.1 Introduction to MLA Administration

107

MLA means Multi Level Attributes. An MLA consists of several lists (enums) which form a tree structure.
Each item of a list can lead to a list of the next level with the item name being the name of the subordinate

list.

MLAs are composed of several sorted lists (enums)

list 2
+ ltem 1
+ ltem 2
Ils.l 1 s [tem 3
* Item 1
* Item 2
+ltem 3
list 4
« [tem 1
* ltem 2
I|St 3 « ltem 3
*ltem 1
» ltem 2
»ltem 3
Sorted lists

Fig. 1: ConSol*CM Admin-Tool - MLA Construction Principle

Example:

list 5

* ltem 1
+ ltem 2
* ltem 3

list 6

* ltem 1
+ ltem 2
+ltem 3

list 3
tem 1

+ ltem 2

+ltem 3

ligf 2

wAtem o

+ltem 2

+ ltem 3 H\#St/-l

list 1 + ltem 1
« ltem 1 +ltem 2
« ltem ? Ny +ltem 3
* ltem 3
list 5
+ ltem 1
« Item 2 list 6
« ltem 3-"'""—-.? « ltem 1
*ltem 2
+ltem 3
MLA

For quality management you need to specify hardware or software products in a ticket. For this purpose you
can create an MLA with the name QA_MLA. The next step will be to create the first level with the items
Hardware and Software. For each item of a level you can create further levels, e.qg. Graphics Card, Monitor,
and Mainboard for item Hardware and so on. The picture below shows such an MLA in the Web Client.

Ticket

L] |Adding attachments is possible for worker which has got only "Read ’

SUP-32 HelpDesk 1st Ld~ |

low

[

711

Software | Operating systems «

Mia

Hardware

Software 3

oK Canc

Customers

Rlrim meen o

Fig. 2: ConSol*CM/Web Client - MLA for Hardware and Software Selection

b~ Office

[l =
AdminTool EI

|:| Ask for feedback

b« Windows XP
Operating systems 3 Windows Vista
Windows 7
Windows &

Suse Linux 10
Suse Linux 11
~ Fedora 12

m

Cancel

Accept | Clone | Print | Display +

Add | Hide |.
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The sorted lists (enums) for each level of an MLA have to be created within the Enum Administration and are
just referenced when a new MLA level is defined.
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12.2 MLA Administration Using the Admin-Tool

Icon for MLA administration Values of level 1 (localized names) Further levels of this MLA

EF’CVWMn:n'»TouI@cn\Bvd:nm.inl.coml.d: \ / / \\

le Views Help

AT TR =L X [\ ome
/ %

. ~ MLA Administration /
Select display language .
Selectlanguage: |Engish | / / \
MLA Definitions Level 1 -Category 4 Level 2 - Hardware F/ Level 3-Mainboard \
P. = -
Localized Name Localized Name Localized Name Localized Name:

List of available MLAs

A A d tandard [5) ardwa B3 |Graphics Card (Chipset Cooler

(localized names) S [Fategory(Helpdesk standard) » || [sofiware » || [Monitor ICPU Codler
QA _Test_Mla_For_Struct{Helpdesk standard) » Mainboard [®}| {T0E Fort
|Languages & diclects(Eales standard) >

AEIR D) 7@ gl I=m 1A 1 Ix 18

A, |_Admipistration] ’7
Create... Edit... Delete... Enable/disable Create a Delete this level Enable/disable this level
an MLA an MLA new level (and dependent levels) (and dependent levels)

Edit selected
value

Fig. 3: ConSol*CM Admin-Tool - MLA Administration

All entries are shown with their localized names (i.e. how they are displayed on the Web Client) in the
selected language. You can change the display language of this page by choosing a different locale in the
Select language field above the list.

12.2.1 Create an MLA

To create an MLA click on El below the MLA list in the bottom left corner of the page. The following pop-up
window appears:
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]

Z  MLA Definition Form (=]

MLA, Definition Form
i Please fillin the required fields.

MLA definition details
Mame: QA_MLA

Select group: |helpdesk_standard -

Localized values

Locale Value
English(default) |Q.a. MLA
German QS MLA
Polish
[ oK ] ’ Cancel l
Fig. 4: ConSol*CM Admin-Tool - MLA Administration: Create an MLA

Name:

Enter a name for the new MLA. The name must be unique.

Select group:

Choose the required ticket data custom field group in the list box. For the new MLA a custom field of
type MLA field will be created in this group. This is necessary to display the MLA on the Web Client.

In Custom Field Administration you can assign annotations to this field.

Localized values:

Enter the corresponding MLA name in the Value field for each additional language. On the Web Client
the name will be displayed in the respective language of the user's locale. If you do not make an entry
here the object name, i.e. the content of the Name field, will be taken instead.

Click on OK to save the details of the new MLA.

@

Information:

You can also create the custom field for the MLA first. In this case you will find the localized name
of the custom field already in the list of available MLAs.

12.2.2 Edit an MLA

If you want to edit an MLA, select it in the list and click on _’| . The same window as described above for
creating an MLA will appear. You can modify all fields except the custom field group. Click OK to save your
changes.
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12.2.3 Delete an MLA

You can only delete an MLA if it is not in use. Otherwise you get a warning stating you can only disable this
MLA (see below). In order to delete an MLA select it in the list and click on ﬂl . If you confirm the following
dialog with Yes, the MLA (and the custom field within Custom Field Administration) will be removed from the
list and the system.

12.2.4 Enable or Disable an MLA

If you cannot delete an MLA or if you do not want to delete it, because you might need it again, you can
disable it. To do so select the MLA and click on il . The entry in the list is shown in italics afterwards. Just
click on ﬂ below the MLA list, if you want to enable the MLA again.

12.2.5 Create an MLA Level

Having created a name and a custom field for the MLA you can go on with the definition of levels. Select the
MLA in the list and click on ﬂ below Level 1. You will get the enum level form where you can specify an
enum for this level:

£ Enum level form @

Enum level form
i Choose enum group to assign.

Tree path: A_MLA Create, edit, delete
Tree path of this level ———’_‘————4’1 L~" an enum type
eep © s e Select enum type | category -

| Create, edit, delete
an enum group

Select enum group | support_categories -

Enum values:

Type, group, and —(—_—____,_’—1|Enums

values of the enum — \Create. edit, delete
for this level goftnae enum values

)| [+
I | |
3D D

[ oK H Cancel ]

Fig. 5: ConSol*CM Admin-Tool - MLA Administration: Create an MLA Level

®* Tree path:
This field shows the tree path of the new MLA level. Thus you can always see the position of the level
within the MLA. The field is read only.
® Select enum type:
Choose an enum type from the list to get the corresponding enum groups in the next field.
® Select enum group:
Choose the desired enum group for this level. The group name will also be the name of the new level.
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® Enum values:
These are the list values of the new level which will be displayed in the Web Client.

Click on OK to create the new MLA level and to close the window.

You can either create all enum types, groups, and values you need before you start to define an MLA or
create an enum during the definition of a level in the MLA administration by clicking on El next to the
respective fields in the window. By clicking on _| or El you can also edit or delete enum types, groups, and
values here but please consider that changes will affect other MLAs using the same enum. You cannot
delete an enum if it is already used in another MLA.

For each value of a level you can create further levels as previously described. Just select the value in the
list and click on ﬂ below the next level area to the right.

@ Information:

If you have finished your MLA definition and see that you need an additional value for one of the
levels you have to create that value in the respective enum group within the Enum Administration.

12.2.6 Edit a Level Value

If you want to edit a value of the level, select it in the list and click on _’| . You can change the object name
and the localized values but please consider that changes will affect other MLAs using the same enum.

12.2.7 Delete a Level

A level can only be deleted if it is not used in a ticket. In order to delete it click on El below the respective
level. If you confirm the following dialog with Yes, the level and all its dependent levels will be removed from
the list and the system.

12.2.8 Enable or Disable a Level

If you cannot delete a level or if you do not want to delete it, because you might need it again, you can
disable it. Just click on il below the respective level. The level values (including the values of dependent
levels) are shown in italics afterwards. Click on ﬂ if you want to enable the level again.
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12.3 Related Topics

® Enums
® Custom Fields
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13 Ticket Administration

® Ticket Administration
® [ntroduction to Ticket Administration
® Ticket Administration Using the Admin-Tool
® Search Tickets
® Delete or Reopen Tickets
® Related Topics
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13.1 Introduction to Ticket Administration

In the Ticket Administration you can

* delete tickets, e.qg. if a ticket was created by mistake
® reopen tickets, e.g. if a ticket has been closed too early

. Attention:

Please keep in mind that a ticket, which is reopened, starts in the process at the start node of the
respective workflow. So when a ticket has passed nodes where events are triggered that should be
performed only once (e.g. the ticket is passed to an approver) it might be better to open a new
ticket. An alternative way is to modify the workflow to contain a shortcut.
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13.2 Ticket Administration Using the Admin-Tool
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Filter tickets

by name ~ ]

List of tickets

(according to ~]

search criteria)

lcon for ticket administration

Filter tickets by queue

£ CM6 Admin-Tool @ cmé6-demo.int.consol.de

File Views Help

N

[E=S8 BB (E>cs)

o} & = w
A % 2 @ N = @ < o «]
- Ticket Administration /
7
Tickets 8 tifets | | Search details
Id Mame Scope Creation Queue Subject
. o~ Basic
100005|100115 ,‘1'0 2012/07/11 HelpDesk_1st_L... Testmail for 617...[ | Id range: 100000 - 100200
A Date range: not specified
L]
M ttern: t ified
100011/SUP-11 2007/07/30 HelpDesk_1st_L... |mvn test: notw... recpetiome I Spects rr
Subject pattern: test
it -1"0 IpDesk chet fo =
100022|2400-001 2012{10/23 Hi 1ist_L... [test ticket for 61...
. ‘_.‘ﬂ 1210/ epDesk_ist1... Jtes r Selected tickets: Al fckets

100034

1000882481

2008/02/26

2012/11/28

Selected queues
HelpDesk_1st_L...

HelpDesk_1st_Level
HelpDesk_2nd_Level

HelpDesk_1st L... test for 612947

100112|100117

2012/06/12

HelpDesk_1st_L... [Testmail for 617...

100180|100180

2013/09/02

HelpDesk_1st_L... |test ticket somm...

RIFI

—
||r; [CMfAc'mnlstrauoN

\

Search...

Reopen...
tickets

Delete...

Fig. 1: ConSol*CM Admin-Tool - Ticket Administration after Ticket Search

13.2.1 Search Tickets

History of

" recent searches

Details of

1" current search

To search for tickets you want to delete or reopen just click on El in the bottom left corner of the page. A
pop-up window appears where you can enter the search criteria.
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Select a ticket state —|

Queues to search in —

[
i

2 Select tickets

Select tickets
i Please enter criteria for the ticket search:

Search parameters

Ticket id: from: | 100100

Creation date: from: |1/1/13
Mame pattern:

test

Subject pattern:

to | 100300
[x] to 1111413

Max number of tickets: |50
Ticket State

‘—ﬁ@ Open tickets (") Closed tickets ) Al tickets ]
Queues
Searchin queues Awvailable queues
Frequently_Asked_Questions
elpDesk_2nd_Level
Sales

117

Search criteria
| — (ticket ID, creation date,
name or subject pattern)

| Maximum number of
tickets displayed

List of
I available queues

/

Remove queue from...
search list

Add queue to...

Fig. 2: ConSol*CM Admin-Tool - Ticket Administration: Ticket Search

The following parameters can be used for searching:

Ticket id:

You can enter an ID range for the tickets here.

Creation date:

Via calendars you can define a time period within which the tickets have been opened.

Name pattern:

Here you can enter keywords or search patterns for the ticket name.

Subject pattern:

In this field you can enter keywords or search patterns for the ticket subject.

Max number

of tickets:

Here you can specify the maximum number of tickets displayed in the list.

Ticket State:

Using the radio buttons you can determine if you want to search for open, closed, or all tickets.

Queues:

The list on the right shows the available queues. Select the queues to search in here and click on *
to move them to the search list on the left. If you do not choose any queues the search will be
extended to all available queues.

Click on OK to start the search. The result will be displayed on the Ticket Administration page. If the list is
too long, you can limit the display using the name and queue filters above the list.
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In the area next to the ticket list on the right you can find an overview of the search criteria you have chosen.
The list box History above this area contains your last searches. If you click on an entry in this list a pop-up
window with the criteria of the selected search will open. You can modify the search here or just start it

again.

13.2.2 Delete or Reopen Tickets

Select the desired tickets in the list and click on ﬂ to delete tickets resp. click on ﬁ to reopen tickets. If you
confirm the following dialog with Yes, the corresponding action will be executed.
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13.3 Related Topics

®* Queue
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14 CM6 Administrator Manual 6.8 - Expert Section

o ot s S el
Al * T @ 2@ =2/@ 0 o N K

Expert Section

@ General Configuration

Change global L There is also an view for creating new variables which then can be used in
workflows and scripts.

< > Script and Template Administration
In this section you can manage and edit scripts (e.g. for customizing the e-mai handling) and templates (e.g. e-mal templates).

@ Only experienced system administrators and ConSol*CM Consultants are allowed to
perform the operations explained in the following sections!!!

When wrong configuration parameters are applied, the system will not work properly or will
not work at all!!!
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15 CM6 Administrator Manual 6.8 - Configuration
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15.1 Configuration

® Configuration
® Introduction to the Configuration Page
¢ Perform Configuration Operations Using the Admin-Tool
® Related Topics

15.1.1 Introduction to the Configuration Page

On the Configuration page the general settings of the ConSol*CM server can be configured. Because
changes done here affect the central functionality of the server significantly or even deactivate it, there is a
security lock (enable/disable lock in the following figure) on the bottom left corner of the page which has to
be disabled to change the settings.

. Attention:

If you are not sure about the effects of your changes please contact the ConSol*CM6 support team
first and ask for help.

15.1.2 Perform Configuration Operations Using the Admin-Tool
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File cards for configuration areas

\

Icon for configuration page

/
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£ CM6 Admin-Tool @ cmb-dema.int.cohsol.de
File Views Help

/

[E=5|EoB 55
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= %@ e o

0
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,\__*_;

4 Configuration \

' -
General | M Sennoesl E-mail | E-mail Badcups] Licence: | ESB Servloesl Business Calendars. | Classes of text I Ticket history | I.nde)rl

Administration

Admin e-mail: | strohmei @consol. de

Vs
Configured Lo#:
A

Locale

German

Polish

A

If functions or fields
are shown in gray,
the security lock is

still enabled

EEE

% Click the lock to make changes ——
|| .‘! [CM_Administration] | 'il |
/

Enable/disable lock

Fig. 1: ConSol*CM Admin-Tool - Configuration Page

Show properties
(for experienced users only)

The Advanced button on the bottom right corner leads to a special page that contains all settings which are
stored as system properties. Thus this access mode should only be used by trained staff or upon request by
support or consultants. See section Appendix C (System Properties until Version 6.8.5) for a detailed list with

explanations of all system properties.

Using the tabs on top of the page you can switch to the file cards of the different configuration areas:

® File card General

® File card CM Services

® File card E-mall

® File card E-mail Backups

® File card Licence

® File card ESB Services

® File card Business Calendars
® File card Classes of text

® File card Ticket history

® File card Index

15.1.3 Related Topics

* Workflow (see Process Designer Manual)
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15.2 File Card General

On this file card you can set the administrator e-mail address and the locales for the administration interface,
i.e. for the Admin-Tool and the Process Designer.

£ CM6 Admin-Tool @ cmé-demo.int.consol.de [E=2E=h >
File Views Help
— ~— I~
A - 32 @ W g O O o B <
15 Configuration

GEHEFE|]CM Services I E-mail I E-mail Backups | Licence I ESB Services I Business Calendars I Classes of text I Ticket history I Index|

E-mail address that

receives information Administration
and warnings from | . - -
the system Admin e-mail: |strohmei@consol.de
Configured Locales |
List of Locale
configured locales ~ {4 Endlish(default)

Polish

23%

Clicl{ the lock to frevent further changes
= [CM_Administration]
Add... Delste... Set default locale
a locale

Fig. 1: ConSol*CM Admin-Tool - Configuration: General

®* Admin e-mail:
Enter the e-mail address which shall receive general messages or warnings from the system. Multiple
addresses separated by commas are possible, the total number of characters should not exceed 72.
If there are many recipients we recommend using a mailing list on the mail server system.
® Configured Locales:
In this list, the locales which will be available in the entire system are configured. This influences the
lists for localized values in the Process Designer (e.g. for activities) and in the Admin-Tool (e.g. for
custom field values). The displayed values for those activities or fields then depend on the locale of
the web browser which is used to display the ConSol*CM Web Client.
® Clickon El to add more locales.
® Click on El to remove the selected locale from the list.
® Clickon El to set the selected locale as default locale.
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‘ Attention:

125

Make sure that the configured languages are installed. This will not be checked automatically.

15.2.1 Where Are Locales Used?

For an engineer who works with the ConSol*CM Web Client, the GUI is displayed in the language that is
configured in the web browser if it is a locale that is configured in ConSol*CM. If no matching locale can be
found, the default locale which has been set in the Admin-Tool is used.

When an administrator configures custom fields he/she can always indicate a translation for each configured

language/locale, see following figure.

~ ol
& editfield [
£ CM6 Admin-Tool @ cm6-demo.int.consol.de Edit field
i Editfield.
File Views Help
A " 2@ N =SB A
Field details
+- Custom Field Administration
Mame: prmrlty|
Groups Fields
- - Data type: |enum
Filter: _nJI queues = | || Fiter: ] Belongs to: =)
Ticket data | Customer data I Activity Form daml Name Please select type and group of enum values,
Name QA_Test_MLA Enum type: |priority
helpdesk_standard categories —
sales,_standard country Enum group: | helpdesk_priorities
qualification feedback
workaround module P—
feedback priority - i
dependent_enum qa_date_struct_member
—— Locale Value
queue_fields festlist
fag qa_enum_department gismoeta L
numbers ga_enum_struct_membd German Prioritat
ga_fixedpoint_struct_md| Polish |
qa_invisible_struct_mem|}|
(o] /(3] LB
Assigned annotations Assigned annotations
Name Value Annotation group Mame Value Annotation group
groupable true cmweb-common "
sortable true cmveeb-common B
reportable true dwh
|field indexed transitive indexing
= [CM_Administration]

Fig. 2: ConSol*CM Admin-Tool - Custom Field Administration: Localized Values for a Custom Field

In the Process Designer, the locales which have been configured in the Admin-Tool are offered. However,
you can also delete locales in the Process Designer. Please refer to the Process Designer Manual for

details.
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15.3 File Card CM Services

On this file card you can start O or stop L] the individual sub-services of the CM system, e.g. data indexing
or mail connectivity.

£ CM6 Admin-Tool @ cmb-demo.int.consol.de [ |[= ][]
File Views Help

~ [ 3 sORN=%8 0 o oMl 9
18 Configuration

| Generall CM Services I E-mail I E-mail Backups I Licence | ESB Services | Business Calendarsl Classes of text I Ticket history I I.nde)(|

Services

List of eme
available services *\\ CMRF log message listener
]
h

DWH transfer service
Job Executor

. | i@rberos v5 authentication provider
Stopped services __ 1 Tesg service

are shown in italics Remote dient pooling
Rest API service
Server Session Service
index changes notifier
index changes receiver

LI

I 1T

é’ Click H’* lock to prevent further changes
& |cM_adminlstration]
| {!C r&; |
Start... Stop...
a service

Fig. 1: ConSol*CM Admin-Tool - Configuration: CM Services

‘4 Attention:

The status of a service should only be changed by an experienced ConSol*CM consultant or by a
member of the ConSol*CM support team! ConSol*CM core functionalities might not work when a
service is not running!

List of services:

® CMRF log message listener

Reads and processes CMRF log messages for Admin-Tool and stores them in CM DB. The entries

are used for the log protocol in the Admin-Tool. See section Data Warehouse (DWH) Management.
® DWH live service

Controls just-in-time DWH update in LIVE mode.
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®* DWH transfer service
Controls DWH transfer.
* Job Executor
Controls the escalations for processes resp. workflows.
® Kerberos v5 authentication provider
Required if Kerberos authentication is in operation.
®* ESB service
Retrieves incoming e-mails (ESB = Mule).
®* Remote client pooling
Controls that Web Clients get changes from Admin-Tool.
® Rest API service
Activates or deactivates REST (Representation State Transfer interface).
® Server Session Service
Checks sessions and stops session when end of client or Admin-Tool session end has been reached.
See for example system properties admin.tool.session.check.interval and server.session.timeout.
®* Index changes notifier
Creates JMS (Java Message Service) messages and triggers Indexer to change the index (only via
receiver).
® Index changes receiver
Reads JMS queue and starts update in Indexer.
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15.4 File Card E-mail

® File Card E-mail
® Introduction to E-Mails in ConSol*CM
® Sending E-mails from ConSol*CM
®* Manual E-mails
® Automatic E-mails
® Receiving E-mails with ConSol*CM
® E-Mail Configuration Using the Admin-Tool
® General E-mail Configuration
® Incoming E-mail
® Qutgoing E-mail
® E-mail Encryption
® General Explanation about E-mail Encryption in ConSol*CM
® Requirements
® (Certificate Import from LDAP
® Certificates Management in the Admin-Tool
® Server Certificates
® Client Certificates
® Use Cases
® Sending Encrypted E-mails
® Choosing if E-Mails Should be Sent Encrypted from the Web Client
® Sending an Encrypted E-mail from the Workflow
® Sending Encrypted E-mails by Default
® E-Mail Duplication in the ConSol*CM Web Client
® Related Topics

In this section, the file card E-mail in the Admin-Tool will be explained, including e- mail encryption.
Furthermore, the e-mail-related system properties and the configuration for e-mail duplication will be shown.

15.4.1 Introduction to E-Mails in ConSol*CM

Before we explain the administration of e-mail accounts using the ConSol*CM Admin-Tool, we will give you a
short introduction on the subject e-mail with ConSol*CM, because this represents a core functionality of the
application. ConSol*CM can send and receive e-mails.
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Sending E-mails from ConSol*CM

Manual E-mails

E-mails can be sent manually by an engineer or automatically by the system. Manual e-mails are sent using
the Ticket E-Mail Editor. As default, the ticket's main contact is the receiver of the e-mail, but the engineer
can select or type any other e-mail address. Furthermore, he can use e-mail templates and/or quote ticket
text. Please see the User Manual for a detailed introduction about working with the Ticket E-Mail Editor. The
default setting can also be modified by using page customization, see section Page Customization.

History Cumm&ntﬂﬂchm&nt Time booking

Display communication - Sorting latest first -

Comment Aftachment Time booking

New E-miail
-

show Cc| show Bco

To |"Martin Huber" <martin huber@devnull.consol dex

Subject |T||:ket (SUP-58) Exception during import data

emplate  Signatur standard

Junte  Select entries | Entries visible to the customer

|DIW.|I (default) + FontFamily + FontSize dF: B

BIUS|=s==-=s A
X% | Z|#E=EH ! @ W
Best regards,
Charly Chef
-Chef-
Condel® Software GmbH
Eranziskansrstrafes 38
21669 Minchan
Tel: 0853 / 45841-1224 / Fax: -111
-
Send Cancel

Fig. 1: ConSol*CM/Web Client - Ticket E-Mail Editor

Automatic E-mails
Automatic e-mails might be sent by ConSol*CM in the following situations:
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1. Initiated by the workflow engine, e.qg.
a. when the ticket owner (an engineer) should be reminded to take care of a ticket.
b. when the customer should receive an automatic confirmation that a ticket has been opened for
him/her.
c. when the customer should receive an automatic confirmation that his/her ticket has been
closed.
d. when a supervisor or approver should receive a message that a new case has to be approved.
In any workflow activity, an e-mail can be sent to every valid e-mail address. Please see the Process
Designer Manual for a detailed explanation of the methods to use.
2. Initiated by the system in case of an error or for a success message, e.g.
a. system error
b. e-mail error
c. DWH synchronization (error or success)
Usually, those e-mails are sent to the ConSol*CM administrator. However, for most special
error cases a special receiver e-mail address can be configured using system properties.
Please see section Appendix C (Properties) for details.
3. Initiated by the CM system to remind engineers
a. When an engineer receives a ticket or a ticket is retrieved from the engineer, an e-mail can be
sent to this engineer. This can be configured for every queue, see section Queue
Administration.

Receiving E-mails with ConSol*CM

The ConSol*CM system can retrieve e-mails from one or more mailboxes (= e-mail accounts) on one or
more e-mail server(s). The mailboxes are configured in the Admin-Tool (E-Mail configuration). Please keep
in mind that ConSol*CM works with mailboxes here. Each of the mailboxes can be reached by at least one
e-mail address. In certain cases, one mailbox might be used for more than one e-mail address. This can be
of importance for writing e-mail scripts.

ConSol*CM acts towards the e-mail server like a regular e-mail client by retrieving the e-mails using a
standard mail protocol: IMAP(s), POP3(s). Depending on the mail server configuration and on the
ConSol*CM system property mail.delete.read, the e-mails are deleted from the mailbox on the e-mail server
after ConSol*CM has picked them up. The default setting is mails are not deleted after pick-up.

» In case you do not want ConSol*CM to delete e-mails from the e-mail server, please make sure to
control the mailbox(es) manually to avoid a data overflow and server or performance problems.

All incoming e-mails are first stored in an incoming mail pool in ConSol*CM and are then processed in a
chain of mail scripts. Please see section E-Mail Scripts for a detailed explanation of those scripts. When an
e-mail cannot be processed, the administrator will receive a notification e-mail. The unprocessed e-mail is
listed under E-mail Backups.

There are different possibilities concerning the default system behavior concerning an incoming e-mail:
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® The subject of the e-mail does not contain any ticket number with a valid syntax (RegEXx):

A new ticket is created.

® The subject of the e-mail does contain a ticket number with a valid syntax (RegEx) and the ticket is

still open:
The e-mail is attached to the existing ticket.

® The subject of the e-mail does contain a ticket number with a valid syntax (RegEXx), but the ticket is

closed:

A new ticket is created and a reference to the old ticket is established.

By modifying the e-mail scripts (see section E-Mail Scripts), the default system behavior can be changed.
However, this can corrupt core functionalities of the system and should not be done or only done by very

experienced ConSol* consultants!

15.4.2 E-Mail Configuration Using the Admin-Tool

General E-mail Configuration

On this file card you can set parameters for the e-mail connection.

£ CM6 Admin-Tool @ cmb-demo.int.consal.de
File Views Help

(1) v 2 @ N\
4 Configuration

B O O

General | cM Services | E-mail | E-mail Backups | Licence | ESB Services | Business Calendars | Classes of text | Ticket history | Index

o )lE =]

E-mail

E-mail configurations | Server certificates | Client certificates|

Incoming e-mail

List of accounts for

. C , Configured accounts
incoming e-mail |

ap: | /cm-qa2:consol @map. consol. de: 14

Add, edit, delete

an e-mail account ) @

Configuration

Incoming e-mail subject pattern: | *7Ticketis+\((\5+)).*

Regqular expression to
extract the ticket number

A from incoming e-mail

Template for the ticket
number to be inserted

4‘/ into the subject of
/‘-r‘ outgoing e-mail

Outgoing e-mail subject template: |?;cket. (${ticketName})

Edit e-mail subject

'T [ Edt o—TT][ pattern and template

Maximum number of restarts: 3

Error e-mail address: strohmei@consol.de

Definition of
outgoing mail server I

Outgaing e-mail

Outgoing e-mail connector: |smtp://127.0.0.1:10025

'h‘—‘——'—"*—rﬁ-—n__

Click the lock to prevent further changes

2 [cM_Administration]

Number of restarts after an
error during mail delivery

Mail address to be
[~ informed in case of
mail system errors

Fig. 2: ConSol*CM Admin-Tool - Configuration: E-mail

Incoming E-mail
The configuration of incoming e-mail is divided into two areas:
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® Configured accounts:
Here you can use a pop-up window to add or edit accounts from which e-mails are retrieved. The
connection to the mailbox is checked during set-up, so it is not possible to configure an account that
cannot be used when the system is in operation (provided the mail server has not changed etc.). The
value(s) are saved as system property cmas-esb-mail, mail.incoming.uri. Please see the e-mail
properties section for detailed information. Required values are:

Protocol

The protocol used to retrieve e-mails from the server. Supported protocols are IMAP4, IMAP4s,
POP3 and POP3s. Please keep in mind that ConSol*CM acts towards the e-mail server like a
regular e-mail client. When the secure protocol version is used, the corresponding certificate is
required! This has to be stored in the security store of the application server.

Server

The name or IP address of the e-mail server.

Port

The port on the e-mail server where the mail daemon/service is listening.

User name

The user name of the mail account.

Password

The password of the mail account.

“ Attention:

Please keep in mind that one e-mail account can have more than one e-mail address.
So here, you are dealing with the account name, i.e. with the mailbox. When you edit
the Admin-Tool script(s) that process the incoming e-mails, it might be required to use
the e-mail address. The e-mail address is also required when you configure the
Reply-to address, the From address, and queue-specific e-mail addresses! So be
sure to use the correct parameter: mailbox or e-mail address!
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® Configuration:

®* Incoming e-mail subject pattern:
Describes the elements that the subject of an incoming e-mail has to contain in order to assign
this e-mail to a certain ticket. The pattern is defined in form of a regular expression.
Example: .*?Ticketls+1((1S+)!).* would match every subject line that contains Ticket
(<Ticketnumber>).

® Qutgoing e-mail subject template:
Describes the pattern which is used to create the ticket ID in the subject of an outgoing e-mail.
The template should be matched by the incoming e-mail subject pattern. Via the Edit button on
the right you can modify the incoming e-mail subject pattern and outgoing e-mail subject
template and verify if they match.
Example: Ticket (${ticketName}) would match the example RegEx above.

“ Attention:

You can check if the pattern for the incoming e-mail subject pattern and for the
outgoing e-mail subject template match by using the Edit button and the editor that is
opened. Please make sure that the e-mail subject has been set correctly at all
locations, e.g. also in all workflow scripts and Admin-Tool scripts!

® Maximum number of restarts:
Shows the maximum number of restarts after an error when ConSol*CM fetches e-mails. Valid
for all pollers.

® Error e-mail address:
E-mail address to which messages and warnings of the mail sub-system are sent. This is
usually the same as the general administrator address.

For the configuration of incoming e-mail you might also want to check the e-malil related system properties,
see Appendix C (System Properties). Particularly, the polling interval (the time interval for fetching e-mails
from the mail server, property mail.polling.interval) might be of interest.

Outgoing E-mail
The connection data for outgoing e-mail are set here:

® Qutgoing e-mail connector
Use the following format:

snmp://<IP address of mail server>:<port>

Example:

smtp://10.0.1.15: 25
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E-mail Encryption

Due to increasing security policies, it might be required to encrypt the e-mail traffic (including the e-mails
which are sent and received by the ConSol*CM installation) using standard S/MIME encryption.

In order to enable ConSol*CM to work with encrypted e-mails, you first have to enable the e-mail encryption
in the system:

1. Mandatory: Set the system property cmas-esb-mail, mail.encryption to true. It is set to false as default
value. This is the basic configuration for the entire system to enable e-mail encryption.

2. Optional: Set the page customization property mailEncryptionAvailable to TRUE. This activates the
possibility in the Web Client to choose if the e-mail should be encrypted.

General Explanation about E-mail Encryption in ConSol*CM
There are two types of certificates:

® Personal Information Exchange Certificates
For incoming mails (here, server certificates are relevant).
® The Personal Information Exchange certificate can be manually imported to the system from
the PKCS12 (.p12) files. This file contains the public and the private key for the corresponding
e-mail address. If the certificate file is protected with a password, the administrator must enter
it during the import process.
® Security Certificates
For outgoing mails (here, client certificates are relevant).
Security certificates can be imported into the system in two ways:
®* Manually
By selecting the X.509 (.cer or .crt) file.
® Automatically
From the LDAP repository which holds it in the same format as for the file import. This can be
done on demand during the e-mail sending.

»  Attention:

The certificates treated here, are used for e-mail encryption only and not for the access of
ConSol*CM (as e-mail client) to the e-mail server! This has to be managed by certificates which are
stored in the security store of the application server.

Requirements

® The client certificate must contain the e-mail address of the customer in the attribute SubjectDN (E=
or EMAILADDRESS-=) or the X509v3 Subject Alternative Name element from the Extensions section
of the certificate must contain the e-mail address.

® Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction Policy Files has to be installed on
the server and on the machine where the Admin-Tool is started. This is required to enable the
Admin-Tool to import certificates.

® X.509 Base64 encoded certificates are supported.
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Certificate Import from LDAP

If LDAP is configured, ConSol*CM will lookup the certificate for the requested contact in the LDAP
repository. This is done in the following way:

Someone tries to send an encrypted e-mail.

The cryptography service is looking for a client certificate for the recipient.

If a client certificate is found, the e-mail is encrypted and sent.

If a client certificate is not found in the Admin-Tool or it has expired, it is looked up in the LDAP
repository.

5. Ifitis found, it is imported to ConSol*CM and the e-mail is encrypted and sent.

6. Ifitis not found, the e-mail is sent unencrypted.

P owbd PR

The following configuration properties have to be set for the certificate lookup via LDAP:

® |dap.certificate.basedn
® |dap.certificate.searchattr
® |dap.certificate.content.attribute

Please see the Properties section, LDAP Certificate parameters for details.

Certificates Management in the Admin-Tool

Server Certificates

Server certificates are used to decipher incoming e-mail messages and also to encrypt outgoing e-mail
messages. They each contain the public and the private key for the given e-mail address. If you define an
incoming e-mail account (see section above), you have to upload a server certificate for that e-mail address
(or for all e-mail addresses covered by this mailbox) to be able to receive encrypted messages. If you have
several incoming accounts, you either have to upload a server certificate for each of them or you can upload
one certificate with all required e-mail addresses.

When you open the file card Server certificates, a list of all existing server certificates is displayed. To add a
new sever certificate, click on El and use the file browser to find the required certificate. The certificate is
checked before it is imported. If there are any incompatibilities, an error message is displayed and the
certificate is not imported.

Supported formats for server certificates are:

® PKCS #12 archive file containing certificate (public) and private key (password protected). Supported
filename extensions for PKCS #12 files are:
* pl2
* pfx

Client Certificates
A client certificate contains only the public key of a user. It allows encrypting messages going to that user.



136 ConSol*CM Administrator Manual (up to Version 6.8.5.6)

When you open the file card Client certificates, a list of all existing client certificates is displayed. To add a

new client certificate, click on and use the file browser to find the required certificate. The certificate is
checked before it is imported. If there are any incompatibilities, an error message is displayed and the

certificate is not imported.

Supported formats for client certificates are:

® X509 standard format. Supported filename extensions for X.509 certificates are:

® _cer

® crt

® .der

* pem

('2.* CM6 Admin-Tool @ localhost (=[@] = ]

File Views Help
n %Y 2 ENE=EDSHE OO c Bl o
# Configuration

| General | CcM Servioes| E-mail | E-mail Backups | Licence | ESB Sewicesl Business Calendarsl Classes of text I Ticket history | I.ndex|

E-mail

| E-mail conﬁguraﬁonsl Server ceftiﬁmhes| Client certificates |

Client certificates to encrypt outgoing e-mails

Filter: [] valid certificates anly

Serial number Issued on Expires on

,
£ Add client certificate

Add client certificate
i Please select a file with a valid X509 certificate (*.cer, *.crt)

File: |D \CMe\docu'\Handbuecher \TESTDATA \to@localhost_EXT.crt

Serial number: 339104512

| Issuedon:  |May 24, 2013 3:24:00 PM

Expires on: |I‘~‘Iay 24, 2023 3:24:00 PM

E-mail: |hD@i0cthost

Bl N

é Click the lock to prevent further changes

| 2 [cM_Administration]

w

Fig. 3: ConSol*CM Admin-Tool - Pop-up Window for Adding a Client Certificate

Use Cases
Here are some example use cases.
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1. An engineer uses the ConSol*CM Web Client and writes an encrypted e-mail using the Ticket E-Mail
Editor. When he/she presses the Send button, the ConSol*CM system looks up the receiver address
in the list of mail addresses under Client certificates and uses the public key of the recipient to encrypt
the outgoing e-mail. If ConSol*CM cannot find a matching certificate (the e-mail address is not
mentioned in the list), the e-mail is loaded from LDAP. If this does not work either, the e-mail is sent
unencrypted. If one of the recipients is the same as one of the incoming e-mail accounts, then also
the server certificate will be used to encrypt that message.

2. ConSol*CM receives an e-mail and checks the TO address. If this is found in the list under Client
certificates, ConSol*CM uses the private key given in this certificate to decrypt the message and to
either create a new ticket or append the message to an existing ticket.

Sending Encrypted E-mails

Choosing if E-Mails Should be Sent Encrypted from the Web Client

If the page customization property mailEncryptionAvailable has been set to TRUE, a check box Send
encrypted is available in the Ticket E-Mail Editor in the Web Client. Thus, the user can choose if the e-mail
should be sent encrypted.

Comment E-Mail Attachment Time booking

New E-mail

show Cc | show Beco

[ "Martin Huber” <martin.huber@devnull.consol.de>|

|Ticket {SUP-91) AT: NPE when copying roles

Signatur standard

\/

B 7 U ¢ | = | DIV (default) ~ FontFamily ~ Font Size -

Fig. 4: ConSol*CM/Web Client - Send Encrypted E-mail

Sending an Encrypted E-mail from the Workflow

An encrypted e-mail can be sent by using the method enableEncryption(), please see the Process Designer
Manual for a detailed explanation.

Sending Encrypted E-mails by Default

If the system property mail.encryption is set to TRUE, all outgoing e-mails from the workflow and Web Client
are encrypted by default.

If users would like to send selected e-mails unencrypted they can uncheck the check box Send encrypted in
the Web Client. For e-mails sent by the workflow the method disableEncryption() has to be used.



138 ConSol*CM Administrator Manual (up to Version 6.8.5.6)

15.4.3 E-Mail Duplication in the ConSol*CM Web Client

Please see explanations on the Page Customization page at showCloneOption and
appendOrReplaceOnClone.

15.4.4 Related Topics

®* E-mail properties - see section Appendix C (Properties)
® E-mail scripts - see section E-Mail Scripts
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15.5 File Card E-mail Backups

Incoming e-mails which could not be processed are stored in a special area of the system. You as an
administrator can then try to re-send the e-mails to the system manually. The e-mails stored here can also

be deleted, e.g. spam e-mails.

In the file system, those e-mails are stored in the following directory (as .eml/ files):

<CMAS_DATADI R>/ mai | / unpar sabl e

% CM6 Admin-Tool @ cmb-demo.int.consol.de == =SS
File Views Help
s = L -
A 4 & @ N B e O S M <
{8 Configuration

| General I CM Services I E-rrlalILE'mail Backups JLlcence I ESB Services I Business Calendars I Classes of text I Ticket history I Index|

Backup e-mails

Filean_i""
File c_ontaining L TTame Date Modified
e-mail backup

=

Delete --""-"tg; NS

or /“
resend —
e-mail Click the lock to prevent further changes

= [CM_Administration]

Fig. 1: ConSol* Admin-Tool - Configuration: E-mail Backups

The list panel for unparsable e-mails contains the following elements:

* File name
This field provides a filter. When you enter the name or part of the name of e-mail files, only the

matching file names will be displayed in the list.

®* Name
The name of the e-mail file (usually with an .em/ extension).

® Date modified
The last date when the file was modified. Usually the date when the e-mail has been stored on the

CM server.
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In an error-free ConSol*CM6 system, the list panel for unparsable e-mails should be empty. In case there
are e-mails listed, an error has occurred concerning the processing of the incoming e-mail(s) in the system.
Please see section E-Mail Scripts for a detailed explanation of the processing pipeline.

To delete an e-mail from the list, select the list entry and press the Delete button El . Please keep in mind
that the information will be lost! It will not be saved or transferred to CM in any way!

You can also try to re-send the e-mail to the processing pipeline (e.g. when a script was not working
correctly and has been fixed now) by selecting it in the list and by pressing the Resend button ﬂ . In case
the processing in the system works correctly, the mail is also transferred from the unparsable directory to the
following directory (as .eml file):

<CMAS_DATADI R>/ n=i | / rei nported
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15.6 File Card Licence

Here you have to import a valid license for your ConSol*CM system. You will receive a license for a test
and/or a productive system when you have signed the software contracts with ConSol*.

Please ask your consultant for details. The license is a plain text file.

[ £ * cM6 Admin-Tool @ localhost [E=EERSC)
File Views Help
= — =
| A 4 & @ W 8o o cHE 9
18 Configuration

| General I CM Services I E-mail I E-mail Backups | Licence | ESE Services I Business Calendars I Classes of text I Ticket history I Index|

Licence

Licence file: D

[TRACK] -
contractParty = Notfall-Lizenz 5 User
products = TRACK

version = 6.8

expirationDate = 31.12.2013
licenses = 200

signature = MCOCFG12345

[CONCURRENT_USERS]
contractParty = Notfall-Lizenz 5 User
products = WEB_CLIENT,REST
version = 6.8

expirationDate = 31.12.2013
licenses = 5

signature = MCWCFHV1234

m

[PROCESS_DESIGNER] i
contractParty = Notfall-Lizenz 5 User

products = PROCESS_DESIGNER

version = 6.8

expirationDate = 31.12.2013

licenses = 5

signature = MCOCFQCB1234567|

Click the lock to prevent further changes

= [CM_Administration]

e 4

Fig. 1: ConSol*CM Admin-Tool - Configuration: Licence

Choose one of the two ways to import your ConSol*CM license file. In either case you have to unlock the
editor panel first.

® Insert the entire text of the license file by copy and paste. In case an old license is present, just
replace the entire text. Click on Save.
® [oad the license using the file browser next to the field Licence file. Click on Save.

You should receive a message that the license has been imported into the system successfully. Itis in
operation at once, without further action.
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15.7 ConSol*CM ESB Services

® ConSol*CM ESB Services
® |ntroduction to ESB Services
® Starting and Stopping ESB Services Using the Admin-Tool

15.7.1 Introduction to ESB Services

The ESB services are in operation for incoming e-mails. Please see the following figure for the functions of
the ESB services and also section Scripts of Type E-mail for a detailed description of the general principle of
ConSol*CM mailing.

ESB stands for Enterprise Service Bus, and ConSol*CM has integrated an ESB (Mule) as one of the
application modules.

connect

T > esb_mail_preprocessorService

Wail Server

esb_mail_Si Service delete .emlifile %DATA_DIR%/mailiunparsable

§8a83ans
get

CreateTicket.groovy
AppendToTicket. groovy
MailToClosedTicket groovy

execute script : ’ ’
(one of, based on determined name) esh_mail_scriptService

Ticket

y

< send e-mail with error emaillatificationExceptionListener

Admin

ajnaaxa 0} aLeU Jduas au} auiLEjap

<

IncomingMailRouting.groowy

Fig. 1: ConSol*CM ESB Services
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ESB services:

® esb_mail_preprocessorService
Responsible for fetching e-mail messages from configured incoming mailboxes. Retrieved messages
are stored in the directory %DATA_DIR%/mail/unparsable as .emlfiles. Stopping this service will
cause the ConSol*CM server to disconnect from configured e-mail servers. This means that e-mails
will not be processed. After starting this service again, ConSol*CM will connect to configured e-mail
servers and process all queued messages.

® esb_mail_scriptService
This service calls the IncomingMailRouting.groovy script to determine the script name to execute. It
can be one of CreateTicket.groovy, AppendToTicket.groovy, or MailToClosedTicket.groovy. Then the
determined script is executed. On success, the esb_mail_SuccessService is called. On error, an
e-mail with detailed cause is sent to the administrator. When this service is stopped an e-mail
message will be retrieved from a mailbox and stored to the directory %DATA DIR%/mail/unparsable.
Then the processing will stop. After the service is started again, messages will be picked up from the
unparsable directory and processed.

® esb_mail_SuccessService
Responsible for deleting e-mail files, that were processed correctly, from backup folder. Stopping this
service will cause an e-mail copy to remain in the backup folder (%DATA_DIR%/mail/unparsable)
after processing.

= Warning:

When this service (esb_mail_SuccessService) is started again, it will delete all messages
which were not removed when it was stopped.

15.7.2 Starting and Stopping ESB Services Using the
Admin-Tool

In this file card you can start and stop the sub-services of the Enterprise Service Bus (ESB). You should only
change the service status upon request of consulting or support.
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W6 Admi

File Views Help

AZDY @@ NESHOO ol <

General | cM Services | E-mail | E-mai Backups | Licence | ESB Services | Business Calendars | Classes of text | Ticket history [ 1ndex|

List of available services
(stopped services are —_|
shown in italics)

MName
[T |esb_mail_SuccessService

esb_mail_scriptService

1]

1
Cidcth\k)dcbopreva\tﬁ..rﬂ’verd’\mges
| 2 [pM_Adminigtration]

Start... Stop...
a service

([}

Fig. 2: ConSol*CM Admin-Tool - Configuration: ESB Services
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15.8 File Card Business Calendars

® File Card Business Calendars
® Configuration of Business Calendars in the Admin-Tool
® (Creating a New Calendar
® Defining the Working Hours for a Calendar
® Defining the Holidays for a Calendar

On this file card you can create and manage business calendars. These define times when automatic
workflow actions shall be active. In order to use a business calendar for a certain process the calendar has
to be assigned to the respective queue, see section Queue Administration for details. Furthermore, the
workflow element that should use the calendar has to be configured, this is explained in the Process
Designer Manual.

@ Example:

Tickets which have not been assigned to an engineer more than one hour after opening shall be
automatically moved to an escalation level. If a calendar defines working hours from 8 a.m. to 5
p.m. and a ticket arrives at 4:45 p.m., the ticket will not escalate at 5:45 p.m. but at 8:45 a.m. the
next day. This time is calculated as follows: 15 minutes between ticket arrival and end of the
working hours plus 45 minutes from next beginning of the working hours until the full hour given by
the escalation limit is reached.

Besides working hours you can define holidays, too. On these days the automatic escalation pauses entirely.
Holidays have to be defined per calendar. It is not possible to define a holiday that is valid for all existing
calendars simultaneously.

15.8.1 Configuration of Business Calendars in the Admin-Tool



146 ConSol*CM Administrator Manual (up to Version 6.8.5.6)

2 CM6 Admin-Tool @ cmb-demo.int.consol.de |[F=1|Io <=
File Views Help
1 e = n -
H 'irw & & wy % @ < o <]
{3 Configuration
| General | €M Services | E-mail | E-mail Badips | Licence | ESB Services | Business Calendars | lasses of text | Ticket history | Index|
Calendar Days Holidays.
List of available Name Time Zone Thursdav I‘ Friday | Salhjrday | Sunday Mame From To lI_.Istﬂ?f hollldatysa
. Monday Tuesda: Wednesda = = . for the selecte
T Standard [Europe /Berlin I Y a D 0 Dec 26, 20 B
business calendars el et i calendar
From To
8:00 AM 5:30 PM 9

iy
\ Working hours

—+— for the selected
calendar

|

e

= w

4 Click the lock t*prevent further changes
|| .’ [CM,Adn-nisu-aﬁnn‘ |
/ \ \
Create... Edit.. Delete... Create... Edit... Delete... Create... Edit.. Delete...
a calendar a workday a holiday

Fig. 1: ConSol*CM Admin-Tool - Configuration: Business Calendars

Creating a New Calendar

Click on in the left part of the page to create a new calendar. The following window appears:

P )

E Create new business calendar

Create new business calendar
i Please fill in business calendar name.

Mame: Regular Workdays

Timezone: |Europe Berlin -

[ Save ] [ Cancel

Fig. 2: ConSol*CM Admin-Tool - Configuration: New Calendar

® Name:
Enter a unique name for the calendar.
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®* Timezone:
Choose the time zone to be used for the calendar.

“ Attention:

This field only describes to which time zone the defined hours refer. The calendar itself is
valid worldwide for the respective workflow!

Click on Save afterwards to create the calendar.

Clicking on J you can modify a selected calendar in the same way. Click on ﬂ , if you want to delete the
selected calendar.

Defining the Working Hours for a Calendar

Select a calendar on the left and click on 9in the middle part of the page to create the days and hours for
this calendar. The following window appears:

i !

£ Add Day Part (=3

Add Day Part
1 Please fill in the required fields.

Time range

From: |8:00 AM

To: 5:30 PM

LD D

Days

| Monday All
| Tuesday

V| Wednesday

[] Thursday

Saturday

Sunday

Save ] | Cancel

Fig. 3: ConSol*CM Admin-Tool - Configuration: Working Hours of a Calendar

®* Timerange
Enter the time range for which the automatic workflow escalations shall be active.
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* Days
Mark the check boxes of the days for which the time range shall be valid. It is possible to choose
individual or all days (check box All).

@ Information:

Should this time range and another previously set time range overlap, you will get a
corresponding message.

Click on Save afterwards to create this time range for the marked days.

If you want to edit the time range later, you have to do it separately for each day. Select the respective day,
click on _| and change the time range in the window that appears. Or click on El if you want to delete the
time range for a selected day. It is not possible to edit or delete the time range for multiple days at once.

Defining the Holidays for a Calendar

Select a calendar and click on El in the right part of the page to create a new holiday entry. The following
window appears:

P )

& Create new holiday [

Create new holiday
i Please fill in the required fields,

Mame: |Xmas
From: [12/25/14

To: 12/26/14

Save | | Cancel

Fig. 4. ConSol*CM Admin-Tool - Configuration: Holidays of a Calendar

®* Name:
Enter the name of the holiday here.
® From:
Enter the date of the holiday in this field.
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* To:
If it is a multi-day holiday (e.g. Christmas), you can enter the last date of the holiday here.

@ Information:

It is not possible to define holidays that last only half a day.

Click on Save afterwards to create the holiday.

If you want to edit a selected holiday entry just click on _| . Clicking on El deletes an entry.
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15.9 File Card Classes of Text

® File Card Classes of Text
® Create a Class of Text
® Edit a Class of Text
® Delete a Class of Text
® Setting the Default Class of Text

With classes of text you can organize ticket information (comments, e-mails) by highlighting them in different
colors or assigning special icons, e.g. you can mark an important entry (see following figure). You can also
define the visibility of information in the ticket history and for customers in CM/Track. Furthermore, a process
can be controlled using classes of text, e.g. an incident ticket can only be closed when one text entry has
been marked as Solution.

Ticket Edit | Clone | Print | Display »

® Error handling in ticket-search by id (in ticket relations)
HelpDesk 1st Level | Qualify
SUP-22  assigned to Sommer | Open since 4/14/08 11:47 AM
lowy Web Client
T no

Customers Add | Hide
Main customer
Mr Luke Skywalker + CustomerGroup
luke@consol.de
ConSoF GmbH «
ConSol* GmbH

Franziskanersir. 38
81543 Minchen

Mo comment
Engineers Add | Hide L)
Mo relations Add | Hide
-
History chment | Time booking | Hide
Display communication + Sorting latest first + Internal important note

29.01.14 15.49 #10 created by Charly Chef | Action +
@, 15:49 Internal Important Note

This can cnly be fixed by installing the patch release 47.11 ®

I I 10:18 default class

Lorem ipsum delor =it amet, consectetuer adipiscing elit. Aenean commode ligula eget delor. Aenean massa. Cum sociis natogue penatibus et magnis dis
parturient montes, nascetur ridiculus mus. Donec quam felis, ultricies nec, pellentesque eu, pretium guis, sem. Mulla conseguat massa quis enim. Donec
pede justo, fringilla vel, aliquet nec, vulputate eget, arcu. In enim juste, rhoncus ut, imperdiet a, venenatis vitae, justo. Mullam dictum felis eu pede molis
pretium. Integer tincidunt. Cras dapibus. Vivamus elementum semper nisi. Aenean vulputate eleifend tellus. Aenean leo ligula, porttitor eu, consequat vitae,
eleifend ac, enim. Aliguam lorem ante, dapibug in, viverra guis, feugiat a, telluz. Phasellus viverra nulla ut metus variug lacreet. Quisgue rutrum. Aenean
imperdiet. Etiam ultricies nisi vel augue. Curabitur ullamcorper uftricies nisi. Nam eget dui. Etiam rhoncus. Maecenas tempus, tellus eget condimentum
rhencus, sem quam semper libero, =it amet adipizcing sem negue zed ipsum. Nam guam nunc, blandit vel, luctus pulvinar, hendrerit id, lerem. Maecenas
nec odio et ante tincidunt tempus. Donec vitae sapien ut libero venenatis faucibus. Nullam quis ante. Etiam sit amet orci eget eros faucibus tincidunt. Duis
leo. Sed fringilla mauris sit amet nikh. Donec sodales sagittis magna. Sed consequat, leo eget bibendum sodales, augue velit cursus nunc.

Fig. 1: ConSol*CM/Web Client - Using a Class of Text for an Internal Important Note

More examples:

If you want to create an FAQ queue it is helpful to mark the problem description and the solution of a ticket in
different colors. You can also highlight data that is necessary for an order and thus formally check if the data
is complete (no consistency check).
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In order to use text classes for ticket information in the Web Client you have to assign them to the
corresponding queue(s) first (see section Queue Administration for more information).
£ CM6 Admin-Tool ® cm6-demo.int.consol.de == s
File Views Help
4 . — — Ny
A K7 g2 & = > & ® O o . «)
{8 Configuration
| General | cM Services | E-mail | E-mail Backups | Licence | ESB Services | Business Calendars | Classes of text | Tidket history | Index|
Classes of text
Mame Caolor Availability Visibility Customer readable Icon
. ) Deleted | example text |Comment, Incoming mail... |hidden | [l <]
List of available Internal_Important_Note example text Comment all levels full ] =
classes of text ™ Wl Unread_Email example text Incoming mail all levels full ] =
IProblem_description example text Comment, Incoming mail... [1stlevel short, 2nd level... [¥] ?
default_dass example text Comment all levels full ] =
Read_Email example text Incoming mail 1st level short, 2nd level... [l =)
Unimportant example text Comment, Incoming mail... |2nd level short, 3rd leve. .. [T %
Feedback example text Comment, Incoming mail  |1st level short, 2nd level. .. ] k=3
Solution example text Comment, Incoming mail... |1stlevel short, 2nd level... @] v

£l

L.

S
4 Click the lock m\wevent further changes

Create...

" ;! [CM_Adm| '1istrationﬂl

Edit...
a class of text

Delete...

Fig. 2: ConSol*CM Admin-Tool - Configuration: Classes of Text

15.9.1 Create a Class of Text

You create a new class of text by clicking on below the list. The following pop-up window appears:
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E MNew class of text @l

Mew class of text
i Create a new dass of text

Class of text details

MName: Order_data
Color:
Availability: Comment
Incoming mail
[] Outgaing mail
Visibiity: alllevels full -

Customer readable: [~

Localized values

Locale Value
English{default) |Drder data
(German Besteldaten

[ oK ] ’ Cancel

Fig. 3: ConSol*CM Admin-Tool - New Class of Text

Here, you can define the class details:

®* Name
Enter a name for the new text class. The name must be unique.

® Color
When you click into the Color field a pop-up window appears. It contains a range of colors from which
you can choose the desired color for the class by clicking on it. You can check the selected color in
the Preview area. Click on OK to save your choice. Click on Reset if you want to return to the last
saved color.

Choose background color @

] T T |
HE_ DN | NN ||
AEeE | | 1&.

Preview
-

D Sample Text Sample Text

[ oK |[ Cancel H Reset ]

Fig. 4: ConSol*CM Admin-Tool - Choose a Color for the Text Class
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* Availability
You can choose here for which ticket information the text class shall be available. Mark one or several
of the following options:

¢ Comment
® |ncoming mail
¢ Qutgoing malil

® Visibility
There are three ticket history levels Histon i the Web Client:

® Basic (1st level)
® Extended (2nd level)
® Detail (3rd level)
The terms short and full refer to the display mode the user has chosen:
® short - communication
® full - display all entries
Select in the pull-down menu on which history levels the marked ticket information shall be visible
(see picture below).
all levels ful -
1st level short, 2nd level full, 3rd level full -
151: level short, 2nd level full, 3rd level full
1st level short, 2nd level short, 3rd level full
2nd level full, 3rd level full
2nd level short, 3rd level full
3rd level full

3rd level short
hidden -

m

Fig. 5: ConSol*CM Admin-Tool - Choose a History Level
If you choose hidden, the marked ticket information will not be visible in the ticket history.

® Icon
When you click into the box next to /con you will get a selection of standard CM icons. Select one of
these icons for the new text class or load your own individual icon by clicking on the Browse... button.

U =E =
2 &

Fig. 6: ConSol*CM Admin-Tool - Choose an Icon for the Text Class

® Customer readable
Select this check box, if ticket information marked with this text class shall be visible for customers in
CM/Track.

® Localized values
You can localize the name of a text class. Enter the corresponding class name in the Value field for
each additional language. On the Web Client the name will be displayed in the respective language of
the user's locale. If you do not make an entry here the object name, i.e. the content of the Name field,

will be taken instead.

Click on OK to save the details of the new text class and to close the window. After assigning the text class
to a queue within the Queue Administration it will be available for tickets of this queue in the Web Client.
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15.9.2 Edit a Class of Text

If you want to edit a class of text, select it in the list and click on J . The same window as described above
for creating a class will appear. You can modify all details and save your changes by clicking OK.

15.9.3 Delete a Class of Text

You can only delete a class of text if it is not used within a ticket and if it is not assigned to a queue. In order
to delete a class select it in the list and click on ﬂ . If you confirm the following dialog with Yes, the class will
be removed from the list and the system.

15.9.4 Setting the Default Class of Text

To define the default text class, use the system property defaultContentEntryClassName, see section
TextClass System Property.
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15.10 File Card Ticket History

® File Card Ticket History

On this file card you can configure the visibility level for each major action or event that has taken place
concerning a ticket. The entries of the indicated type(s) will be visible in the ticket history when the user has
selected the respective visibility level. This is of importance when the display mode Display all entries is
used.

£ CM6 Admin-Tool @ cm6-demo.int.consol.de (== ==
File Views Help
A @ N 8 6 o o @l ¢
L4 aa L] s ] T

48 Configuration

| General I CM Services I E-mail | E-mail Backups I Licence | ESB Services I Business Calendars I Classes thextL'WCkEt history i Index
Visibility of ticket history entries

Type Visibility
Queue changed on every level
Custom field changed 2nd level and 3rd level
Available Tld:t :r;ated l:; closed OH‘EVE;‘!'I \EVTI VISIbIlIty levels
action types \ Subject change: only 3rd level 28 - 3
yp *‘ Customer changed 2nd level and 3rd level for action types
| JAssianed engineer changed only 3rd level
Referenced engineer added fremoved 2nd level and 3rd level
Reference added/removed 2nd level and 3rd level
Attachment added 2nd level and 3rd level
Ticket transferred to activity after workflow deployment only 3rd level
Manual activity or activity with overlay executed 2nd level and 3rd level
Activity executed after escalation on every level
Automatic activity executed only 3rd level
[Time bocking added on every level
Click the lock to prevent further changes
= [CM_Administration]

Fig. 1: ConSol*CM Admin-Tool - Configuration: Ticket History
The editing panel for the ticket history shows a list of all configured values, each with:

®* Type
The type of action that has been performed.
® Visibility
The visibility level in the Web Client GUL. There are three levels |- Histoy
® Basic (1st level)
® Extended (2nd level)
® Detail (3rd level)

The following figures show the action type time booking added which is configured for 2nd level and 3rd level
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©12%3  MUNCHEN

Mo comment
Engineers Add | Hide |u
No relations Add | Hide 4
DE History Comment | E-Mail | Attachment | Time booking | Hide
Display all entries « Sorting latest first
|.'—"ﬂd comment, e-mail or attachment
29.01.14 15.49 #10 created by Charly Chef | Action
B This can only be fixed by installing the patch release 47.11 ¥
01.07.11 1018 #6 created by admin | Action «
Lorem ipsum dolor sit amet, consectetuer adipiscing elt. Aenean commodo ligula eget dolor. Aenean massa. Cum =socis natogue penatibuz et magnis dis parturient montes, nascetur ridiculus
Fig. 2: ConSol*CM/Web Client - Time Booking Entry Not Visible on 1st Level
No comment
Engineers Add | Hide |
No relations Add | Hide
E‘D History Comment | E-Mail | Attachment | Time booking | Hide

Display all entries ~ Sorting latest first =

| Add comment, e-mail or attachment

29.01.14 16.19 #10 created by Charly Chef | Action

\:‘ no class

= Time booking added: 1129114 3:48 PM Duration: 00:30 Project: Project! WindowsMigration (Server preparation)

26.11.13 12.26 #3 changed by Charly Chef
= Main customer changed from Silke Kaufmann to Luke Skywalker

07.07.11 10.18 #7 changed by cmas:jbpm:timer
= Reaction overdue has been triggered

01.07.11 10.18 #6 created by admin | Action «

default class

| aram ineum Anlnr 2it amat tat dinierinn slt Asnean

linila anat dnlnr Aenesan masea Cum enrie natnaie nenatihie at mannie die nartirient mantee nacratur

Fig. 3: ConSol*CM/Web Client - Time Booking Entry Visible on 2nd Level

It is not possible to add new action types to the list. To edit the visibility for an existing entry, double-click on
the visibility value you would like to modify and select the desired option from the pull-down menu.

Activity executed after escalation an every level
Automatic activity executed only 3rd level
booking added level and 3rd les

2nd level and 3rd level
only 3rd level

Fig. 4: ConSol*CM Admin-Tool - Selecting the Visibility Level for an Action Type

The next picture shows the visibility for the action type time booking added after the setting has been
modified in the file card Ticket History to be on every level:

No comment
Engineers Add | Hide |.
HNo relations Add | Hide |
History Comment | E-Mail | Attachment | Time booking | Hide
Display all entries + Sorting latest first «

|idd comment, e-mall or attachment

29.01.14 16.19 #10 created by Charly Chef | Action

L MW ddiall =
= Time booking added: 1/29/14 3:48 PM Duration: 00:30 Project: Project! WindowsMigration (Server preparation)

01.07.11 10.18 #6 created by admin | Action

Lorem ipsum dolor it amet, consectetuer adipiscing elt. Aenean commodo ligula eget dolor. Aenean massa. Cum sociis natoque penatibus et magnis dis parturient montes, nascetur ridiculus
mus. Donec quam felis, ultricies nec, pe\lgntesque eu, preﬁum q_uis, sem. Nulla cnnse_quat massa quis enim. Donec pede justo, fringilla vel, aliquet nec, \_.rulputate eget, arcu. In enim justo,

Fig. 5: ConSol*CM/Web Client - Time Booking Entry Visible on 1st Level
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15.11 Search Configuration and Indexer Management
(File Card Index)

® Search Configuration and Indexer Management (File Card Index)
® Search Modes
® |ntroduction to the ConSol*CM Indexer
® |ndexer and Index Management Using the Admin-Tool
® Field Indexed Annotation
® |ndexer Management: File Card Index
® |ndexer and Index Relevant System Properties

ConSol*CM provides a powerful search for all objects involved in the business processes, e.g. customers
and tickets. Technically, the search is based on the Indexer, a module of ConSol*CM.

The following paragraphs will explain the entire topic search in ConSol*CM from an administrative point of
view. Please refer to the User Manual for a detailed explanation about how to use the search as an
engineer.

15.11.1 Search Modes

A ConSol*CM engineer can use two search modes:

® Quick search
This is performed using the quick search field in the upper right-hand corner of the Web Client GUI.
The display of the results (i.e. the fields and the order of the fields in the result list) can be formatted
using templates, please see section Templates for Definition of Contact Format in GUI for details.
Please keep in mind that you can adapt the size of the result list, using the system property
globalSearchResultSizeLimit, see section Global Search Result System Property for details.

r L"
- -"“‘
4
Q, luke
HelpDesk 1st Level 100520 Printer error
Contact Luke Skywalker
Show all

Fig. 1: ConSol*CM/Web Client - Quick Search
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® Detailed search
This is performed using the Detailed Search GUI.

Search

Search criteria

| Sheywalker =
‘HelpDesk 1st Lewvel =

Choose One

Search

Tickets Contacts Companies
View as: List Grid
Search results (1)
Add/Remove column  ‘Engineer’, 'Main Customer’, ... 0K Number per page 100 +
Engineer Main Customer Name Subject
Luke Skywalker |} 100520 Printer error

Fig. 2: ConSol*CM/Web Client - Detailed Search
Please refer to the User Manual, section Search to learn how to use the search functionality.

Please keep in mind that the size and paging of the result list for the detailed search can be configured using
the system properties searchPageSize and searchPageSizeOptions. See section Detailed Search Size
System Properties for an explanation.

For the administrator it is important to know how to configure ConSol*CM in a way that ...

® all required fields can be searched.
® no overhead is produced (i.e. not too many fields are configured for searching).
® the results are displayed in the desired way.

Those tasks will be described in the following sections.

First, some background knowledge about the Indexer, the system which manages the search in ConSol*CM,
is provided. This will help you as an administrator to look behind the scenes and understand the
configuration in a better way.

15.11.2 Introduction to the ConSol*CM Indexer

The Indexer is a module of ConSol*CM which creates indexes. For each data field (custom field) that should
serve as search criterion (see next section), an index is created.

The indexes are stored on the hard disc, in a sub-directory of the data directory that you have indicated
during system set-up. The following picture shows an example for index files of a ConSol*CM installation
(here used for a Demo environment). The demo_Datadir is the data directory you have provided during
set-up, all other directories are created automatically by ConSol*CM.
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W0 CMB_Installation3ydemo_Datadir\indexdindex.0

Mame

. asset

, asset.uuid

| engineer

/ engineer.uuid
J ticket

J ticket.uuid

J unit

. unit.uuid
Fig. 3: ConSol*CM Indexer - Directory demo_Datadir

Please make sure that ...

® the data directory is always available for the ConSol*CM server system if it has been created on
another server and is linked to the application server.
® that the ConSol*CM datadir is part of the daily backup (an can be restored if required).

If the index directory should be corrupt or the index should not be available, the index can be rebuilt or
repaired. Please see the following chapters for details.

15.11.3 Indexer and Index Management Using the Admin-Tool

Field Indexed Annotation

By default, the entire ticket text and all attachments are indexed. For all custom fields (in ticket data and
customer data), the custom field(s) which should be indexed has/have to have the annotation field indexed.
Please refer to the section Custom Field Administration for details about setting annotations to custom
fields.There are three possible values for this annotation:

* local
Used for customer data. Only the unit is given as a search result (e.g. when a field for a customer
name is indexed = local, no company and no tickets are displayed when you search for the name of a
contact, only the contact is listed).

® unit
Used for customer data. Only the unit and the parent unit (i.e. company) is given as a search result,
no tickets are provided (e.g. when a field for a customer name is indexed = unit, the company is listed
in the search result but no tickets of this customer are displayed when you search for the name of a
user).

® transitive
All data is displayed, this is the standard value for this annotation. If you are not sure what to choose,
set transitive.
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®* notindexed
The field is not indexed.

Indexer Management: File Card Index

Usually, you do not have to do anything concerning the Indexer. ConSol*CM will handle everything regarding
the indexing automatically. There are only two cases when you have to perform manual administrative
operations:

1. You would like to change the configuration concerning the commitment of changes concerning the
indexed annotation.
2. Errors have occurred in the indexing process.

In the Admin-Tool, go to Configuration and use the file card Index to configure and manage the Indexer.

£ CM6 Admin-Tool @ cmb-demo.int.cansal.de (=z|E=E ()|
File Views Help
- e
) v S @ W 18 <O C MY
Recover index
{3 Configuration

" (for the given period of time)

| General | cM Services | E-mail | £-mail Backups | Licence | ES8 Services | Business Calendars | Classes of text | Ticket history | Index

. Search index status
Recreate index (completely),
all pending Indexer tasks will & Al datais indexed correctly.

be discarded previously W [] Mo automatic commit of administrative changes.

[®  sicvonzeindex ) (g Reparimdex ) ([ Recoverindex  ® ][ Commit admin danges & Add new fields to index
Search index tasks 4 Changes are committed
automatically when check box
All Indexer tasks, including oo ‘Tasktypa Status Created at Progress Details "No automatic commit of
failed tasks, are listed here 23681 /Synchronization RUNNING |11/22/13 10:53 AM I | [ASSET,UNIT,ENGINEER. .. administrative changes”

is NOT ticked (default),
button has not to be pressed
in this case

ol
Restart failed Indexer tasks, |
tasks can be selected

Click the lock to prevent further changes

& [cM_Administration]

Fig. 4: ConSol*CM Admin-Tool - Configuration: File Card Index

In the first line the current status of the Indexer is displayed (this is the value of the system property
cmas-core-index-common.index.status):

* GREEN @
All Indexer tasks have run correctly, no action required. At the beginning of the synchronization
process, the index status is set to green. If it is completed successfully it remains green. If there is any
problem it will change to yellow or red.

®* YELLOW
Fixable problems were identified, collected and persisted. The status is set when administrative or
retry task is created.

« REDO
Errors have occurred. Please check. The index needs full synchronization.
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The following operations can be performed:

® Synchronize index
The index is rebuilt completely (from scratch), all open Indexer tasks are discarded.

® Repair index
Indexer tasks which have not run successfully are restarted. The tasks can be selected in the Indexer
task list.

®* Recover index
A time range can be selected. All changes which have been commited to ConSol*CM during this
period of time will be (re-)indexed.

® Commit administrative changes
Click this button to commit the changes when you have set a custom field to indexed that was not
indexed before. This has to be used if the check box No automatic commit of administrative changes
has been selected. If the check box is inactive, the changes will be commited automatically when you
have set the new annotation(s).

If there are open tasks in the Indexer task list, the following data is displayed for each task:

°* ID
Task ID
® Task type
Three types are available:
® Synchronization
® Recreates whole index.
® Triggered manually using the Admin Tool, Synchronize index command.
® Before the start all other index tasks are removed.
®* Administrative changes
® Created automatically when one of following was updated:
scope, queue, enum value, ticket function, ticket engineer, supported locale, role.
® Processed automatically if No automatic commit of administrative changes option is
unchecked.
® Using Commit administrative changes command will start all administrative changes
tasks.

® Created automatically when error was encountered during index update process.
® Holds information about entities which caused problems.
® Using Repair index command will start all retry tasks.
® Status
E.g. RUNNING
® Created at
Timestamp when the task was created.
® Progress
A progress bar that indicates the percentage of the task that has already been executed.
® Details
A list of objects that are (re-)indexed in the task.
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15.11.4 Indexer and Index Relevant System Properties

The following system properties are also relevant for the Indexer, see following figure. Please refer to section
Indexer System Properties for a detailed explanation of the properties.

icmas-core-index-common index. attachment true
cmas-core-index-comman index. histary false
cmas-core-index-common index. status GREEN
cmas-core-index-common index. task.worker. threads 1
cmas-core-index-common index. version. current 2
cmas-core-index-common index. version. newest 2
cmas-core-index-comman indexed. assets.per. thread.in.memory 200
Icmas-core-index-common indexed. engineers.per. thread.in.memory 300
cmas-core-index-comman indexed. tickets.per. thread.in.memary 100
cmas-core-index-comman indexed. units. per. thread.in.memory 200

Fig. 5: Admin-Tool: System Properties for indexer
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16 Deployment

® Deployment
® [ntroduction to Deployment in the Admin-Tool
® Introduction to ConSol*CM Scenarios
® File Card Deployment
® Export
® Import
* Workflow Deployment (for Deployment Error Recovery Only)
®* Related Topics
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16.1 Introduction to Deployment in the Admin-Tool

Here, you can import and export scenarios (file card Deployment) and you can manage the DWH (Data
Warehouse, file cards DWH tasks and DWH management). In the subsequent sections, the deployment will
be explained. Please refer to chapter Data Warehouse (DWH) Management in order to learn about DWH

management.

File card for deployment

Export scenario —_||

Import scenario —_||

Select behavior, _{1

if an error occurs

Select check box,
if data shall be =
deleted

Deploy workflow —|| |

File cards for DWH

Icon for deployment page

Ly

£\ CM6 Admin-Tool @ cm6-demo.int.consl.de [= e ==
F& Views Help

% /;‘;i —OO@@<> o8B <
@ I‘Liwnmi _,/

Deployment | DWH tasks | DWH Administration |

Export

Export-Archive:
.

Export

Import

L) .Import-Ard’uve:

Mode: @ Abortonerror () Skip corrupt data

(2 Force import of corrupt data

/E| Delete existing data

Import

Workflow Deployment

Transfer tickets

|~ File name for export

- File name of import

” A [CM_Administration]

Fig. 1: ConSol*CM Admin-Tool - Deployment Page
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16.2 Introduction to ConSol*CM Scenarios

A scenario is a file in a proprietary ConSol*CM format (similar to zip and tar) that contains the data of a
ConSol*CM installation. It can be exported from one CM system and imported into the same or another
system. This can be very helpful e.g. when a test scenario is built on a test system which can then be
transferred to a production server.

When an export file is created (see detailed explanation in sections below) the administrator can decide
which data should be included.

A scenario will always contain:

® all customer-specific system properties,
i.e. system properties where the module name starts with custom-

A scenario can contain, depending on the selection of the administrator (see figure below):

® runtime data
® configuration data

A scenario will never contain:

® general (not customer-specific) system properties (e.g. mail server, LDAP directory etc.)

165
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16.3 File Card Deployment

On the Deployment file card you can import or export scenarios (i.e. the whole configuration or part of it) in
an application specific format. You usually do this to transfer data between different CM installations. A
typical example is transfer of the configuration from a test system to a production system.

. Attention:

The import of external data can modify or delete existing data irrecoverably. Although the user is
prompted for confirmation at critical points during deployment, this cannot prevent erroneous
handling. Use this function only if you are very sure what you are doing. In case of doubt please
ask the ConSol*CM support team or a ConSol*CM consultant for assistance.

16.3.1 Export

®* Export-Archive:
Enter path and name of the file you want to create. Alternatively, you can click on = to open a
selection window where you can search for a file.

Click on Export afterwards to start the data export. You will have to select the data that should be included in
the export file (scenario):
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£ Export configuration @

Export configuration
1 Please select the data you want to export,

Selection of the data to be exported

Runtime data

] Al
[] &l without tickets

[] Only customer data

Configuration data

Engineers

Admin-Tool templates
Scripts

Templates

Word templates
Customer model

Queue related and other data

oK ] [ Cancel

[

Fig. 2: ConSol*CM Admin-Tool - Deployment: Export Configuration

®* Runtime data
This refers to data that is stored as operating data, e.g. tickets and customer data.

* All
Ticket data and customer data is exported completely and the complete configuration is
exported. When you select the check box All, all other check boxes are selected automatically.

® All without tickets
The complete installation beside the tickets is exported, i.e. the customer data and the
complete configuration. When you select the check box All without tickets, all other check
boxes except for All are selected automatically.

® Only customer data
Only customer data (i.e. the customer data model and the actual customer data) is exported.
Nothing else. (The check box Customer model is checked automatically.)
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® Configuration data
This refers only to the configuration in the Admin-Tool, no runtime data is exported.

All

The complete configuration is exported. When you select the check box All, all other check
boxes under Configuration data are selected automatically.

Engineers

Only the engineers with their data are exported. This also includes the roles the engineers
have been assigned.

Admin-Tool templates

Only the Admin-Tool templates (see section Admin-Tool Templates for details) are exported.
Scripts

Only the Admin-Tool scripts are exported (see section Admin-Tool Scripts for details).
Templates

Only the templates that are stored in the Template Designer (see section The ConSol*CM
Template Designer for details) are exported.

Word templates

Only the MS-Word templates are exported, this is only relevant when CM/Office is in operation
(see section CM/Office for details).

Customer model

Only the custom fields that are used to define the customer model are exported. No runtime
customer data is included.

Queue related and other data

Only queue configuration and general configuration settings are exported (workflows, queues,
custom fields, enum values, MLAs, roles, views, properties, ...), in short: everything which is
not included above.

If you would like to export the complete configuration, select All in the Configuration data section. The
export/import of subsets (e.g. templates only) is usually applied when selected data (e.g. from a test
environment) has to be transferred to another (e.g. live) system.
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16.3.2 Import

The general principle of ConSol*CM scenario import is:

® |f the check box Delete existing data has not been selected, the scenarios are merged, based on
the following principles:

® Data are only added, nothing is deleted.

® |f the imported scenario contains the same field/parameter as the original scenario, the value
from the imported one overwrites the one of the original scenario.
Example:
For the field priority, there is the annotation position = 0;2 in the imported scenario. The original
scenario contains the value position = 2;2 for the field priority, i.e. in the resulting scenario after
the import, the value for position is 0;2.

® |f the imported scenario contains more parameters than the original scenario, the parameters
are added to the original one.
Example:
In the imported scenario, there is the annotation visibility = none for the field PersoniD. In the
original scenario, the field PersoniID is present, but does not have the annotation, i.e. in the
resulting scenario after the import, the field PersonID will have the annotation visibility = none
and will thus be invisible.

® |f the imported scenario contains less data/parameters than the original one, the original data
will be present in the resulting scenario. Nothing is deleted.
Example:
If the field PersoniD in the imported scenario does no longer contain the annotation visibility =
none, but the original scenario does contain the annotation, it will remain, i.e. in the resulting
scenario the field PersoniD is still invisible.

® Scripts and templates:
The latest version (according to the time stamp) is used, no matter from which scenario.

® Objects are identified by an internal key (transfer key).
When an imported scenario contains an object with the same name but another transfer key,
technically, these are two objects, and the new object will be added from the import to the
original scenario (e.g. when a user Mr. Miller exists in both scenarios, there will be one user
Mr. Miller and one user Mr. Miller (1) in the resulting scenario after the import.
To make sure you can transfer another import scenario from the same source (test system),
you can delete the original Mr. Miller user and transfer the tickets to Mr. Miller (1), an operation
that is supported by the CM/Web Client. Then rename Mr. Miller (1) to Mr. Miller. Now, the Mr.
Miller user has the transfer key that originated in the import scenario and during the next
import, there will be no problem.
The general use case is:
The transfer key is created by the ConSol*CM system and allows the re-import and/or the
update of the configuration data.
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® If the check box Delete existing data has been checked, the entire system is deleted, i.e. all existing
data are deleted. All data means:
® Configuration data
®* Runtime data
That means when Delete existing data has been selected, it is not possible to preserve anything from
the original scenario. Everything is deleted! Only system properties are not deleted .
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The following parameters have to be set for an import operation:

®* Import-Archive:
Enter path and file name of the archive from which the data shall be imported. Alternatively, you can
click on = to open a selection window where you can search for the archive.
®* Mode:
Here you can choose what the import shall do if an error occurs:
* Abort on error
This mode is recommended for production systems.
® Skip corrupt data
This mode is recommended for imports into test systems. It might even be reasonably applied
to production systems, because an unexpected error can lead to a corrupt system, but the
import continues even when an error appeared. The problem can be probably handled
afterwards in a short time. A new import might take longer to perform.
Example:
A referenced object is not found, e.g. during the import of a view which references a queue
which cannot be found.
® Force import of corrupt data
Choose this mode only if you want to clone a system with corrupt data, e.g. on a development
server or if the support team is doing an error analysis.

Click on Import afterwards to start the data import.

16.3.3 Workflow Deployment (for Deployment Error Recovery
Only)

Usually, all operations concerning workflow design and deployment are performed using the Process
Designer. However, in case an error has occurred during workflow deployment, you can transfer the tickets
that could not be transferred into the new workflow using the following options.

First select the queue(s), then choose the transfer mode:

® Remain at last activity
The ticket will try to stay at its position in the process:
® If the activity and scope have not been changed, i.e. no change in position for the ticket.
® |f the activity is no longer present, i.e. the ticket goes as far back in the process as it has to find
the last consistent position in the process.
® Restart process
The ticket goes back to the START node of the process/workflow.

Please refer to the Process Designer Manual for a detailed explanation of workflow deployment.


https://wiki.consol.de/wiki/Bild:CM6_admin_icon_fileselector.jpg
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16.4 Related Topics

® Process Designer (see separate document Process Designer Manual)
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17 CM6 Administrator Manual 6.8 - Script and
Admin-Tool Template Administration
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17.1 Script and Admin-Tool Template Administration

In this chapter, you will learn how to work with scripts and templates that are stored in and managed with the
Admin-Tool.

Scripts are used in various contexts in ConSol*CM, particularly in the Process Designer within workflows.
Please see the Process Designer Manual for a detailed explanation concerning this topic. However, various
scripts are also stored in the Admin-Tool, in the Scripts section. This will be explained in section Scripts.

Templates are also stored in several locations, in the Template Designer and in CM/Office which can both
be accessed using the Web Client GUI and in the Admin-Tool. For explanations of the work with e-mail
templates using the Template Designer and for configuring CM/Office, please refer to section Working with
Text Templates. For an explanation of templates in the Admin-Tool, please read section Admin-Tool
Templates.
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17.2 CM6 Administrator Manual 6.8 - Admin-Tool
Templates

17.2.1 Introduction to Templates in the Admin-Tool

® |ntroduction to Templates in the Admin-Tool
® The Admin-Tool Template Editor
® Working with Admin-Tool Templates
® System Templates
®* Templates for Definition of Contact Format in GUI
® Ticket Assignment Templates
® Custom Defined Templates

In ConSol*CM, e-mail templates are stored either in the Template Designer or in the template section of the
Admin-Tool. All non-e-mail templates are stored in the template section of the Admin-Tool only.

In this chapter, the templates in the template section of the Admin-Tool will be explained, please see section
The ConSol*CM Template Designer for a detailed introduction to the Template Designer.

Admin-Tool templates are written according to the FreeMarker notation (see FreeMarker web site) and
should only be edited by experienced ConSol*CM consultants and administrators. A ConSol*CM standard
installation already contains system templates and some example templates which might help you as an
administrator to define new templates for your special use cases.

The Admin-Tool Template Editor

To work with templates, open the Script and Template Administration in the Admin-Tool and switch to the
Templates file card.

In the templates list, all templates are listed with:

®* name
A template is referenced by its name when it is referenced by other objects
® group
Groups help you sort the templates in the templates list. They do not have a technical implication.

To open a template in the editor panel, mark it in the list and open it by clicking on the edit button _| . Each
template must have a name, whereas the group name is optional.

If your system works with various languages, you can define each template for each language. Use the
pull-down menu Language above the editor panel. According to ConSol*CM standard behavior, the
ConSol*CM/Web Client will display the template for the configured locale of the web browser. If there is no
template for this language, the default language will be used. Each template always has to be defined for the
default language.


http://freemarker.org/
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File Views Help
G
. Script and Template Administration

Soripts | Template

Template Source
Language :Engllsh -

| {J]
[T

Mame Group

attachment-type-error-mail-template
cmas-dev-close-mai

coupany.getFieldvalue ("coupany”, "namel™)!} §{company.getFieldValue("conpany™, "namsz™)!} -

o tandard a
customer-standard-template

U lempty letter

engineer description template name
engineer profile description template name
iengineer-assigned-de fault-mail
engineer-removed-default-mail
index-error-mail-template
password-reset-template
representation_info_email_html
representation_info_email_plain_text
zearch-company-template
zearch-customer-template

signature

ticket-mail-example-1
ticket-mail-example-2

I 3

DR[O ol T 106

| = [CM_Administration]

Fig. 1: ConSol*CM Admin-Tool - Template Editor

Working with Admin-Tool Templates

The Admin-Tool templates represent a template pool. Each template can be referenced from different
modules of the system and is always referenced by its name. In the following paragraphs, all modules where
templates can be used are explained. Within a template the custom fields are referenced by group name and
field name, e.g. the customer name:

${cust oner . get Fi el dval ue("custoner”, "name")!}

For a detailed explanation of the work with custom fields, please see section Custom Field Administration.

*, Attention:

Do not use line breaks in template statements!

System Templates

A default ConSol*CM installation comes with several system templates. They are used in standard situations
like error messages to an administrator. Please see the following list for an overview of the system
templates:
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attachment-type-error-mail-template

An e-mail with this template is sent to the e-mail administrator (e-mail address given in system
property mail.process.error) when the attachment type of an incoming or outgoing e-mail is not
supported and thus the e-mail cannot be processed.

cmas-dev-close-mail

Not used and will be removed in one of the next ConSol*CM versions.

engineer description template name

Template used to render the engineer label, e.g. ticket owner

engineer profile description template name

Template used to render the label on a header of the page, next to logout button.
index-error-mail-template

Not used and will be removed in one of the next ConSol*CM versions.
password-reset-template

Template for the body of the e-mail which is sent when a user requests a password reset (on login
page).

representation_info_email_html

All e-mails sent by CM6 to the represented engineer are also sent to the representing engineer (see
Representation Permissions - Global Permissions in section Role Administration), the template is
used to configure the text which is added to the forwarded e-mail.
representation_info_email_plain_text

Same as above, as plain text.

Templates for Definition of Contact Format in GUI

The appearance of contact data (e.g. name, phone number, and room number or name and forename only)
in different sections of the Web Client GUI can be formatted using templates. Please see section Templates
for Format of Contact Data in GUI for a detailed explanation. In the following example, the customer data
should be represented in the standard template with first name and name.

" Script and Template Administration

Scripts | Template

Template Source

Name

attachment-type-error-mail...

Language |English +
Group
I;{cust.omer. getFieldValue ("customer™, "firstnawme™)!} §{customer.getFieldValue("custoner™, "name™)!} -

cmas-dev-dose-mail

customer-standard-template
s n

|empty letter | |
oy

Fig. 2:

Fig. 3:

aaaaaaaa Aeerrintinn temnl | 1

SUP31

ConSol*CM Admin-Tool - Example of a Contact Format Definition Template

Assigned to: Huber, Harald

ConSol*CM/Web Client - Example of a Contact Format Definition Template
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Ticket Assignment Templates

In the queue administration (see section Queue Administration), ticket-engineer-assignment templates can
be selected. There are templates for the two use cases assign and remove. The assign template (Assign) is
used as text template for an automatic e-mail, which is sent by the system to the (new) engineer when a
ticket is assigned to the engineer. The remove template is used as text template for an automatic e-mail
which is sent by the system to the (old) engineer when a ticket has been removed from the engineer. You
have to write and save the templates here in the template section first. Then they will be available in the
pull-down menu in the Ticket assignment templates section of the queue administration.

- saiptand Template Administration

[Saipts] Template
Tempiate Source
Language [Englh ~
Neme Growp quage Eng
attachment.type-ermor-mail-tempiate fupiect: Ticket # (ticket.name) assigned to you
attachment-type-error-mai-tenpiate (1
(mas-dey-dose mal <Hisetting mumber_fornat="0. §#44#E"F>
(ampany standard-tEmpiate The ticket #4(vicket.name}
(contact fcketist template
Wstorer-standard-template 5 (Bicket. aubiect)”

fempy letter

escripton template name has been assigned to you by <Hif engineer exec?7>§ (engineer_exec.name)<Hielsethe workflow</#if> <Hif engineer 0ld77>(former engineer: §(engineer_old.name))<Helse>(no former engineer]<fHif>
rofle description template name:

Please take care.

URL: http://localhost:8080/cn-client/ticket /mane /§ (ticket.nane)

repr X
search-compan,
search-custome
signature
ficket-mal-example-L
lbeket-mai-example-2

Fig. 4: ConSol*CM Admin-Tool - Example of an E-mail Template for Ticket Assignment to an Engineer

I — - |

& Edit queue

B |

Edit queue
i Please edit the queue's data.

Details

Queue: HeIpDesk_lst_Leveﬂ Workflow: |helpdesk1

Prefix: Calendar: | -

FAQ: Enabled:
Ticket assignment templates

Assign: :engineer—assigned—defaultﬂail Unassign: :engineer—removed—defaultmail -

E-Mail script: I -
Default values script: dv -

Other

Description: “1 .

Custom fields | Customer groups | Classes of text | Projects|

Assigned Available

feedback dependent_enum
helpdesk_standard fag

qualification numbers
queue_fields (*) sales_standard
workaround
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Fig. 5: ConSol*CM Admin-Tool - Configuration of a Ticket Assignment Template for a Queue

Custom Defined Templates

A ConSol*CM administrator or workflow developer can define any template that is required and store it in the
template section. When you use it in automatic e-mails which are sent by a workflow activity, you can always
use the workflow API renderTemplate() method to reference a template. However, most e-mail templates
should be managed using the Template Designer. There are only very few use cases which might require
that e-mail templates or parts of e-mail templates have to be stored in the template section of the
Admin-Tool.
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17.2.2 Templates for Format of Contact Data in GUI

® Templates for Format of Contact Data in GUI
® |ntroduction
® List of Annotations for Contact Data Templates
® Detailed Explanations of Contact Data Templates
® Standard
® Ticket List
® Contact View in Contact Section of the Ticket
®* Ticket Reference Detail View
® Workspace and Favorites
* Dragging
® Sending of E-mails
® Quick Search
® Contact and Customer Search
® Contact/Customer Search
® Company Search
® Ticket Search
® Ticket History

Introduction

In the ConSol*CM Web Client GUI tickets and contacts are displayed in short form at various locations,
based on templates. This section will show you where short forms are used and how they are configured
within the Admin-Tool.
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The configuration is based on the following principle:

1. An annotation is assigned to a custom field group in the file card Customer data within the Custom
Field Administration (See section Custom Field Administration for details). It defines for which section
of the Web Client GUI the annotation is valid.

¢ Group annotations

Group annotations
i Add annotations to 'customer’,

Assigned annotations Unassigned annotations

[ b [ -
Mame MName

contact history template name group-visibility

contact-template-contact-ticket-page no-histary

contact-template-default open-at-create

contact-template-dragged reportable group

contact-template-email show-in-group-section

contact-template-quick-search unit search template name

contact-template-search
contact-template-ticketist
contact-template-ticket-reference
contact-template-ticket-search
contact-template-workspace-favourite
show-contact-n-ticket-ist

unit is a contact

ok | cancel

Fig. 1: ConSol*CM Admin-Tool - Relevant Group Annotations
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2. The value of the annotation is the name of the template (user definable). In the following example, the
template contact-ticketlist-template (user-defined name) should be used for the template
contact-template-ticket-list (defined name to indicate where the template should be applied).

£ CMBE Admin-Tool @ cmb-demo.int.consol.de
File Views Help

(1] K

- Custom Field Administration

o
[ {{]

D)
'y

OO

Groups

Filter: All queues

Ticket data | Customer data | Activity Form data

MName

company

[o)(c](#][e] 8o

: —
Mame Value Annotation group
contact-template-default |m5bomer-513ndard—bemplate contact-templates
contact-template-guick-search |search-customer-template contact-templates
contact-template-ticket-ist contact-ticketlist-template contact-templates ]
show-contact-n-ticketist true layout
contact history template name (customer-standard-template  |ticket contact relation
unit is a contact true ticket contact relation

Fig. 2: ConSol*CM Admin-Tool - Group Annotations for Customer

3. The template for the annotation has to have the defined name (contact-ticketlist-template in the
example) and has to be created within the Script and Template Administration (see section
Admin-Tool Templates for details), i.e. the required fields are defined using FreeMarker notation.

. Saipt and Template Administration

Template Source™
Language |Engish

Name
\sttachment-type-error mai-template: ¢ {customer, getFieldValue ("custoner”, "personal mumber”)!) ¢{customer.getField¥alue("customer”, "firstname”)!} ¢{customer,getFieldValue(“customer”, "name”j!]_ ~
\atiachment-type-error-mai-template (1)
omas dev-close-mai

company standerd-templale
customer-standard-template
\empty letter

\engineer description template name
\engineer profie description template name|
lengineer assigned-default-mai []
engneer vemoved-defeult mal
index-error-mai-templote
|password-reset-template
representation_info_emai_hinl
representation_info_emai_piai_text
search-company-template
search-ustomertemplate
\signature

boketmaiexample-1
bketmai-<xampie-2

Fig. 3: ConSol*CM Admin-Tool - Definition of Template in Script and Template Administration
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List of Annotations for Contact Data Templates

Below you find the relevant custom field group annotations for templates and where they are used:

Attention:

Do not use line breaks in template statements!

All templates have to be single-row!

contact-template-default
standard
contact-template-ticket-list
ticket list

contact-template-contact-ticket-page
contact view in contact section of the ticket
contact-template-ticket-reference

ticket reference detail view

contact-template-workspace-favourite

workspace, favorites
contact-template-dragged
dragging
contact-template-email
sending of e-mails
contact-template-quick-search
quick search
contact-template-search
contact search
contact-template-ticket-search
ticket search

contact history template name
ticket history

183
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Detailed Explanations of Contact Data Templates

Standard

The annotation for the standard short form of contact data is contact-template-default. This form is used at
all following locations if no special forms have been defined, i.e. all other annotations could be omitted if a
standard form is defined.

Example template for customers:

${cust oner. get Fi el dVal ue("custoner”, "firstnane")!} ${custoner.getFi el dval ue("custoner",
"name")!}

Example template for companies:

${ conpany. get Fi el dVal ue(" conpany”, "nanel")!} ${conpany.getFi el dval ue("conpany", "nane2")!}
Ticket List
The annotation contact-template-ticket-list is used for the display of contacts in the ticket list. If you want to

delete/change the preceding identifier Contact: you have to do this via a Skin change. Please ask your
ConSol*CM consultant for help.

@ This template is only effective when the annotation show-contact-in-ticket-list has been set for the
custom field group (customer)!

Example template:

${cust oner. get Fi el dval ue("custoner", "personal nunber")!} -
${ custoner. get Fi el dval ue("custoner”, "firstname")!}
${ cust orrer . get Fi el dVal ue("custoner”, "nane")!}

Fig. 4: ConSol*CM/Web Client - Location for contact-template-ticket-list

Contact View in Contact Section of the Ticket

The annotation contact-template-contact-ticket-page is used for the short form of contacts in ticket and
contact view. You can only define the format for the minimal level. The formats for the medium and XXL
levels are fixed and cannot be modified by templates.
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However, the display of the medium and XXL levels can be influenced by the custom field annotation
visibility (values: edit, view, none). For each contact data field you can define whether or not it is visible in
view mode. By default all filled-in fields are visible in view and edit mode, empty fields are only visible in edit
mode.

Medium and XXL levels are identical in a two-level contact data model (customer group and customer).
Within a three-level contact data model only the customer is displayed in medium level, whereas customer
and company are shown in XXL level.

Example template 1:

${custoner. get Fi el dVal ue("custoner”, "firstnane")!} ${custoner.getFi el dVal ue("custoner",
"name")!}

Ticket

@ Pprinter error

h‘ﬁ HelpDesk 1st Level | Qualify

100520  Assigned to Chef, Charly | Open since 111913 1:26 PM
normal
1120i13 no
Germany

Customers

Luke Skywalker @ CustomerGroup

Fig. 5: ConSol*CM/Web Client - Location for contact-template-contact-ticket-page, Example 1

Example template 2:

${cust oner. get Fi el dval ue("custoner", "firstnane")!}

${cust oner. get Fi el dval ue("custorer", "name")!} --

${cust oner. get Fi el dVal ue("custoner”, "email")!}
Ticket

2 Printer error
H‘ HelpDesk 1st Level | Qualify
100520  Assigned to Chef, Charly | Open since 11/19/3 1:25 PM
narmal
11020013 ne
Germany

Customers

Luke Skywalker - luke{@consol.de CustomerGroup

Enninaare
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Fig. 6: ConSol*CM/Web Client - Location for contact-template-contact-ticket-page, Example 2

Ticket Reference Detail View
The annotation contact-template-ticket-reference is used for the display of contacts in referenced tickets.
Only in detail view contact data of the reference are shown.

Example template 1:

${cust oner. get Fi el dval ue("custoner", "firstnane")!} ${custoner.getFi el dval ue("custoner",
"name")!}

Engineers

Relations

referenced by

100520 Printer error -

HelpDesk 1=t Lewvel | Qualify

A=cigned 3 i 1119013 1:26 PM

=i [l

e rurur

Fig. 7: ConSol*CM/Web Client - Location for contact-template-ticket-reference, Example 1

Example template 2:

${cust oner. get Fi el dval ue("custoner", "firstnane")!}
${cust oner. get Fi el dVal ue("custoner”, "nanme")!} -
${cust oner. get Fi el dval ue("custoner", "personal _nunber")!}
ENYITEE] S
Relations

referenced by
100520 Printer error «
HelpDesk 15t Level | Qualify

Assigned to Chef, Charhy | Open since 11/19/13 1:26 PM
Luke Skywalker - 777
ter problem

s s

Fig. 8: ConSol*CM/Web Client - Location for contact-template-ticket-reference, Example 2

—

Workspace and Favorites
The annotation contact-template-workspace-favourite is used for the display of contacts in Workspace and
Favorites.

Example template:
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${ conpany. get Fi el dval ue("conpany", "nanel")!}:

${cust oner. get Fi el dval ue("custoner", "firstnane")!}

${cust oner. get Fi el dVal ue("custoner”, "nanme")!}

Add | Hide Workspace

Add | Hide
LAdd | Hide |
ConSol* GmbH: Luke Skywalker *

Favorites

ConSol* GmbH: Lu...

Fig. 9: ConSol*CM/Web Client - Location for contact-template-workspace-favourite

Dragging

The annotation contact-template-dragged is used for the display of a dragged contact while it is dragged

using the mouse.

Example template:

${cust oner. get Fi el dval ue("custoner", "nane")!}

Customers
Main customer
Luke Skywalker — luke@consol.de « CustomerGroup

Engineers

Fig. 10: ConSol*CM/Web Client - Location for contact-template-dragged

Sending of E-mails

The annotation contact-template-e-mail is used for the display of addressees in the recipient fields when
writing an e-mail from the Ticket E-Mail Editor. You can also search for addressees in the recipient field.
Search results will be shown in a drop-down list using the format of the template.

@ Information:

The search uses all searchable contact data fields and is independent of the format (i.e. it is
possible to find attributes of the addressee that will not be displayed).

Example template:

N

Skywalker

187



188 ConSol*CM Administrator Manual (up to Version 6.8.5.6)

${cust oner. get Fi el dval ue("custoner", "firstnane")!}
${cust oner. get Fi el dVal ue("custoner”, "nanme")!}
(${ company. get Fi el dval ue("company", "namel")!})

History

Display all entries + Sorting latest first

Comment E-Mail Attachment Time booking

New E-mail

To |"|J.IkE Skywalker (ConSol* GmbH)" <uke@consol de

| pov ¢ FontFamily ¥ FontSize v A v

Moo=
L
e IO
11l
I i
o
i

1]
— il
Ly
B
[
&

Gongel® Software GmbH
Eranziskansrstrals 38

281669 Minchan

Tel: 089 / 45841-1234 [ Fanc: -111

Send Cancel
Fig. 11: ConSol*CM/Web Client - Location for contact-template-e-mail

Quick Search

The annotation contact-template-quick-search is used for the display of search results in the quick search.
This format should be single-row.

@ Information:
The search uses all searchable contact data fields and is independent of the format (i.e. it is

possible to find attributes of the contact that will not be displayed).

Example template 1:
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<#i f

cust oner . get Cust onFi el d??>${ cust oner. get Cust onFi el d("firstnane”,
"customer")!} ${custoner.get CustonFiel d("nane",

"customer") !} <#el se>${ cust oner. get Fi el dval ue("custoner"”,
"firstname")!} ${custoner.getFi el dval ue("custonmer",

"name") !} </ #if>

| Q, luk|

HelpDesk 1st Level SUP-22 Error handling in ticket-s___
100520 Printer error
SUP-32 Adding attachments is po.__.

Favorites

Fig. 12: ConSol*CM/Web Client - Location for contact-template-quick-search, Example 1

Example template 2:

<#i f

cust oner . get Cust onFi el d??>${ cust oner . get Cust onfi el d("firstnane",
"custoner")!} ${custoner.get Cust onFi el d(" nanme",

"cust omer") !} <#tel se>${ cust oner. get Fi el dval ue("custoner",

"firstname")!} ${customner.getFi el dval ue("customer", "name")!}
(${custoner. get Fi el dval ue("custoner”, "“phonel")!})</#if>
[a
HelpDesk 1st Level SUP-22 Error handling in ticket-s. ..

100520 Printer error
5UP-32 Adding attachments is po...

Contact (CustomerGroup) Luke Skywalker (-4711)

Faunritac

Fig. 13: ConSol*CM/Web Client - Location for contact-template-quick-search, Example 2
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Contact and Customer Search

The annotation contact-template-search is used for the display of search results when searching for contacts
and for companies. To define the template for the results display when you search for companies, add the
annotation for the custom field group of the company (or the respective level in your customer data model).
To define the template for the results display when you search for customers/contacts, add the annotation
for the custom field group of the customer/contact (or the respective level in your customer data model). The
template is used for the drop-down list of results wherever you search for contacts or companies in a search
field (except quick search).

Examples:

®* Create ticket
® Detail search
®* Add a contact to a ticket

Contact/Customer Search
Example template 1:

${cust oner. get Fi el dVal ue("custoner”, "firstnane")!} ${custoner.getFi el dval ue("custoner",
"nanme")!}

Hew Ticket

Mo login possible
- Queue m fesigned to I—V
Priority Im lodule Im
Reaction time Ii [] A=k for feedback

Q4 List  Date Enum Price MNumber Text Department A Test Mla_For_ Struct

Add row

Customers

Main customer
Find customer | Create

:.z-':"%'lLuk *

Fig. 14: ConSol*CM/Web Client - Location for contact-template-search on Customer Level, Example 1

Example template 2:
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${cust oner. get Fi el dval ue("custoner", "firstnane")!}
${cust oner. get Fi el dVal ue("custoner”, "nanme")!}
(${custoner. get Fi el dval ue("custoner”, "division")!})
New Ticket

Login not possible

o dusue ’m Assigned to Iiv
rorty [Croose One =] odse [Chooss O[]
Reaction time ’7 [] Ask for feedback

Category MNone w

a4 Tes 2 Mone

Q4 Liet  Date Enum  Price Number Text Department 0QA_Test Mla_For_Struct

Add row

Customers

Main customer
Find customer | Create

customer ||J.Ik| =

Al L

Fig. 15: ConSol*CM/Web Client - Location for contact-template-search on Customer Level, Example 2

Company Search

You can only search for the higher level of a contact model (e.g. the company or the branch) when you
create or edit a contact. The defined format will be used for the drop-down list of results of this level.

@ Information:

You can only display fields in the search result list that belong to the higher level (i.e. no contact
data like name, first name, etc.).

Example template:

${ conpany. get Fi el dval ue("conpany”, "namel")!},
${ conpany. get Fi el dval ue("conpany”, "name2")!},
${ conpany. get Fi el dval ue("conpany”, "city")!}
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Hew Ticket

Login not possible :
— Queue: Im Assigned to: I—E|
Priority Im Module lm
Reaction time Ii [] Ask for feedback

Category Mone

04 Test MLA MNone -

04 List  Date Enum Price MNumber Text Department QA Test Mla_For_Struct
Add row

Country E‘ * Helpdesk E

priorities

Ij||:| Customers

Find Company | Create

Company |Cnn |’t
Berkley Consulting, Security Specialists, Minchen

~'“*°"* ConSol* GmbH, My Favourite Company, Minchen

Fig. 16: ConSol*CM/Web Client - Location for contact-template-search on Company Level

Ticket Search
The annotation contact-template-ticket-search is used for the display of search results when searching for

tickets. The found tickets are shown in a table where one column contains the contact of the ticket.
Example template:
${cust oner. get Fi el dval ue("custoner”, "firstnanme")!}

${cust oner. get Fi el dval ue("custoner", "nanme")!} -
${ cust oner. get Fi el dVal ue("custoner", "personal _nunber")!}
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Search

Search criteria

Lastname |Skywalker =
Jueue  "HelpDesk 1st Level =
Choose One
Search
Tickets Contacts Companies
View as: List Grid
Search results (5)
Add/Remove column  ‘Engineer’, ‘Main Customer’, .. QK

Number per page 20

Luke Skywalker - 777 SUP-32  Adding attachments is possible for worker which has got only "Read tickets” permission

Engineer Main Customer Name Subject
Chef, Charty Luke Skywalker - 777 ~| 100520 | Printer error
Luke Skywalker - 777 = 100620 Login not possible
Lea Skywalker - 123 =1 1003552 Login error
Sommer Luke Skywalker - 777 SUP-22  Error handling in ticket-search by id (in ticket relations)

Fig. 17: ConSol*CM/Web Client - Location for contact-template-ticket-search

Ticket History

193

The annotation contact history template name is used for the short form of a contact within the ticket history.
The format defines how the first contact is logged during ticket creation. Later on it is used when a different

or additional contact is assigned to a ticket.

Example template:

${cust oner. get Fi el dval ue("custoner", "firstnane")!}

${cust oner . get Fi el dval ue("custoner", "name")!},

${cust oner. get Fi el dVal ue("custoner”, "division")!},

${cust oner. get Fi el dVal ue(" custoner", "phonel")!}
History

Display all entries - Sorting latest first

dmall or aacnm

31.01.14 10.55

10:55 Main customer changed from Luke Skywalker, Development Dpt., -4711 to Lea Skywalker, QA Dpt., 1234

05:01 Relation with ticket SUP-32:Adding attachments is possible for worker which has got only "Read tickets" permission removed.

05:01 Ticket SUP-32:Adding attachments is possible for worker which has got only "Read tickets" permission added as reference to this ticket

Fig. 18: ConSol*CM/Web Client - Location for contact history template name
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17.3 Introduction to Scripts in the Admin-Tool

® |ntroduction to Scripts in the Admin-Tool
® The Source Code Editor
® Script Types
® Scripts of Type Default Values
® QOverwrite Mode for Default Scripts
® Scripts of Type Dependent Enum
® Scripts of Type E-mail
Scripts of Type Workflow
Default Workflow Activity Script

Scripts are stored in the script section of the Admin-Tool. They are written in Java and/or Groovy and should
only be edited by experienced ConSol*CM consultants and administrators.

To work with scripts, open the Script and Template Administration in the Admin-Tool. The file card Scripts is
opened initially.

r —

£ CM6 Admin-Tool @ localhost =
I T ——— L — . e -

File Views Help

e T e: (3 W= - =
A > a: T wy > @ < =/ *
| < Seript and Template Administration I
5cripts | Template

Scripts Source

.AII = = v' F.lmort col, consol. cnas. conwon. nodel, content. MailEntry -

- . import com.consol.cnas.common.nodel. ticket. Ticket

MName Type

AppendToTicket.groovy I

ChangeOutgoingMail. groovy E-mail # Description: Appends to a ticket.

CreateTicket.groovy &

CreateTicket.groovy.old * Variables:

DeleteSpamTickets.groovy Waorkflow £ — MuleMessage <codermsg</coder containing the incoming mail

IncomingMaiRouting. groovy * — Logger <coderlogs /coder for loggizg

MailToClosedTicket.groovy # - Logger «codesmaillogs/codes for logging to meil log

sendMailToCurrentEngineer .groovy Waorkflow #  — A1l beans from the Spring context matched by name =

sendMailToMainContact.groovy Workflow 0 T

if (mwaillLog.isDebugEnabledi)) {
waillLog.debug("ippending to ticket message fmsg™)
b

/7 get ticket

def existingTicketName = mailContextiervice.extractTicketNameFromMail (msg, TICKET NAME

Ticket existingTicket = ticketService.getByName (existingTicketName)

if ('existingTicket) { -
throw new Illegal3tateException("No ticket found with nawme fexistingTicketName™)

}

A append mail entry to existing ticket
MailEntry mailEntry = mailContextiervice.prepareMailEntry(nsg);

]3] DEE

| = [CM_Administration]

m r

h

Fig. 1: ConSol*CM Admin-Tool - Script and Template Administration

On the left you see the list of all scripts. The list can be filtered using the pull-down menu where the script
type can be selected. Two parameters have to be set for each script:
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®* Name
This is the name by which the script will be referenced, e.g. from the workflow or from other objects
like queues.
* Type
The script type. One of four possible script types has to be selected:
® Default values

Scripts of this type are used to define default values, i.e. values that are (pre)set in data fields
when a new ticket is to be created. Please see section Scripts of Type Default Values for
details.

Dependent enum

Scripts of this type are used to define dependent enums, a structure that provides hierarchical
lists. Please see section Scripts of Type Dependent Enums for details.

E-mail

Scripts of this type are used to manage incoming and outgoing e-mails. Please see section
Scripts of Type E-mail for details.

Workflow

Scripts of this type are referenced from the workflow. Please see section Scripts of Type
Workflow for details.

The buttons below the list offer the standard Admin-Tool functionalities:

Add a script
Edit a script
Delete a script
Copy a script

On the right you see the source code editor. The script that is selected in the list on the left is displayed.
Here you can write the script source code when you have selected the edit mode.

17.3.1 The Source Code Editor

The source code editor provides an editing panel with syntax highlighting. You have to check for correct
code yourself.
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Source

import
import
import
import
import
import
import
import
import

}

String
String
String
String
String

String
String
String

String
String
String
String

4

Fig. 2:

if (maillog, isDebugEnabled())
maillog. debug("Creating ticket from message fmsg™)

con. consol. cmas. connon.model. custonfield. MnitReferenceField -
com. consol.cnas. connon.nodel. custonfield.neta. FieldEey

Col, Consol, cmas. common.nodel. content, AttachmentEntry

com. consol. cnas. comnon.nodel. content., ContentEntryCategory

Col, Ccongol, cmasz. common.model, content, MailEncry

con.consol.cnas. esb.nail.MailContextiervice

Jawvax.activation.DataHandler

org.mule, transport. email . MailProperties

Javax.wail,internet, MinelUcilicy

m

contactlUnitType = "customer"” £ Eype of contact umit
contactEmailFieldNamne = "email™ 7 nape of contact unit email string field
contactNameFieldName = "name™ /S nape of contact unit name string field
customerFrouplName = "CustomerGroup™ 7 nape of contact unit customer group
contactConpanyRefNane = "companyPe£™” /S nape of contact unit company reference fisld
conpanyTnitType = "company’™ £ Eype of unit whick repressnts company
conpanyNaneFieldilame = "namel™ S nape of company unit name string field
companyNaneFieldValue = "ConSol® GubH™ A7 nadpe of company referenced by contact
ticketQueueName = "HelpDesk lst Lewel™) /0 name of quens for created tickst
ticketPriorityFieldGroupName = "helpdesk_standard”™ 7 name of gqueus field group
ticketPriorityFieldName = "priority™ S nape of queus shum ficld
ticketPriorityFieldValue = "normal™ 7 value of ticket priority spum field

findContact = {
String email = majilContextiervice.extractMailFromField{msg)

I 2

ConSol*CM Admin-Tool - Source Code Editor

In the lower section of the source code editor, there are the following buttons:

Edit |

Press this button to switch to edit mode in the source code editor. When you open the Script and
Template Administration in the Admin-Tool, all scripts are in read-only mode to prevent an
administrator from changing something accidentally.

Quit and save =

Save the script and quit edit mode, i.e. switch to read-only mode again.

Quit without saving k3

Switch to read-only mode again, without saving the changes you might have made to the source
code.

Open script from file ®

Import a script from a file. This will import the file and display it in the source code editor. No checks
are performed.

Save script to file #

Here you can save the text of the script as a plain text file in the file system of the machine you are
working on.

17.3.2 Script Types

In the following section, the four possible script types are explained, some examples are provided to give
you an impression of the potential of scripts in the system.
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Scripts of Type Default Values

Sometimes it is required that a data field of a ticket has a certain value when the ticket is to be created, i.e.
when the engineer presses New ticket and the respective form is opened in the GUI, one or more value(s)
should be preset. This saves the engineer from setting the value every time, e.g. when the default priority is
normal, this can be preset. In case high or low s required, the engineer can switch to another value.

This ConSol*CM behavior can be achieved by using one or more default values scripts. The default values
can be defined specifically for each queue. Please see the following example.

Hew Ticket
HelpDesk st Ldw | >
[GrocseOne =]

|:| Ask for feedback

MNone -

Fig. 3: ConSol*CM/Web Client - New Ticket without Default Values

Without a default script, no value is set for the priority when an engineer opens the Web Client GUI to create
a new ticket.

To define a default value, the script of type default values has to be created. First, we have to look up where
the respective custom field is to be found (in which custom field group and under which name) within the
Custom Field Administration. See section Custom Field Administration for details.



198

3

[

£ CM6 Admin-Tool @ localhost s il o I S

ConSol*CM Administrator Manual (up to Version 6.8.5.6)

B smem, A=l 2.

File Views Help

- e Wy —
AZRFToOxeorN=0800 cHBO
Groups Figlds
Filter: | |[quueues v] Filter: |

Ticket data | Activity Form data
| MName Data type
Mame categories MLA field
feedback boolean
sales_standard module enum
auaifcaton
workaround quick_response boolean
feedback reaction_time date
queue_fields
[o]lc](e]le]M(+s] @)l (e)[m](®](e][s][s] L8
Assigned annotations Assigned annotations
MName Value Annotation group Name Value Annotation group
groupable true cmweb-common
|zortable true crmweb-common
reportable true dwh
field indexed transitive indexing
pasition 0;0 layout
enum field with ticket color ~ |true ticket display

= [CM_Administration]

Fig. 4: ConSol*CM Admin-Tool - Custom Field Administration

Since priority is an enum field (i.e. an ordered list), we have to check the possible values that can appear in
the list and to look for the required default value within the Enum Administration.
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-
£ CM6 Admin-Tool @ localhosi
—

File Views Help -
A Z %Y @ 3: @ & =B O O
-~
-J

Type Group Value

Q
&
*

Name Mame Mame Color

category Sales_priority low I
countryType i normal
domain qualification high

feedback I
hardware
module
origin
phoneType
product

| reaction
5_members
I | |sales_chance
|sa|u13h'on
software
version
workaround

elz](e) E[e]||lel(z]le) EeJ|c/HEEEEEB

Fig. 5: ConSol*CM Admin-Tool - Priority Values in Enum Administration

The group, the field, and the correct value can then be used in the respective Java method in the new script.

Scripts | Template

Scripts Source®
{ ’” . - ticket. se"helpdesk_standard.priority","medium"]l -
| MName Type
[ AppendToTicket. groovy E-mai

ChangeCutgoingMai.groovy E-mail
| CreateTidket. groovy E-mai
| IncomingMaiRouting. groovy E-mai

MaiToTlosedTicket.groovy E-mai

loadContactDats Data object action
| setDefaultPrioMedim. groovy Default vakies

Fig. 6: ConSol*CM Admin-Tool - Include Group, Field, and Value in Script

In the Queue Administration we have to assign the script to the queue where the default value should be
used. Here, we use the technical name medium. In the Web Client, the localized value normal will be
displayed.
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- =
& Edit queue u

Edit queue
1 Please edit the queue's data.

Detailz
Queue: HelpDesk_1st_Level Workflow: | helpdeskl
Prefix: Calendar: iSEndard vi
FAQ: E Enabled:

1 Ticket assignment templates
Assign: :amineer-assigned-defaultﬂnail v: Unassign: :engineer-remaved-default-mail v:
Scripts

E-Mail script: [ .

Default values script: | setDefaultPrioMedium.arooyy

Uther

Description: Il |

Custom fields | Customer groups | Classes of text | Projects|

Assigned = Available =~
feedback |sales_standard
|helpdesk_standard
qualification
queue_fields (*)
warkaround

* L

r | save || cancl

b

Fig. 7: ConSol*CM Admin-Tool - Assign Default Values Script to Queue in Queue Administration

When the engineer starts the create ticket operation now in the Web Client, the default value normal will be
set in the Priority field.

Hew Ticket

Cueue | HelpDesk 1st L= | Assigned to: [=]
Priority | nomal Module | Choose One E|

Reaction time [C] Ask for feedback

Category Mone

=ir=irsl -

Fig. 8: ConSol*CM/Web Client - New Ticket with Default Value
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@ Important information:

Please keep in mind that for every queue there can be only one default value script. So if you have
to define various default values, they have to be defined in one script. You might want to adapt the
script name in this case.

In case the same default value has to be set in different queues and is set together with other
default values, this has to be coded in one script for each queue also.

Overwrite Mode for Default Scripts

By default the fields of a ticket that are pre-filled by a default values script are not overwritten, i.e. when the
ticket is sent to another queue that has a different default values script assigned this second default script
will try to set fields that were already filled by the first script. Since this is not possible the default value of the
first script will be persistent.

If a default values script should overwrite already existing values, the overwrite mode has to be activated. To
activate this mode insert the following code at the beginning of your default values script:

i mport com consol . cmas. comon. nodel . ti cket. Ti cket Prot ot ypeCont ext
Ti cket Pr ot ot ypeCont ext . enabl eOverwri t eMbde()

Scripts of Type Dependent Enum

Dependent enums are hierarchical lists which provide a data structure similar to the one provided by MLAs
(see section MLA Administration). In contrast to MLAs, with dependent enums only one level at a time is
displayed. Depending on the value the user has selected in the list on this level, another list, the one on the
sub-level, is opened. There do not have to be sub-lists for every list entry, so in graph notation, the list might
be a combination of nodes and leaves. A dependent enum script is assigned to the custom field group where
it is required. Please see the following example:

In helpdesk tickets a category can be selected. When the user has selected hardware a hardware sub-list is
displayed, when the user has selected software, the software sub-list is displayed. All custom fields have first
to be defined as regular enum fields. In the script, the value of the first-level list is checked and, depending
on this value, another list is displayed in the second level. This can be used for as many levels as required,
but please keep in mind that the editing of the script will become more and more complex.

The dependent enum script is placed in the Admin-Tool. Please ask our CM Consultants for support when
creating and/or editing the script since this is a rather complex task.
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& CM6 Admin-Tool @ localho:

File Views Help

A A =% 80 O c @ <
- Seript and Template Administration

Scripts | Template I

Bo
w0

i)

¥

"

Scripts Source
Al script types _]||imort com.consol.cmas. conmon.uodel. custonfield.neca. Field¥ey -
Name Type def result = mew DependentErumMap ()
|AppendToTicket.groovy E-mail
(ChangeOutgoingMal.groovy Email /7 log. info("DEPENDENT ENUB{ SCRIPT EEACHED!({") —
(CreateTicket.groovy E-mail

|| | [incor groavy E-mail
MailToClosedTicket. groovy E-mail EnunFieldScriptContext categoryEnunContext = createEmwField('helpdesk_standard', 'categories_levell')

| categoriesHardAndSoftwa Depend EnunFieldScriptContext hardvareEmmContext = createEnuwField('helpdesk standard', 'hardvare categories level2')
loadContactData Data object action ErnumFieldScriptContext softvareEmumContext = createEnumField('helpdesk_standard', 'software_categories_level2')
setDefaultPrioMedium. groovy \Dev’au\tvalues

ticketBinding = {

m

result[categoryEmmContext.key] = gethllValues(categoryEmmContext, FILLED)
result[hardwareEmmContext.key] = getloneValues (hardwareEmmContext, HIDDEN)
result[softwareEnmContext.key] = getNoneValuesisof twareEnumContext, HIDDEN)

switch{categoryEnumContext. field?. value?.nane) {

| case 'hardvare':
| resultfhardvareEmmeontext.key] = gethllValues (hardvareEnunContext, FILLED)
1
| switch|categoryEnumContext. fields. value?.nane) { i

case 'software':
result[softvareEmmContext.key] = getAllValues[softvareEnunContext, FILLED]

¥
return resulc
i
if (binding.wariables.containsKey( 'ticket')) {
categoryEmmContext. field = ticket.getField(categoryEnunContext.key)
hardwareEnmmContext. field = ticket.getField (hardvareEnunContext.key) 2

[e][B)

||| & [CM_Administration]

BEE ()«

Fig. 9: ConSol*CM Admin-Tool - Dependent Enum Script

The dependent enum script is assigned to the custom field group where it is required.
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£ Edit
= TIrOUP . -

Edit group
i Manage data and locales for group.

Group details

Name: |he|pde5k_s13ndard

For all queves: []

T riheTEE |

categoriesHardAndSoftware

Available =

Localized values

Locale Value

German Helpdesk standard

Palish |

[ ok J[ cond |

.

Fig. 10: ConSol*CM Admin-Tool - Assign Dependent Enum Script to Custom Field Group

In the Web Client the engineer only sees the sub-list of the value selected in the first-level list.

Hew Ticket

4

| Printer does not work

Queue: lm

Priority m
Reaction time li

Category lm

—_— ==

Azszigned to: E|

KModule | misc El

[7] A=k for feedback

hardware | Printer E|

categories

Fig. 11: ConSol*CM/Web Client - Sub-list of Category Hardware
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New Ticket
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Problems with MS5/Cffice

ue: |HelpDesk 1st L]
Priority | nomal E

[
o

Module | misc E|

[] Ask for feedback

Fig. 12: ConSol*CM/Web Client - Sub-list of Category Software

Scripts of Type E-mail

Scripts of this type are used for several functionalities. Some of the scripts are part of the default system
configuration and have to be modified according to the customer-specific system configuration. You can also
add your own scripts. When an e-mail is received by ConSol*CM, it is processed by several scripts, see

following figure.

&

PR S—

v

Mailbox 1

v

&

—

&

—

' ¢

— —

Mailbox 2 Mailbox 3

v v

—_—

|

|

] ]

Existing ticket still DpEI/

jaE—

Fig. 13: ConSol*CM Admin-Tool - E-mail Scripts
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®* IncomingMailRouting.groovy
Standard script. This is the first script that is executed when an e-mail comes in. Here, it is decided if
a new ticket has to be created or if the e-mail concerns an existing open ticket (then
AppendToTicket.groovy is executed) or if it concerns a closed ticket (then MailToClosedTicket.groovy
is executed). This script does not require any changes to adapt it for a customer-specific environment.

® CreateTicket.groovy
Standard script which is responsible for the creation of a ticket when an e-mail has been received in
one of the ConSol*CM-configured mailboxes (see section File Card E-mail for details). When the
ticket subject does not match the regular expression for appending the e-mail to an existing ticket, this
script is performed. All e-mails which are received by ConSol*CM (and have not been assigned to an
existing ticket) are processed here, no matter from which mailbox they have been collected. In the
script, the default queue for incoming mails has to be defined, more values of custom fields can be
defined (like e.g. the default priority for e-mail tickets). Or decisions can be made in which queue the
new ticket should be created, depending on the TO address or other parameters. So usually, this
script has to be adopted heavily. Please ask a CM Consultant for support concerning this task.

®* AppendToTicket.groovy
Standard script which is responsible for appending an e-mail to a ticket that already exists. The
assignment of the e-mail to the ticket is performed using the comparison between the ticket subject
and the required regular expression. Please see section File Card E-mail for a detailed explanation of
this context. Usually no changes are required for this script.

®* MailToClosedTicket.groovy
Standard script which is responsible for handling the e-mail when it concerns a closed ticket. The
default system behavior is to create a new ticket for the customer (sender of the e-mail) and to create
a reference to the old/closed ticket. So usually, no changes are required in this script.

® ChangeOutgoingMail.groovy
Standard script that is not in operation but serves as a template for outgoing mail scripts. You might
want to use them to configure queue-specific e-mail scripts. Please see section Queue Administration
for an explanation.

Scripts of Type Workflow

Scripts of that type are stored in the Admin-Tool, because they are used in numerous workflow scripts, i.e.
the code in the Admin-Tool script is needed more than once in one or more workflow(s). It is easier, less
error-prone, and less time-consuming to store the scripts at one central location (Admin-Tool) and just
reference them in the workflow(s) than to edit the same code at different locations in every workflow where it
is used. Furthermore, during workflow development the Admin-Tool script can be modified easily and the
change is in operation at once whereas when editing a workflow it has to be deployed first.

Please see the Process Designer Manual for a detailed introduction to workflow programming. A short
example will be provided here.

This code in a workflow activity will only reference the script, e.g.:

scri pt Executi onServi ce. execut e(scri pt Provi der Ser vi ce. cr eat eDat abaseProvi der("initializeEscal ati
onTri ggers. groovy"))
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In the Admin-Tool, the respective script is stored:

£ CM6 Admin-Tool @ cmb-demo.int.consol.de ==y X

File Views Help

- —
A v & & N g o o ol o
- Scriptand Template Administration

Scripts | Template

Scripts Source
.AII script types v' F.lmort, java.util.* -
- . import com.consol.cnas.®
Mame Type import com.consol.cwas.conmon,nodel. ticket. Ticket
AppendTaTicket.groovy E-mail import com.consol.cnas.core.®
ChangeCutgoingMail. groovy E-mail import com.consol.cnas.core.sServer.service.¥
CreateTicket.groovy E-mail import com.consol.cwas. conmon,nodel,util.*
CustomerXXDependentEnum Dependent enum
IncomingMailRouting.groovy E-mail
MailToClosedTicket. groovy E-mail log.info("Executing STARTUP initializeEscalationTriggers.groowy ... ™)
MultipleChoiceDependentEnum Dependent enum
il || (dv Default values def tic = workflowhpi.getTicket() =
dv_overwrite Default values
Date now = mew Dane()
A4 in millisecs:
A/ set initial value for trigger 1 to 1 k, trigger 2 to 2 hrs:
def time_add = 60 * 60 * 1000L
def time_addZ = 60 * &0 * 1000L * 2

def mycal = businessCalendariervice. getByName ("My Falenderl™)

def tic_create_date = tic.getlreationDate()

def escal_date = BusinessCalendarUtil.getBusinessTime (now,time_add,mycal)
def escal_dateZ = BusinessCalendarUtil.getBusinessTime (now,tine addZ,mycal)

if (wfl.ecquals("SD")) {
AAService Desk Triggers:
workflowhpi.reinitializeTrigger ("defaulticope/3D_Globalicope/Eskalationstrigger -

o) B [+][e]

[o][c][e][B]

& [CM_Administration]

Fig. 14: ConSol*CM Admin-Tool - Workflow Script

It is also possible to pass parameters (key-value pairs) to the Admin-Tool script. This is explained in detail in
the Process Designer Manual.

Default Workflow Activity Script

For certain use cases it might be required to execute a script when a ticket has run through a workflow
activity. You might want to use this to display another ticket in the GUI after the workflow activity has been
executed. From a user's (engineer's) point of view, the GUI jumps to the next ticket. The latter can be a child
ticket or another ticket in a list, depending on the use case.

The system behavior is defined in an Admin-Tool script. The name of the script has to be set in the system
property cmweb-server-adapter.postActivityExecutionScriptName, see System Properties -
postActivityExecutionScriptName.

This script is executed after every % workflow activity. That means you have to insert all control

mechanisms and intelligence into the script:
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® After which activity the script should do something?
(for all other activities, nothing will happen)
® What should happen?

Example: Jump to the next ticket in a list.

cmweb-server-adapter postActivityExecutionScriptlame postActivityExecutionHandler

| |
criweb-server-adapter pagemaplockDurationInSeconds a0 ‘ H ‘

cmweb-server-adapter queuesExdudedFromGS

Fig. 15: Property for Definition of postActivityExecutionScriptName

< Seript and Template Administration

Seripts | Template
Scripts. Source™

Al script = import com.consol.cmas.common.model.ticket. Ticket

3

Name Type
AppendToTidket.groovy if(activity.getNane (].equala("defaulticopesnisaing part data/jump to sub_regqueat”™)] { I
ChangeOutgoinghai.groovy

CreateTicket.groovy 3
CreateTicketduto. groovy E-mail
ITA_ - Standarde: fst.aroovy if (actiwity.getName().equals("defaulticope/ready_to_provision/back_to_parent™)) { I
ITA_ groovy

ITA_PackageSefection. Groovy Dependent enum
ITA_Reguest Defaultisties Defzult values 1
ITA_UpdateSelectedPackages. groovy
Tmpor fCS Y EnENLM- telplatz. groovy Workflow
ImporiHardivare.groovy
;m;gzmw return findFirstiubRequestThatNeedsData(parent) Check after which warkflow

' activity there should be more
actions

return relations[0].gecSourceTicket()

if (activity.getMame().equals(“defaulticopesready _to_provision/next subrequest”)) {

m

Incomir outing_old.groovy
MaiToClosedTicket. groovy
ServicesHargwareLits, groovy Dependent enum Sodefault: return current ticket
calulatePriority.graovy return ticket
deanHardwarelist.groovy
dleanServicesL 5t groovy def Ticket findFirst3ubRecuestThatMeedsData(regTicket) {

defeteCustomersiVithoutTidkets. groovy Workflow relations = ticketRelationSerwice.getByTicket(regTicket, null, null)
deleteCustomensiiithoutTidkets_old. groovy Workfow for (subRegRelation in relations) {

intiaizeCscalationThiggers. aroovy subRerq = subRegqRelation. getTargetTicket()

if (subReq.getiScopelnfo().geticope().getlame (). equals ("defaulticope/user_data_needed”)) {
sendEscalation2Mad.groovy return subReg

sefCFGroup ity groovy Workffow
setnitaEnumssD Defzult vales
setMaibestae figungentes Default valies

Return the ticket

) Method which should be executed, called

from code blocks above

setPrioDefault HT Default vales

BEEE BN
Fig. 16: ConSol*CM AdminTool - postActivityExecutionScript
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18 CM6 Administrator Manual 6.8 - Working with
Text Templates
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18.1 Working with Text Templates

Text templates are pre-defined texts which an engineer can open and either use as-is or modify. Text
templates may be used for e-mails where text, headers, and footers can be specified. Another example are
documents which have to be edited using MS Word.

In both cases, the templates do not offer only texts but certain data fields can also be pre-filled with data
from the ticket, e.g. customer name or ticket subject.

ConSol*CM includes two modules which provide text templates:
* the Template Designer for editing and managing e-mail templates
and

® CM/Office for editing and managing MS Word templates.
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18.2 The ConSol*CM Template Designer

® The ConSol*CM Template Designer
® Why E-mail Templates?
® E-mails in ConSol*CM
® E-mail Templates in ConSol*CM
® E-mail Template Components
® Storage and Management of E-mail Templates
® In the Template Designer
® |n the Template Section of the Admin-Tool
® The Template Designer
® Basic Template Designer GUI: The Templates List
® Create a New Template
® Create a New Letter
® The Library of Markers
® Create a New Include or Workflow Include
® Create New Text Blocks
® Create and Use a Script
® Binding Templates to Queues or to Specific Parameters
¢ Hard and Soft Binding
® Page Customization for E-mail Template Functionalities

18.2.1 Why E-mail Templates?

When a system works with e-mails, several criteria have to be considered. If all those requirements are met,
e-mail templates are a very helpful tool in every-day working life.

®* The e-mails have to have a strictly defined layout, usually according to a company's ClI (corporate
identity).

® The texts have to follow the company's letter/text guidelines.

® Texts that are used very frequently have to be provided by templates in order to save time and to
avoid typos and other errors while typing the text.

® Customer-, system-, and engineer-specific data have to be integrated into the text.

® The template management should be performed by an administrator and/or power user. No system
configuration by the software company should be required.

ConSol*CM provides the function set to take all those criteria into consideration.

18.2.2 E-mails in ConSol*CM

E-Mails are used for core functionalities in ConSol*CM. Those functionalities have been described in detail in
chapter File Card E-mall, so here, only a short review is given.
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ConSol*CM can receive and send e-mails. Sending e-mails can serve various purposes:

®* An engineer writes an e-mail directly from the ticket, using the Ticket E-Mail Editor.
This can be an e-mail to the customer, to a co-worker, or to any other person with a valid e-mail
address. Often, there are standard texts which are used every day for several recipients. To avoid
typing the same text over and over again, ConSol*CM offers e-mail templates. These are text
templates where parameters like customer name, ticket number, or engineer name and phone
number can be integrated. When the template is used, the system fills in the parameters automatically
with the valid data from the current ticket. The engineer can add more text or modify the text as
required, so e-mail templates are not static but dynamic.
E-mails which are sent manually either do not use a template or are based on a template from the
Template Designer. Templates from the template section of the Admin-Tool are not available here.

® The system sends an e-mail automatically.
This can be an internal e-mail like a reminder for an engineer when the ticket has entered the
escalation status, or an internal e-mail to a supervisor when a ticket needs approval to be continued.
Or it can be an external e-mail to the customer like a confirmation of receipt or a notice that a ticket
has been solved. The e-mail is generated automatically based on the respective e-mail template.This
can be an e-mail template from the Template Designer or from the template section of the
Admin-Tool.

18.2.3 E-mail Templates in ConSol*CM

E-mail Template Components

In e-mail templates in ConSol*CM you can use free text and all data that is available for a customer, an
engineer and/or the ticket. In section The Library of Markers all available components will be explained.
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Admin-Tool

Letter\

= ]

| Ticket data I
. .
| Contact data I
Data field value
| Engineer data | Text block 1 |
| Custom defined data | 3 d
Data field value
L Data fields Text block 2 |
~ .
Data field value
Include )
=
Data field value i
Skript /
J

Fig. 1: ConSol*CM - Availabe Components / Data for E-mail Templates

Please refer to the User Manual section E-mails for a detailed description how to use the Ticket E-Malil
Editor.

Storage and Management of E-mail Templates

E-Mail templates are stored and managed at two different locations in ConSol*CM:

1. In the Template Designer
2. In the template section of the Admin-Tool

In the Template Designer
This is a Web Client based tool for the creation and management of e-mail templates. See section The
Template Designer.
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Manage templates

213

Templates
Template library

Filter
Active

For ’7
queue |Coose One[«]
Used

i wihin | Choese One [=]

Context
1. Mone w

2. Mone v

Group Template Lanquage
Riickfrage  Catalogue 1 0.0.4 + en
Riickfrage  Catalogue2 0.04 ~ en
Rickfrage  Katalog PC 0.04 + de
Vertrag New offer 004 de
Werbung New products 0.0.1 + en
general SalutationScript 0.0.1 en
algemein  Signatur Company 0.04 ¥ de
allgemein  Signatur standard (E-mail standard) 0.0.1 ~ de

Fig. 2: Template Designer

Used within email

Used within ticket create

Used within ticket edit

Type None  None Usage  Used within
Text Block 0 no
Text Block [ no
Text Block 0 no
Text Block 0 no
Text Block o no
Script 0 yes
Include 0 no
Letter no

ves
yes
yes
yes
yes
ves
ves

yes

ves
yes
yes
yes
yes
ves
ves

no

yes
yes
yes
yes
yes
ves
ves

no

Every user who has been assigned a role with the permission Write template can access the item Manage
templates (which opens the Template Designer) in the main menu.

. CMO Admin-Tool @ koalost, il 0 e s s M ® 2 i

File Views Help

«e)le]B)

Representation Permissions

(] T Y @283 N=%800c WO
i= 6 roles | | Queue Permissions | Global Permissions | Customer Group Permissions | Views | Engineer Functions|
Filter: | | [ALI queues "l Global Permissions
Administrate
Name
- } Workflow Permissions
CM _Administration
Kontaktmanager Read workflow
ServiceQueue
SpamAdmin Wirite workflow
'
Workfow_Admin Deploy workflow
Template Permissions
Write template

Configure representation

Track User Permissions

Access tickets of the own company

= [CM_Administration]

ll

Fig. 3: ConSol*CM Admin-Tool - Permissions for Templatemanager
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(v Consulting Best Practice:

We recommend to create a role (like Templatemanager) that has only the permission Write
template, no queue permissions or other permissions are granted. Every user who should have
access to the Template Designer can be given this role. That way, there is no merge between
regular user permissions and Template Designer permissions and you can grant and retrieve the
template manager permission in a very flexible way.

When the permission has been granted, the user has access to the main menu item Manage templates.

ConSol it
-JIVI LY Logged in: Charly Chef | +

| Overven |

Fig. 4: ConSol*CM/Web Client - Main Menu with Template Designer Access

In the Template Section of the Admin-Tool

You need admin permissions to work with those templates. In the template section of the Admin-Tool,
several types of templates are stored and managed, not only text templates for e-mails. Please refer to the
detailed explanation of Admin-Tool templates for more information, see section Admin-Tool Templates.

18.2.4 The Template Designer

Basic Template Designer GUI: The Templates List

When you open the Template Designer, the following GUI is displayed:
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Templates Mew

Template library

Active

For gueue | Choose One El

None «
None
Group Template Lanquage Type None None Usage Used within workflow
general Signature_Cempany 0.0.1 « en Include 0 no
general Signature_Company_Wl 0.0.1 en Include 0 VES
general Standard_Signature 0.0.1 en Letter 0 no

Edit
Disable
Delete
Clone

Use as standard

Fig. 5: ConSol*CM/Web Client - Template Designer GUI

A list of all existing templates is displayed. You can filter the displayed list entries by using the filter in the
upper part of the page, e.g. only active templates can be displayed or only templates belonging to a certain
queue.

The list contains the following columns:

®* Group
The group of a template does not have any technical or functional implications, it is only used to order
the list in a certain way, i.e. to group templates with a common context.

®* Template
The template name. This is also used in workflows to indicate the required template and it is
displayed in the Ticket E-Mail Editor in the template selection.

¢ |Language
The language that has been selected during creation of the template (can be modified). The web
browser of an engineer will display the template according to the browser locale. So when you need a
template in different languages, make sure to set this value correctly.
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There are five different types of templates which will be explained in detail in the subsequent sections:

Letter

This is the basic form of a template. Letter templates are offered in the Ticket E-Mail Editor and
can be used as workflow e-mail templates. All other template types are only sub-components
of a letter.

Include

This is a sub-component of a letter which can be used in /etters. In this way, you can use the
same text in several templates. A typical example is the signature of a company which is used
in every other template. The signature should be defined as include and then be integrated in
all other (letter) templates where the signature is required. Thus, the template administrator
has to maintain the signature at exactly one location and can be sure that it is used in every
other template correctly.

Workflow Include

This is the same as an include but used only for workflows.

Text Block

This is also a sub-component of a fetter. It can be checked or unchecked during the writing of
e-mails, i.e. the text will be displayed or not. A good example is the first analysis in a helpdesk
team where the same questions are sent to every customer. One text block can contain
hardware questions, one software questions. Depending on the purpose of the mail, the
engineer uses either one.

Script

This template type is only available for administrators (i.e. a user who logs into the Web Client
using an administrator account). Here, intelligent templates can be constructed like a template
that sets Dear Sir for a male and Dear Madam for a female customer, depending on the value
of the field salutation.

® Context (here None)
Can be used to define dependencies or conditions (e.g. field values). Only when the condition is met
the template is offered in the Web Client GUI, e.g. the template is only offered for tickets with high
priority.

® Usage

Indicates how often the template is used.

® Used within workflow
A template can be marked as workflow template. Then it is not available in the ticket e-mail editor but
can only be used by the workflow for automatic e-mails.

You can sort the list according to a criterion by clicking on the column header. Clicking on it again reverses
the order.

For every template you can select an operation by using the context menu:

* Edit

Edit the template. The same functionalities as described for creating a new template are available.
* Disable

(or Enable for disabled templates)

Only enabled (= active) templates are active and available in the system.
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® Delete
Delete the template. This is not possible when the template is used by a workflow or when an include
or text block is used in other templates (/etters).

®* Clone
Create a copy of the template. A new name is required in this case.

® Use as standard
(or Unset standard for the current standard template)
Only one template can be marked as standard template. This will be automatically inserted into any
e-mail that is opened in the Ticket E-Mail Editor. It can then be removed by the engineer or used in
the e-mail. Usually a signature or footer is defined as standard template.

@ Information:

A standard template must not contain text blocks or variables.

Create a New Template

Create a New Letter

To create a new template, click on the New link in the Template Designer GUI. In the GUI, you can enter all
parameters for the new template. In our first example, a letter is created which serves as confirmation of
receipt for the customer. It can be automatically sent from the workflow or be used in the Web Client.
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New Template

Fig. 6:

Details

| confimation_of_receipt

|ChnoseOne =" |E:demaICust0merMaiIs OK
[oor " GEE

| English (=]

=

Letter (=]

=
L
Ly
th
M
il
(il

|D11-' (default) = FontFamiy + FontSize | o

sy
A |

X X = = |4E = |
Dear [Salutation] [Acad. title] [Lastname],

vie have received your message concerning [Subject]. It is managed as ticket number
[Name]. Please use the Reply function of your email client if you have any further questions.
Clur Service Team will contact you as soon as possible.

Sincerely,
[Firstname] [Lastname]

[Signature_Company_WHfl (en)]

library of markers

Ticket ¥ » Signature_Company_ Wl (en}) -
Engineer 3
Additional parameters

Includes 3
Text blocks

Workflow includes 3

m

Scripts - -
Add parameter Ingert

Binding

ConSol*CM/Web Client - Create a New Template

Title

The name of the template.

Group

The group (see previous section). You can either use an existing group or create a new one.
Release

If you want to set up a versioning system for the e-mail templates, you can set the release, i.e.
version, here.

Language

Choose the language of the template. This can be important, if you work in an international team.
ConSol*CM can be used in as many languages as required, this can be configured using the
Admin-Tool and in the Process Designer. To make sure the e-mails are sent in the correct language,
the corresponding locale has to be set here.

Active

Select if the template should be active (= enabled) or inactive (disabled). This can be changed later,
so you can design a template and work on it and set it active when you are finished.

Type

Select the type (letter, include, text block, script) of the template. See previous section for explanation.
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® In workflow
Select if the template should be only available in workflows (i.e. not available in the Ticket E-Mail
Editor).
®* Body
Here you define the content of the template/letter. You can combine any free text and components of
the Library of Markers (below the body, see section The Library of Markers for details). Write the text
and select the desired element from the library by clicking on it and by pressing Insert.
®* Binding
Here you can define one or more
® queue(s)
® context(s)
where the template should be available, see section Binding Templates to Queues or to Specific
Parameters for details.

In the Web Client GUI, i.e. in the Ticket E-Mail Editor, the template confirmation_of _receipt would have the
following layout:

Comment E-Mail Attachment Time booking

New E-mail

show Cc| show Bocc
To |"Luke Skywalker" <duke@localhost:
Subject: | Ticket (100003) Test 2

emplate  confirmation_of_receipt -

Dear Mr Skywalker, —

we have received your message concerning Test 2. It is managed as ticket number 100003,
Please use the Reply function of your email client if you have any further questions. Our
service team will contact you 25 soon as possible.

Sincarely,
Charly Chef

My Special ConSol* Company
Kanzlerstrala &8

40472 Dusseldorf

Tel.: 0211/32299032-100

Fax: 0211/335903-111
http://wwan.consol.de

Send Cancel

Fig. 7: ConSol*CM/Web Client - E-mail Template in Ticket E-Mail Editor
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The Library of Markers
The Library of Markers provides a collection of all data fields that are available in the system. These are:

® default fields
like queue or engineer with all corresponding data like queue name or engineer forename or engineer
lastname
® ticket and/or contact custom fields
that have been designed specifically for the system like e.g. customer-service-number
®* components of the Template Designer
that are used in other components, e.g. includes or workflow includes
® scripts
that have been defined by an adminnistrator an can help provide content in a dynamic way

The following table provides examples for fields that could be found in a system. The names displayed in the
Library of Markers are the localized names of the custom fields. If no localization is provided, the (technical)
field name is displayed. If you would like to re-read the information about custom fields, please refer to
chapter Custom Field Administration.

Field Group or Main Custom Field Explanation
Component
Contact Salutation

Academic title
Forename
Lastname
Phone
Email
Customer Group Name of the customer group

Queue Name The name of the queue where
the ticket is being processed at
the moment

Custom fields for queue All custom fields of custom field
groups that have been assigned
to the queue

Ticket ID The internal ticket ID, not
displayed in the Web Client GUI

Name The ticket name, the ID in the
Web Client GUI

Subject
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Field Group or Main Custom Field Explanation
Component

Engineer The current engineer who owns
the ticket. Can be NULL (empty) i
f no engineer is set.

Creation Date Opening date of the ticket

Engineer Login The login of the engineer who is
currently logged into the system

Firstname
First name, last name, e-mail of

Lastname the engineer, be sure that the
respective field has been filled in

Email .

the engineer data, see chapter
Engineer Administration for
details about engineer
management.

Includes <all available includes>

Text Blocks <all available text blocks>

Workflow Includes <all available workflow includes>

Scripts <all available scripts>

By clicking on Add parameter you can define a field where the engineer has to fill in data at run-time. When
you have defined the field, it will be available under Additional parameters.
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Body
B I US&S | = = = = |DI\.I' (default) + FontFamily + | FontSize A __ v
XX = = | | = (2} @ W

Dear [Salutation] [Acad. title] [Lastname],

viz have received your message concerning [Subject]. It is managed as ticket number
[Mame]. Please use the Reply function of your email client if you hawve any further questions.
Qur service team will contact you as soon as possible.

We will call you back at

Sincerely,
[Firstname] [Lastname]

[Signature_Company_Wfl (en])]

library of markers
Contact

Customer Group
Queues

Custom fields for queue
Ticket

Engineer

Additional parameters -

- v v v v v
m

Add parameter Insert

New parameter |CaIIEackDate OK

Fig. 8: ConSol*CM/Web Client - Template Designer: Add Parameter in Library of Markers

B I U-& | = = = |DIhI (default) # FontFamily ¢ FontSize v A= d
L} L}

() @ W

X% |= = EE

ksl

Dear [Salutation] [Acad. title] [Lastname],

we have received your message concerning [Subject]. It is managed as ticket number
[Hame]. Please use the Reply function of your email client if you have any further questions.
Our service team will contact you as scon as possible.

we will call you back at [CallBackDate]

Sincerely,
[Firstname] [Lastname]

[Signature Company_Wfl (en]]

library of markers
Contact

Customer Group
CQueues

« CalBackDate -

m

Custom fields for queue
Ticket

Engineer

Additicnal parameters.

* vF v r v wow

Add parameter Insert

Mew parameter | QoK

Fig. 9: ConSol*CM/Web Client - Template Designer: Library of Markers After Adding Parameter

When the engineer opens the Ticket E-Mail Editor and enters data in the field (here CallBackDate), the
(new) data is automatically written into the field in the template.
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Comment E-Mail Attachment Time booking

New E-mail
show Cc| show Beo

To |"IJ.|ke Skywalkeer” uke@ocalhost =
Subject: | Ticket (100003) Test 2

zmplate  confirmation_of_receipt

kDate |Movember, 29, 2013

Dear Mr Skywalker, =

wie have received your messag ncerning Test 2. It is managed as ticket number 100003.
Fleasze use the Reply function our email client if you have any further questions. COur
service team will contact you on as possible.

we will call you back at November, 29, 2013

Sincerely,
Charly Chef

m

My Special ConSol* Company

Kanzlerstrale 8

40472 Dasseldorf

Tel.: 0211/3323903-100

Fax: 0211/339903-111

http s/ waw.consol.de i

Send Cancel

Fig. 10: ConSol*CM/Web Client - Ticket E-Mail Editor: Enter Data for New Parameter

Create a New Include or Workflow Include

An include is an e-mail template that cannot be selected by the engineer directly (in the Ticket E-Mail Editor)
but a component which is integrated in other e-mail templates, mostly in /letters.

A standard use case for an include is the signature, so we will show you the corresponding example. In
order to define the standard company signature, define a signature as include and integrate it into the
standard company signature which is a letter.
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New Template

Details

Title | Signature_Company

Group |genera| [x]" Addnew group
Release lDD‘Ii [#][][*]
Language |Eng|ish E
Active
Type | Include |Z|
Is Workflow L1
Body
B 7 US =5 = |0v ¢ Font Family ~ Font Size o A '
XX = = |4E £} 1 @ %

My Special ConSol* Company
Kanzlerstr. 8

40472 Disseldorf

Tel: 0211/339903-100

Fax: 0211/339903-111
http:/fwww.consol.de

2

library of markers
Customer Group i : LT E
Queues » ame
Custom fields for queus NE SUbJIEC’[
Ticket b Engineer N
Engiineer » ~ Creation date
Additional parameters Escalation date
Inrlinae . hd i

Add parameter Insert

0K Cancel

Fig. 11: ConSol*CM/Web Client - Template Designer: Signature Include



ConSol*CM Administrator Manual (up to Version 6.8.5.6)

Template

Details

Body

225

| Standard_Signature

| general

0.0.1 -

[ English =]

| DIV (default) » FontFamily

# Font Size

&)

Fig. 12: ConSol*CM/Web Client - Template Designer: Standard Signature Letter

Create New Text Blocks
A text block is an e-mail template that cannot be selected by the engineer directly (in the Ticket E-Mail
Editor) but a component which is integrated in other e-mail templates, mostly in letters. Usually, several text
blocks are offered in one letter so that the engineer can select which one(s) to use.

The following example shows how to use three text blocks to ask some initial analysis questions to the

customer.
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First, the text blocks are created:

New Template
Details
Title |Questi0ns_50ﬂware_8r0wser :
“roup | Service Team [x]" Addnew group
Release ID.D.17“ (][] [+]
Body
B I US|EEZE E |Dv » FontFamily + FontSize s A ’
XX | = E|"Z= |j 0 @ W
Browser:
Version:

4
Fig. 13: ConSol*CM/Web Client - Template Designer: Create First Text Block
New Template
Details
Title |Ouesti0ns_5c|f‘tware_05 :
Group |Servic:eTeam [=] " #Addnew group
0.0.1 R ER | ETEY
: [ English [=]
Active
Type | Text Block [+
Body
B Fr U & | E E = = |DI‘-" ¢ FontFamily + Font Size o Av__~ ’
X% |==|=E=EH = =
Cperating System:
Version:
Patch:
Further information:
y

Fig. 14: ConSol*CM/Web Client - Template Designer: Create Second Text Block
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New Template

Details
tle | Questions_Hardware
Sroup | Service Team [=]* Addnew group
Release ’Wi“ [+

ge |English El
active [l

Type | Teat Block El

B I U & | = = = |DI'\.|I + Font Family
XX a— sE |;|j

PC or Laptop?
Brand:

RAM size:

# CPUs:
Monitor brand:

Manitor madel:

# Font Size

Fig. 15: ConSol*CM/Web Client - Template Designer: Create Third Text Block

m
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Then the letter is created where the text blocks should be used:

New Template

Details

| Questions_Analysis_Emor :
Group |Service Team [=]" #Addnew group

Reease [00  |* [#[F[F

Language |Eng|ish E'
scive T
Type | Letter [+]

@

=
]
=
e
"
(M
fhi

| DIv (default) # FontFamily = FontSize v A~ .

EElwEIH (2 @ W

Dear [Salutation] [Acad. title] [Lastname].

to analyze the error in the ticket [Name] as fast as possible, please answer the following questions
and send us this email as reply.

Thank you very much in advance.
Sincerely,

A
library of markers
L,.IJB-IUIII NSEREE 1W YUTuUS r A nggﬂgns_Hardware (En} L
TICK,Et ' Questions_Software_Browser (en)
Englrl.&er ' Questions_Software_OS (en)
Additional parameters
Includes AE
Text blocks 3
Workflow includes = s

Add parameter Insert

Fig. 16: ConSol*CM/Web Client - Template Designer: Create Letter for Text Blocks

In the Web Client, the engineer can then decide which text blocks to use and which ones to deactivate:
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Hew E-mail
show Cc| show Bco

To |"Luke Skywalker" <duke@localhost >
cct | Ticket (100003) Test 2

emplate Questions_Analysis_Error -
Selected text blocks
Questions_Hardware
Questions_Software_0S
Questions_Software_Browser

Juote  Select entries | Entries visible to the customer

B I US| -
=E|==H (1 @ =

| v ¢ FontFamily |+ FontSize v A~ 7
_—

X X,

-

L3

Dear Mr Skywalker, i

to analyze the error in the ticket 100002 as fast as possible, please answer the following questions and send us this
email as reply.

PC or Laptop?
Brand:

RAM size:

m

# CPUs;
Manitor brand:

Monitor model:

Operating System:

Version:

Patch:

Further infoarmation:
Browser:

Version:

Fig. 17: ConSol*CM/Web Client - Ticket E-mail Editor: All Text Blocks Selected
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New E-mail

show Cc| show Beo
|"Luke Skywalker” <uke@localhost =
[ Ticket (100003) Test 2

Questions_Analysis_Error -

[7] Questions_Hardware
Questions_Scftware_Browser

Questions_Software_05

Select entries | Entries visible to the customer

| v ¢ FontFamly v FontSize v A~ __
= === ) @ W

Dear Mr Skywalker,

-
Lo
1=

&

[

i

Il

(il

to analyze the error in the ticket 100003 as fast as possible, please answer the following questions and send us this
email as reply.

Operating System:

Version:

Patch:

Further information:

Browser:

m

Version:

Thank you very much in advance.
Sincerely,

Charly Chef

My Special ConSol* Company

Kanzlerstrale 2

40472 Disseldorf

Tel.: 0211/339903-100

Fax: 0211/339903-111

http://vaeer.consol.de -

Fig. 18: ConSol*CM/Web Client - Ticket E-Mail Editor: One Text Block Deactivated

Create and Use a Script

Sometimes a system has to have a certain intelligence regarding the words and phrases used in e-mail
templates, because they are not static but have to be adapted in a dynamic way. A standard example is the
use of Dear Sir for male customers (salutation = "Mr") and Dear Madam for female customers (salutation =
"Mrs").

Use cases like this can be covered using scripts in the Template Designer.

This can only be realized by a ConSol*CM administrator. When you log into the Web Client as a regular user
with template managing permissions, you can define all template types but no scripts. In order to be able to
select script as template type, you have to log in with an admin account.

For information about the syntax that is used, please see the following web links:

® FreeMarker
® FreeMarker directives


http://freemarker.org/docs/
http://freemarker.org/docs/ref_directives.html
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An example script is the following:

Template
Details
Title | Salutation_gender-specific
Group |gene|a| [=]" Addnew group
anguage | English [=]
ype [Sowt =]
Body

[#if customer.salutation = "Mr"]
Dear Sir,

[#elseif customer.salutation = "Mrs"]
Drear Madam,

[#elze]

Hella,

[f#if]

0K Cancel

Fig. 19: ConSol*CM/Web Client - Template Designer: Example Script for Salutation
Please keep in mind that

® the values of the fields are the localized values (in the example, the technical value of the field
salutationis mr [ mrs, the localized value for EN is Mr/ Mrs). Always use the localized values!

® the fields are the custom fields managed in the Admin-Tool, please refer to section Custom Field
Administration for details.

231
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The script is then integrated into a letter template:

Hew Template
Details

Title |CallEackHequest
fra | general E| ®  Add new group
Release lrx ..
Language | English E|
Active
Type | Letter [=]

T

=
[
L
¢
[
1]
]

= | OV (default) = FontFamily + FontSize v A~ 7

|
0 = =

ksl

X X

= | iE |

[Salutation_gender-specific {en]]

in order to continue the work on you ticket number [Name], we would need some more
information.

Flease call the follwing number : 021/55443322

Thank you very much.

Sinceraly,
your service team

Fig. 20: ConSol*CM/Web Client - Template Designer: Insert Script into Letter
In the Web Client, the e-mails are formatted as requested.

Example 1 (for Mrs):

New customer

ConSol* GmbH -
-0 ConZol* GmbH
Sddresz  Franziskanerstr. 38
21543 Minchen

No comment

| Lea |5I~:'_."-'~'alker
|
|Iea Econsol de [[] Robinson
Phone | Office [=] [s5668899
| Mobile [«]  |0112233675
| - 1 [

Fig. 21: ConSol*CM/Web Client - E-mails Formatted by Script (Customer Data, Example 1)
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New E-mail

show Cc| show Bco
To |"|-'EEI Skywalker" dea@consol des
ect | Ticket (100562) Login emor

Template CallBackRequest

Diear Madam, D
in order to continue the work on you ticket number 100562, we would need some more

information.

Please call the follwing number : 021/55443322

Thank you very much.

Sincerely,
your service team

Send Cancel
Fig. 22: ConSol*CM/Web Client - E-mails Formatted by Script (E-mail, Example 1)

Example 2 (for Mr):

Contact Display «
| Skywalker ;
|
|Iu|-:e Econsal.de [] Robinson
Phone | Office [=] [12345
| Fax [=] |234556677

Fig. 23: ConSol*CM/Web Client - E-mails Formatted by Script (Customer Data, Example 2)
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Nevwwr E-mail

show Cc| show Bcc

| "Luke Skywalker" <katja@consol de
| Ticket (100520) Printer emor

CallBackRequest -

Ciaar Sir,

in order to continue the work on you ticket number 100520, we would need some maore
information.

Please call the fellwving number @ 021/5544323322

Thank you very much.

Sincerely,
your service team

Send Cancel

Fig. 24: ConSol*CM/Web Client - E-mails Formatted by Script (E-mail, Example 2)

Binding Templates to Queues or to Specific Parameters
The section Binding is the last section on the Template Designer page.

For every template you can decide if it should be displayed everywhere without any restrictions (i.e. in every
gueue and without regarding any parameters) or if it should be bound (= restricted) to specific criteria. This
can be

® queues
® queue-specific parameters (e.g. display the template only when the priority high has been set for the
ticket)

You can select queues and/or parameters by selecting a context, see the following pictures for examples.
Use the "+" button to add more binding parameters or the "-" button to remove existing parameters.
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The template should only be displayed in the 1st Level Helpdesk queue:

library of markers

customer

Customer Group
Queues

Custom fields for queue
Ticket

Engineer

Additional parameters b

Add parameter Insert
Binding

(Queues iz HelpDesk 1st Level

The template is available for following gueues:
HelpDeszk 1=t Level

Fig. 25: ConSol*CM/Web Client - Show Template for Specific Queue

The template should only be displayed in the 1st Level Helpdesk queue and only if the priority is high:

library of markers

customer o
Customer Group v [l
Queues b E
Custom fieldz for gqueue [N
Ticket 4
Engineer [
Additional parameters -
Add parameter Insert
Binding
1 Queues is HelpDesk 1st Level |:| E
2 MNone «
Select binding Bl
g » » Dependent enum b .+ Helpdesk priorities boa low
5 Feedback guestions ¥ [ | Department » normal
Helpdesk standard 3 Priori k high
pdesk ty o OK | [ Cancel
Qualification b |=| Country 3
Sales standard 4 Enum 4
Workaround F | | Wodule 4
-~ faq b - -
1 [ 1] | r

0K

Fig. 26: ConSol*CM/Web Client - Display Template for Specific Queue and Priority
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Hard and Soft Binding

When the template is only displayed in one (or more) selected queue(s) as shown in the example above, the
template is bound to those queues or to any other selected (restricting) parameter. There are two types of
binding:

® Hard binding
The check box softis not checked:
The template is only displayed (offered in the Ticket E-Mail Editor) in the selected queues or for the
selected parameters. The engineer who works with the template cannot change this configuration.

® Soft binding
The check box softis checked:
As default setting, the template is only displayed (offered in the Ticket E-Mail Editor) in the selected
queues or for the selected parameters. However, the engineer can change the display by clicking on
the button More templates. Then all softly bound templates are displayed as well.

18.2.5 Page Customization for E-mail Template Functionalities

Please refer to the section Page Customization to learn some details about how to adapt e-mail template
parameters.
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18.3 CM/Office

* CM/Office

® Introduction to CM/Office

® Requirements for Using CM/Office

® Availability of CM/Office

® Configuring the ConSol*CM System for CM/Office

® Creating MS Word Templates and Making Them Available
® Creating MS Word Templates
® Making MS Word Templates Available in ConSol*CM

® Using MS Word Templates from within the Web Client
® Creating a New MS Word Attachment Using a Template
® Working with Existing Word Attachments

18.3.1 Introduction to CM/Office

Even in companies where most processes are managed by IT applications, a great number of documents
still have to be printed out or are required in .doc or .pdf format for other reasons. These can be for example:

® invoices

® contracts

® documents concerning the acceptance of IT systems
® orders

ConSol*CM offers the standard module CM/Office to print documents directly from the business
management process. CM/Office supports MS Word documents. Templates guarantee that

® all documents of one type are identical (text and layout)
¢ all documents match the company's Cl (corporate identity)
® no engineer has to type the same text over and over again

Data from the ticket can be integrated into the template automatically, these can be:

® ticket data (e.g. amount in an invoice, service level in a contract)
® customer data (name and address of the customer and/or of the company)
® engineer data (name, phone number, e-mail address of the engineer who works on the case)

When CM/Office is active in ConSol*CM, the engineer can select the required MS Word template from the
ticket. The document is opened in MS Word automatically with all required data fields already filled in. The
engineer can then work on the document and save it. It is automatically attached (as regular attachment) to
the ticket and can be opened by users who have read access to the ticket and who have installed the
required software (MS Word) on their PCs.

With special adaptions implemented by our consulting team, doc documents can also be converted to pdf
files in order to make sure no further changes can be made to the document.
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18.3.2 Requirements for Using CM/Office
On the PC or laptop, the following requirements have to be met to use CM/Office:

* A JRE for the web browser has to be installed, because CM/Office is based on Java applets. For the
supported Java versions, please refer to the current ConSol*CM6 release notes.

® MS Word has to be installed. For the supported MS Word versions, please refer to the current
ConSol*CM6 release notes.

18.3.3 Availability of CM/Office

CM/Office is available in ConSol*CM version 6.7 and higher and is part of the standard function set of the
application.

18.3.4 Configuring the ConSol*CM System for CM/Office

If you want to activate CM/Office in your ConSol*CM system, the first step is to set the system property
cmweb-server-adapter | cmoffice.enabled to true.

Edit configuration entry
i Please edit the configuration entry
e — = Module: cmweb-server-adapter -
& CM6 Admin-Tool @ cmb-demo.int.consol.de ! |
Property: cmoffice.enabled
File Views Help |
n Type: Boolean |
/ﬂ\ "Tw '=': @ b y = OO @ @ < > Value field: true|
# Configuration Description:
Module: :AII modules
Module Property Value
CMas-core-security admin.email strohmei @con| |
cmas-core-security admin.login admin
cmas-app-admin-tool admin. tool. session. check.interval 30 Restartrequired: [
cmas-core-server attachment.max.size 100
cmas-core-security authentication. method DATABASE Optional:
cmas-dwh-server autocommit.cf.changes false
cmas-core-index-commeon big. task. minimum. size 15
cmas-core-cache cache-duster-name e49ca5e1-0bd)|
cmweb-server-adapter checklUserOnlinelntervalinSeconds 180
cmas-core-shared cluster.mode false — -
cmas-setup-hibernate cmas. dropSchemaBeforeSetup false
cmweb-server-adapter cmoffice.enabled false
cmweb-server-adapter commentRequiredForTicketCreation true
CMas-core-server config.data. version 22
cmweb-server-adapter oL izationVersion Te4426b6-4227-1123-9456-1305dfedac 13
cmas-core-shared data.directory fhomejcmasfcmas-data
cmweb-server-adapter data.optimization MINIFICATION
cmas-core-server defaultCommentClassiame
cmweb-server-adapter defaultContentEntryClassMame default_dass
cmas-core-server defaultincommingMailClassName
cmweb-server-adapter defaulthumberOfCustomFieldsColumns 3
CMas-core-server defaultOutgoingMailClassMame
cmas-core-index-common disable. admin, task. auto.commit false
cmas-dwh-server dwh.mode ADMIN
cmas-esb-core esh.directory fhome jcmas/cmas-data/mule
rmas-rore-rarhe evirtinn. event. auene size 200000 i
o
| 2 [cM_Administration] | |

Fig. 1: ConSol*CM Admin-Tool - Configuration of Property for CM/Office
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18.3.5 Creating MS Word Templates and Making Them
Available

Creating MS Word Templates

As a second step, you have to create the MS Word templates. This is done using MS Word. Please create
.doc or .docx files as templates, not .dot files!

Making MS Word Templates Available in ConSol*CM

As a third step, you have to fill in the requested data fields as merge fields in the MS Word template, i.e. you
create a CM/Office template from your regular MS Word document.

This is done using the ConSol*CM/Web Client. Only an engineer who has the permission write templates
(see the following figure) can do this. For a detailed explanation about setting role permissions, please refer
to section Role Administration.

= CME Admin-Tool @ cmé-dema.int.consol.de = | ] |-

File Views Help

Y = = iy @ P -
(3 4 - . N @ <> (& . -
= Role Administration
Roles 26 rales Customer Group Permissions I views | Engineer Functions
: Queus Permissions | Global Permissions
Filter: All queues
: Global Permissions
Name [] Administrate

CM_Administration

Workflow Permissions
Change_Queue_HD1_HD2_Role

Change_Queue_Sales Role [T Read workflow
HD 1_create_contact_readown_create_Role ]
HD1_create_contact_ro_wo_do_Role [C] wwrite workflow

HD'1_ro_wo_do_Role
HD_1st_Level_Role @

HD_1st Level Role_w/fo_change_engineer Template Permissions
HD_2nd_Level_Raole ) I
HD_2nd_Level_Raole_readonly il E s

HD_Sales_Role Representation Permissions
HD_Sales_Role_with_CustomerGroup
HD _Superwvisor

Porter Track User Permissions

[ Deploy workflow

D Configure representation

|Ten':iate Role [] Access tickets of the own company

][] D)

= [CM_Administration]

Fig. 2: ConSol*CM Admin-Tool - Necessary Template Permissions

Log into the Web Client and click on Manage Word Templates in the main menu.
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ConSol -

JIVIU Logged in: Susan § X (
| | | i| gr—

View: ServiceDeskAll Word templates
Own tickets (1) New Word template
MNew Template
(9 Deadline lduft ab - Angebot
[ ]6 ginreichen! Choose One =
100253 Assignedto: Huber, Harald
Select queues
Unassigned tickets (1) Choose One [=]
| Durchsuchen_ | TODO docx
oK Cancel

Word MailMerge fields

Show MailMerge fields available for a ticket

——

Reset

Template library
List of templates

There are no templates available.

Fig. 3: CM Web Client - CM/Office Template Manager
The CM/Office Template Editor is opened.

Enter the following data for each new template, then click on OK.

®* Name
The name of the (new) template. This will be displayed for engineers in the Web Client GUI.
®* Group
The name of the template group. This does not have any technical implications but serves as an
easy-to-use parameter to sort the templates in the template list.
¢ |Language
Select the required language. The languages that have been activated in the Admin-Tool are offered.
® Queues
Select the queues for which the template should be available.
®* Template
Use the file browser to select the .doc or .docs file that should serve as a template in the file system.

The new template appears in the template library, list of templates. You can perform the following step
directly after entering the new template data or you mark the template name (in the Word template column)
you would like to edit in the list.

In the next step, MailMerge fields, which represent the fields of ticket and customer data, can be added to
the template. Select a ticket which has all the requested fields by using the Word MailMerge fields section.
Enter the ticket name or subject in the field under Show MailMerge fields available for a ticket and select the
correct one from the search result list. All available merge fields are displayed:
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Word templates

Edit Word template

lame | Invioice Template_1

Group | Invoices

InvoiceTemplate docx

=]

Word MailMerge fields

Show MailMerge fields available for a ticket

oK

Cancel

plate | Keine Datei ausgewahit.

Avallable MailMerge fields for SUP-22 Error handling in ticket-search by id (in ticket relations)
1 to 20 of 111
Key Group Field Value

engineer_Company
engineer_Description
engineer_Divizion
enginesr_Email
engineer_Fax
engineer_Firstname
engineer_Function
engineer_Lastname
engineer_Login
engineer_Mobile
engineer_Phone
ticket_CreationDate

ticket_Engineer_Company

ticket_Engineer_Description

ticket_Engineer_Divizion

ticket_Engineer_Email

ticket Engineer_Fax

ticket_Engineer_Firstname

ticket_Engineer_Function

ticket_Engineer_Lastname
1 to 20 of 111

Reset

Template library

List of templates

Name Group Languaqe
InvoiceTemplate_1  Invoices en

test

Fig. 4: ConSol*CM/Web Client - Show Available MailMerge Fields

testGroup  en

Queues

HelpDesk 1st Level HelpDesk 2nd Level

Sales

katja@consol.de

Charhy

Chef

Chef

414008 11:47 AN

sommer@devnull.consol.de

Word template

InvoiceTemplate. docx

Test_.docx

1234560 M

1234560 M

Delete
s

=

241

In the MS Word document, go to the position where you want to insert the first field (in our example this will
be the customer name). Use Insert -> Quick parts -> Field to insert the MergeField. Copy and paste the CM

key of the field you need into the respective merge field (Field properties -> Fieldname) in MS Word:
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Fig. 5: MS/Word - Insert MergeField into Document

Do this with all fields you would like to have pre-filled when the MS Word template is opened. In the end,

your template might look like the example in the following figure.

Consulting & Saolutions
Recipient:
-
Field L7 J
Please choose a field Field properties Field options
Categories: Field name; [ Text to be inserted befare:
(Al IZ| weue_fields_contacts_member_firstname|
Date of invoice Field names: Format: [] Text to be inserted after:
Listhum o [EE I - al
Mapped field
3 i MacroButton Uppercase it
Service period T Lomercase
MergeRec First capital [ vertical formatting
ervices: MergeSe I0E Case
S geSeq Tith
MNext
. NextIf
rformed by: NoteRef
MNumChars i
MumPages
Num'Words E e
Page B
PageRef
Print
PrintDate
Private
Quote
RD v . .
reserye formatting during updates
P formatting d pdate:
Description:
Insert a mail merge field
Field Codes OK. Cancel
pay the
\
Thank you.
3
ConSol* Software
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ConSol =

Invoice '

Recipient:
uticket_queue_fields_contacts_member_firstname»
«ticket_queue_fields_contacts_member_name»

Date of invoice: November 26, 2013

Service period: August — October 2013
Services: ConSol*CM Consulting, 4 PT

performed by: «engineer_Firstname» «engineer_Lastname»

Please pay the amount of $X.000 according to the contract.
Thank you.
Sincerely,
ConSol* Software
Fig. 6: MS/Word Example Template

Save the template in the CM/Office Template Editor.

18.3.6 Using MS Word Templates from within the Web Client

Creating a New MS Word Attachment Using a Template

When MS Word templates are available for a queue, an engineer can use them by clicking on Attachments
in the History section of the ticket and by selecting the requested template. MS Word is started (if it is not

already open) and a document based on the selected template is created. The document is opened, with all
values/parameters filled-in at the correct positions. This might look like the example in the following figures.
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DD History Comment | E-Mail | Attachment | Time booking

Display communication « Sorting latest first «

Comment E-Mail Attachment Time booking

Add Attachment

Fie | [ Durchsushen.. | Keine Datei ausgewahi

Add Cancel
Word template
Mone
Templates %
08.11.2013 | Al b = InvoiceTemplate_1 (en) -

Invoices 3

Choose

Fig. 7: ConSol*CM/Web Client - MS/Word Templates Available as Attachments
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ConSol =

Consulting & Solutions

Invoice

Recipient:
Luke Skywalker

Date of invoice: November 26, 2013

Service period: August — October 2013
Services: ConSol*CM Consulting, 4 PT

perfermed by: Charly Chef

Please pay the amount of $X 000 agcording to the contract.
Thank you.

Sincerely,

ConSol* Software

Fig. 8: MS/Word Example Document

The engineer can then edit the document if requested and save it. This will attach the new version of the
document automatically to the ticket.

Working with Existing Word Attachments

An engineer can also open an MS Word document which has been attached to he ticket. As an engineer,
click on the attachment name. This will open the file in MS Word. Edit the document and save it. A new
version of the document will be attached to the ticket automatically.
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19 CM6 Administrator Manual 6.8 - Important Use
Cases
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19.1 Important Use Cases

In this chapter important use cases will be described. In the previous chapters, all components of the
Admin-Tool GUI have been explained in detail, so that you will be able to follow the instructions given in the
sub-chapters of this chapter.

However, if you started reading right here in order to learn something about a certain topic, you will find hints
and links to the respective paragraphs of the Admin-Tool explanation.
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19.2 System Access for CM/Track Users (Customers)

® System Access for CM/Track Users (Customers)
® Precondition
® CM/Track Technical Background
® General Principle of System Access via CM/Track
® Defining the User Profiles/Access Permissions for CM/Track
® Defining the Custom Fields for CM/Track Login and Password
® Granting Access to CM/Track for Customers Using the Web Client
® Customer Login to the System
¢ Extended Customer Permissions to See Company Tickets

In the following chapter, you will find detailed information about how to configure your ConSol*CM system to
grant access to the CM/Track (portal) to your customers.

@ Information:

Please note that for every CM/Track user (i.e. user profile) a ConSol*CM license is required.

19.2.1 Precondition

CM/Track is part of every default shipment of ConSol*CM, so there are no new files that have to be
deployed. However, the default function set is rather rudimentary and the pages have a rather plain layout.
In order to use CM/Track as a powerful portal for customer access to the system, the layout should be
adopted (Skinning) and the forms and lists which are displayed for the customer might be modified and/or
extended. Please contact our consulting team or your account manager if you would like to adopt CM/Track
in an optimum way for your company.

19.2.2 CM/Track Technical Background

The portal CM/Track is based on the REST API of ConSol*CM. Please refer to the separate document
ConSol*CM6 REST API documentation for details.

19.2.3 General Principle of System Access via CM/Track

A customer who wants to or should have access to your ConSol*CM system using the portal CM/Track has
to have a login and a password. Both can be initially provided by the engineer who edits the customer data
using the Web Client or the values can be imported automatically into the database.

The fields for the login and password of customers are custom fields which are defined like any other custom
field and which have special annotations.
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The access permissions of the customer are defined by assigning a user profile to the customer's account.
The user profiles are managed by the ConSol*CM administrator using the Admin-Tool.

19.2.4 Defining the User Profiles/Access Permissions for
CM/Track

As one of the first steps you have to define user profiles, i.e. profiles of access permissions to CM/Track. A
CM/Track user profile is defined like a regular engineer (please see section Engineer Administration for
details), but is marked as Track.

£ CM6 Admin-Tool @ cm6-demo.int.consal.de Elﬂlg
File Views Help
3 sz = | = L
A % 2 & W\ ¥ @ < o «]
Engineer Administration
Engineer 31engineers | | Roles | View criteria|
Filter: [l engineers v | | || Assigned Available
:NI roles v: :AJI types v: MName MName
\W_ CM_Administration -
First Last Logi Divisi Track ~ Jur
irst name ast name ogin ivision T3 5 Change_Queus_HD1 HD2 Role
( Axel bauer (] e Change_Queue_Sales_Role
Gottieb Daimler daimler ] HD1_create_contact_readown_create_Role
Oscar Fischer fischer ] HD1_create_contact_ro_wo_do_Role
heinrich HO1_ro_wo_do_Role
Jordan jordan (=] HD_1st_Level_Role
I Leon Kennedy kennedy = HD_1st_Level_Role_w/fo_change_engineer
Michael Knight knight B | HD_2nd_Level_Role
I N 7 I N HD_2nd_Level_Role_readonly
|| porter? HD_Sales_Role =
skywalker ] HD_Sales_Role_with_CustomerGroup
Bob Sponge sponge |:| HD _Supervisor
Bernd Stromberg stromberg (=] Read_write_own_tickets_HD1_Role
track_company_tic... Template_Role
track_fag 3 wil_Deploy_Role
track_no_append W_Read_Role
track_no_create wl_Write_Role
Karl Becker wil_userl ] ‘Workflow_Admin
Lukas Schneider wil_user2 (] Write_own_create_tickets_HD2_Role
Achim Miiller wil_user3 (=] nts_rights w
Anton Koch wil_user_nr ] i track_company_tickets
Workflow Administrator  wiladmin (] - track_fag -
| 2 [cM_Administration]

L.

Fig. 1: ConSol*CM Admin-Tool - CM/Track: User Profile Name

The user profile is assigned one or more roles to define the access permissions to queues and user groups.
For example you can set up a user profile (engineer) Porter who/that has the role Porter. This role has
read/write/append permissions to the queue Helpdesk 1st Level. For a detailed introduction to role
administration, please refer to section Role Administration.
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Fig. 2: ConSol*CM Admin-Tool - CM/Track: User Profile - Role

That way, a customer with the CM/Track user profile Porter can only see and add comments to tickets from
this queue. Another user profile might have access to Sales tickets and/or to an FAQ queue.

19.2.5 Defining the Custom Fields for CM/Track Login and
Password

The fields for login and password for a customer are regular custom fields. Please see section Custom Field
Administration for an introduction to custom field management and GUI configuration.

Edit the fields which contain the customer data (if there are two levels: not the company level, but the
customer level!).

® One field for the login has to be created, annotation username = true.
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Fig. 3: ConSol*CM Admin-Tool - CM/Track: Annotation for Login

® One field for the password has to be created, annotation password = true.
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Fields
Filter: |
MName Data type
phone3 |5hort string -~
phone4 |short string
phone_label short string
phonetype 1 Enum
phonetype2 enum
phonetype3 enum
phonetype4 Enum
porter_login short string
porter_password short string T
preparer boolean =
ga_unit_boolean_list_member boolean
ga_unit_list lizt L
robinson boolean
aalutatinn ST i
xlle)o/(e)(¢)] H[e
Assigned annotations
MName Value Annotation group
visibility edit common
passward true contact authentication
position 12;1 layout

Fig. 4: Admin-Tool - CM/Track: Annotation for Password

19.2.6 Granting Access to CM/Track for Customers Using the

Web Client

The engineer who works with the Web Client can then assign a user name, initial password and a CM/Track
user profile to every customer who should have access to the portal CM/Track.
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Contact Dizplay +
[ Mr [=] [Lake | Skywalicer
|Iuke@consol.de [7] Robinzen
Phone |Oﬁice [=] |I}211f335-5-l}3—1 1]
: [ Fax [=] [0211/339903111
: [ Mobile [=] [1234567
| Private E| |not given
ConSol"CM Consulting
Domain |C1‘|l:n:|se Cne [=]
Manager [7] Budget responsible
[] Functional decider [7] Preparer
|Iuke |cnnso|
Active Account
[
Add row
Fixed size
| (=]
heinrich
porter2

track_company_tickets
track_fag
track_no_append
track_no_create

Fig. 5: ConSol*CM/Web Client - CM/Track Users

19.2.7 Customer Login to the System

Then customers can log into the system and see their tickets. Please refer to the User Manual, section
CM/Track for a detailed explanation how to work with ConSol*CM as a customer.

login |Iuke |

password |"“" |

Fig. 6: ConSol*CM/Track - Customer Login
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Iy tickets Mew ticket FAQ Logout

Scope Ticket name Creation date Queue Subject
. _ - HelpDesk )
. o a7 479 .
Qualify 100520 19.11.2013 13:26 15t Level Printer errar

Fig. 7: ConSol*CM/Track - Ticket List

19.2.8 Extended Customer Permissions to See Company
Tickets

In some cases it might be required that customers log in to the ConSol*CM portal CM/Track and have to
have access not only to their personal tickets but to all tickets of their company. In this case, the role for the
Track user should be assigned the right Access tickets of the own company, under Track user permissions.
Please refer to the section Role Administration for a detailed explanation.
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19.3 FAQs in CM/Track

® FAQs in CM/Track
® [ntroduction to FAQs in CM/Track
® Configuring the ConSol*CM System to Allow FAQ Search in CM/Track
® FAQ Search in CM/Track from a Customer's Point of View
®* More Complex Solutions for Managing FAQs
® Using Two FAQ Queues: FAQ Management and Active FAQs
® Setting up Two (or More) Parallel FAQ Environments Using Track Users

19.3.1 Introduction to FAQs in CM/Track

If you use CM/Track as a portal where your customers can access their tickets or the tickets of their
company, you might consider offering an FAQ (frequently asked questions) search to this clientele. This has
proven to be very helpful in help or service desk environments where customers can check if the problem
they face has occurred before and if there is a solution already. Only if they do not find any help they will
contact the service desk and/or open a new ticket. This saves time for both customer and service team. It
might also be employed in other environments where you would like to offer this service.

According to ConSol*CM standard, every FAQ is treated as a ticket. The queue(s) which should be available
as FAQ queue(s) via CM/Track have to be defined as special FAQ queues, because usually customers are
allowed to see only their own tickets or tickets from their company, but FAQ tickets do not belong to any
customer. They can be accessed by every customer who logs in with a user profile that has access to the
FAQ queue(s). Here, only read access has to be granted.

19.3.2 Configuring the ConSol*CM System to Allow FAQ
Search in CM/Track

As a first step you have to create a FAQ workflow (please see the Process Designer Manual for details) and
create an FAQ queue that is marked as a queue for frequently asked questions (check box FAQ).
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DB — s
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Edit queue

| Please edit the queue's data.

Custom fields [Cl.lstumero‘mldmeoﬂextlprojects]

Assigned = Available =
faq dependent_enum
feedback numbers
helpdesk_standard sales_standard
qualification
queue_fields (*)
workaround

Fig. 1: ConSol*CM Admin-Tool - Queue Administration

Then a role has to be defined which can access the FAQ queue in read-only mode. Please keep in mind that
this role also needs read access to the customer group under which you have located the FAQ queue
tickets.
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Fig. 2: ConSol*CM Admin-Tool - Role Administration

Then this new role has to be assigned to the user (profile) which is used as CM/Track access user (see
section System Access for CM/Track Users (Customers)).
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Fig. 3: ConSol*CM Admin-Tool - Engineer Administration

19.3.3 FAQ Search in CM/Track from a Customer's Point of
View

A customer can search the FAQ queue using a search pattern. A list with the search results is displayed. By
opening one ticket from the list, the fields of the tickets are displayed. This might be a solution as in the
following example or other service information.

My tickets Tickets of my company New ticket FAQ Logout

FAQ

Queue: CMEFAQ [~

Pattern ‘pnm.er

Scope Ticket name Creation date Queuve Subject

CME development FAQ 623540 14.10.2013 13:16 g:g [MyCompany] Indexer hangs. serverlog says: rverjdbc.internals. TDS.Reader] ,, TDS header contained invalid packet length: (CM #159704)
CMG development FAQ 619089 22.08.201212:50 E::f [@R] CustomerProject: IT Company - Request for way of implementation

Fig. 4: ConSol*CM CM/Track - Examples for FAQ Search, 1
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My tickets Tickets of my company New ticket FAQ Logout

Ticket details

Ticket 623540
Subject Indexer hangs. serverlog says: rverjdbc.internals.TDS.Reader] ,,, TDS header contained invalid packet length: (CM #159704)

Creation date 14.10.2013 13:16

Scope
CM6 development FAQ

External true
Priority Urgent
Found by regression false
Occurredin 6853

Ticket type Cuick response

Use Admin Tool and restore index for all gueues

Solution

Fig. 5: ConSol*CM CM/Track - Examples for FAQ Search, 2

19.3.4 More Complex Solutions for Managing FAQs

Using Two FAQ Queues: FAQ Management and Active FAQs

Instead of using only one FAQ queue, two queues might be used. One can be an FAQ management queue
where tickets can be placed manually or be transferred from help or service desk queues. An FAQ manager
checks the FAQ and edits the ticket if required. Then the ticket is placed in the queue for active FAQs. Here
it can be accessed by customers. After a certain period of time or when the FAQ manager decides the FAQ
should no longer be available, it is transferred back to the FAQ management queue. It can be re-activated or
closed.

Setting up Two (or More) Parallel FAQ Environments Using Track Users

By creating more than one FAQ queue (or a pair of FAQ queues) and creating the respective CM/Track user
profiles, it is possible to provide FAQs for different customer groups. For example, for one customer group
technical help desk questions and answers are offered whereas for the other customer group support and
update information is provided. Of course, there can also be a CM/Track user profile which has access to
both FAQ environments.
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19.4 Data Warehouse (DWH) Management

® Data Warehouse (DWH) Management
® Introduction
® Data Warehouse
® ConSol*CM Data Warehouse and ConSol*CM Reporting Framework
® DWH Management Using the Admin-Tool
® DWH Administration Overview
® Basic DWH Configuration
® Initialization of the DWH
® First DWH Synchronization
® DWH Synchronization during System Operation
® DWH Tasks
® DWH Troubleshooting and Repair

. Attention:

To set up a DWH, a ConSol*CM Reporting Framework (CMRF) that is up and running is required.
If your system does not include a CMRF yet, please talk to your ConSol*CM manager or contact
ConSol* Software.

19.4.1 Introduction

Data Warehouse

A data warehouse is a collection of data from one or more than one systems and/or databases that provides
the basis for reporting and for data analysis. Often, the data has been combined or rearranged (integrated)
in a way that a perfect basis for reporting and for data analysis is provided.

ConSol*CM Data Warehouse and ConSol*CM Reporting Framework

A ConSol*CM default installation comprises all modules that are required to build a data warehouse. The
core component is the ConSol*CM Reporting Framework (CMRF).

This is a JEE application which synchronizes the data between the ConSol*CM database and the DWH
database. Please see the following picture for system architecture examples with DWH and CMRF. We
recommend that you use two servers, one for ConSol*CM and one for CMRF. Please refer to the current
System Requirements for information about the supported application servers and RDBMSs.
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Fig. 1: ConSol*CM System Architecture with DWH

There are two different modes to synchronize the DWH with the CM database:

* LIVE mode
In this mode, every change that has been submitted to the CM database is immediately synchronized

with the DWH.
¢ ADMIN mode
In this mode, the administrator has to trigger the synchronization manually.

L, Attention:

Only data from custom fields with the annotation reportable = true will be synchronized with the
DWH!

19.4.2 DWH Management Using the Admin-Tool

DWH Administration Overview

To manage the DWH, use the DWH Administration tab under Deployment.
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Fig. 2: DWH Administration

In the center area, the log file information of DWH operations is displayed. Use the radio buttons on the
right-hand side to select which log file should be displayed. The DWH operations are available as buttons in
the row below the center area.

® Initialize
Create tables during DWH set-up, see Initialization of the DWH
® overwrite
Used for re-initialization, see Initialization of the DWH
® Transfer
Start initial data transfer after set-up, see First DWH Synchronization
® Update
Transfer new/additional data to the DWH, see DWH Synchronization during System Operation
® Configuration
Open DWH configuration panel, see Basic DWH Configuration

The radio buttons and the buttons for DWH operations are not coupled with one another, i.e. when you
select an operation, the log file display is not changed. See the following paragraphs for detailed
explanations about all operations.

Basic DWH Configuration

Before you can set up a ConSol*CM DWH you have to prepare a database (or database schema) which will
contain the DWH data. The database server has to be available for the CMRF server.
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In order to prepare the system for the DWH synchronization, you have to configure the database and the
DWH mode. Open the Deployment section of the Admin-Tool and open the file card DWH Administration.
Click on Configuration, open the file card Configuration and insert all values of the CMRF server.

¥ — —
E CM8& Admin-Tool @ cmb-demo.int.consol.de 'E DWH Configuration | 53 |"_|
File Views Help |
DWH Configuration
/ﬁ\ ‘ﬂ‘gg EE‘ E] “. — i Please edit configuration of DWH
17 Deployment
Configuration | Netification
Deployment I DVWH tasks | DWH Administration
Mode
17.09.2013 12:45:59 Starting reinitialization... DWWH Mode Selection |LIVE -
17.09.2013 12:46:00 Error during processing dynamic tables
17.09.2013 12:46:00 Deleting tables... -
17.09.2013 12:46:00 Tables deleted Emection
17.09.2013 12:46:00 Creating database SLructure... Initial context factory: |ora.jnp.interfaces.MamingContextFactory
17.09.2013 12:46:04 Database structure created - : —
17.09.2013 12:46:04 Filling tables... URL factory packages: |org.jboss.naming:org.jnp.interfaces
17.09.2013 12:46:25 Tables filled CMRE URL: 123.123.12.122:1099

L 17.09.2013 12:46:25 Reinitialization finished successfully

Save ] [ Cancel
[ overwrite Transfer ] ’ Update ]
| 2 [CM_Administration]
Fig. 3: ConSol*CM Admin-Tool - DWH Configuration: File Card Configuration
At the DWH mode selection, choose one of the available options:
* LIVE
In this mode, every change that has been submitted to the CM database is immediately synchronized
with the DWH.
* ADMIN
In this mode, the administrator has to trigger the synchronization manually.
* OFF

No transfer of data to the DWH.

You can also see the DWH mode that is in operation by taking a look at the corresponding DWH system
property

] (NI E M= RN S R V] UIZELIT QU L L3R, G L L raime

cmas-dwh-server

m

JE—— — [T Ao Pmmm o P e A fm

Fig. 4: ConSol*CM Admin-Tool - System Property for DWH Mode

For the connection, the following parameters are required:
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®* For JBoss:
® |nitial context factory
The Java class that is used for the connection. No changes are required here since
ConSol*CM selects the correct value during system set-up.
® URL factory packages
The Java package that comprises the required connection classes. No changes are required
here since ConSol*CM selects the correct value during system set-up.

* CMRF URL
The URL of the CMREF, i.e. the URL to which the CM system should connect in order to provide
the information about new synchronization tasks. The general notation

<CVRF_HOST_| P>: <JNDI _PORT>

(i.e. 192.168.0.1:1099) can be used. Please note that the default INDI port is 1099. In case
you are using different JBoss port mappings, then the JNDI port will also differ. l.e. when using
ports-01 then the IJNDI port is 1199, for ports-02itis 1299, ...
®* For Weblogic:
® |nitial context factory
The Java class that is used for the connection. Use:

webl ogi c. j ndi . W.I ni ti al Cont ext Factory

® URL factory packages
The Java package that comprises the required connection classes. Use:

webl ogi c.j ndi.factories:webl ogic. corba.j2ee. nam ng. url : webl ogi c. corba. cli ent. nanmi ng

* CMRF URL
The URL of the CMREF, i.e. the URL to which the CM system should connect in order to provide
the information about new synchronization tasks. The t3 protocol has to be used, i.e.

t3:// <OVRF_HOST_| P>: <JNDI _PORT>

(i.e. t3://localhost:7010).

In the file card Notification you can configure the format of the messages (e-mails) which are sent by the
system concerning DWH operation, this might be errors, success messages or an information about an
unsuccessful operation.

The values are saved in the DWH notification properties.
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r |

i DWH Configuration P

DWH Configuration
i Please edit configuration of DWH

Configuration | Motification

Protocol:  |smtp -
Host: miziime. consols} de

Port: 25

User:

Password:

Error | successful | Unsuccessful

From: dwh@cmi&-deme.int. consol.de

To: dwh-admin@consal. de

Subject: Error occurred {cm6-demo.int. consol. de)
Description:

Error cccurred:

[ Save H Cancel ]

Fig. 5: ConSol*CM Admin-Tool - DWH Configuration: File Card Notification
The following fields are available:

®* Protocol
Required - The protocol that is used to send the message, usually this is SMTP.
® Host
Required - The mail server. You can enter a name (DNS-resolvable) or an IP address.
* Port
Required - The port on the mail server where the mail daemon is listening.
® User
Optional - User name if a user authentication is required at the mail server.
®* Password
Optional - Password of the mail user if a user authentication is required at the mail server.
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® File cards Error/Successful/Unsuccessful
Here the e-mail parameters for e-mails that are sent by the system concerning the DWH can be
configured. There are three types of messages: in case of an error, in case of a successful operation
and in case of an unsuccessful operation.
® From
The FROM e-mail address for messages (maybe this is another FROM address than the one
used for e-mails to customers and to engineers)
®* To
The e-mail address of the recipient of the DWH messages. Initially this will be the ConSol*CM
administrator e-mail address which has been entered during system set-up.
® Subject
The (e-mail) subject of the error/success/unsuccessful message.
® Description
The body (text) of the message.

Initialization of the DWH

When the basic configuration has been performed, the first transfer of ConSol*CM data to the DWH can be
started, this is the DWH initialization. Press Initialize and follow the entries in the protocol panel. Be sure to
have marked Initialization (radio button) in the top right corner to display initialization events.
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17.09.2013 12:46:00 Deleting tables. .. © Transfer
17.09.2013 12:46:00 Tables deleted ) Update
17.09.2013 12:46:00 Creating database structure...

17.09.2013 12:46:04 Database structure created

17.08.2013 12:46:04 Filling tables...

17.098.2013 12:46:25 Tables £illed

17.09.2013 12:46:25 Reinitialization finished successfully

[ overwrite Transfer ] [ Update l [ Configuration

= [CM_Administration]

Fig. 6: ConSol*CM Admin-Tool - DWH Initialization
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During this step, the database structure in the DWH is created with all tables and relations. No data will be
transferred yet. Depending on the amount of data, this might take some hours.

If the DWH has been in operation and has to be set-up a second time, a reinitialization has to be performed.
Check the overwrite option in order to delete the old database structure and create a new one. Then press
Initialize.

First DWH Synchronization

To fill the data warehouse with the CM data for the first time, press Transfer. The initial transfer is started.
You can follow the log entries by opening Transfer in the protocol panel.

DWH Synchronization during System Operation

If the DWH is running in ADMIN mode, the DWH administrator has to start the transfer manually by clicking
on Update. Then all data that is supposed to be transferred, i.e. all data from fields with the reportable = true
annotation that has been added or changed since the last transfer, is transferred.

If a custom field did not have the reportable annotation at the time of the last transfer and has it now, the
corresponding content of the field from all tickets and/or customers is transferred.

You can follow the log entries for the DWH operation by opening the Update part of the protocol panel.

= Warning:

Do not remove the annotation reportable = true for any field without being absolutely sure that the
data is not required in reports any longer! If you remove a field that is used in reports and/or data
cubes, the reporting will fail at run-time!

DWH Tasks

In this list you will find entries (one entry for one task) if ...

¢ the DWH is running in ADMIN mode and the administrator has started an update: all tasks that have
to be performed are listed.

® the DWH is running in L/VE mode but the check box Automatic commit of administrative changes has
not been checked.

® custom field annotations have been set reportable = true and the check box Automatic commit of
administrative changes has not been checked.

You can mark a task in the list and execute it manually.

If the check box Automatic commit of administrative changes has been checked, the tasks will be run
automatically by the system.
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DWH Troubleshooting and Repair

If any errors have occurred during initialization, transfer or update, the log entries are displayed in the
respective protocol panel.

You can also check the original log file under the following path:

®* JBoss:

<JBOSS_HOVE>\ server\ <CMRF_SERVER_NAME>\| og\ cnrf. | og

®* Weblogic:

<ORACLE_HOVE>\ M ddI ewar e\ user _pr oj ect s\ dormai ns\ consol cn6_domai n\cnrf-1ogs\cnrf.| og

Please note that these are the standard paths. In ConSol*CM, Log4J is used. If you have configured a
different path for your log files in the log4j.xml, you will know where to find them.

Usually the log file and/or protocol panel entries give good hints at the initial reason for the transfer failure. If
you cannot fix the problem and you have a maintenance contract with ConSol*, please contact our support
team.
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19.5 Introduction to ConSol*CM LDAP Authentication

® |ntroduction to ConSol*CM LDAP Authentication
® Configuring the System to Enable LDAP Authentication
® Configuring the System during Initial Set-up
® Switching the Authentication Mode to LDAP in a Running System
® Managing Engineer Accounts for LDAP Authentication

ConSol*CM offers LDAP authentication for the Web Client as a standard feature, i.e. instead of managing
the passwords for the ConSol*CM engineers in the CM database, they can be retrieved from an LDAP
server (like e.g. a Microsoft Active Directory server).

When engineers want to log into the ConSol*CM/Web Client, they enter their user name and password and
press Enter. Behind the scenes, the CM server sends a request with the engineer's user name and
password and checks with the LDAP servers if those credentials are correct.

When the credentials are correct, the approval is sent back to the CM server and the engineer is logged into
the Web Client.

@ Important information:

Please keep in mind that the LDAP connection is only used to authenticate the user (confirm the
identity). The authorization (i.e. the assignment of access permissions in the system) is done via
the Engineer and Role Administration in the Admin-Tool. Every user who should work with the

system as an engineer has to be created as an engineer account in the Engineer Administration!
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Please see also the following picture for an explanation of the process:

Cite . A

2a. (Server)Username and
(Server) password might be

server =

—
Ll
e S ™ O > 0
<
Ty A X |
‘egy : — 3. Authentication approval L™ : —
ConSol*CM - LDAP Server

Fig. 1: ConSol*CM LDAP Authentication Process

19.5.1 Configuring the System to Enable LDAP Authentication
There are two ways you can enable the ConSol*CM system to use LDAP authentication:

1. Select LDAP authentication during system set-up and enter the requested parameters (system
properties) after the set-up.
2. Set up the system with the regular authentication mechanism and switch to LDAP later on.

Configuring the System during Initial Set-up

During system set-up you can select LDAP as authentication mode. This will set the system property
authentication.method (see below) to LDAP. No further parameters are entered. You have to set the LDAP
parameters manually. Please see the subsequent section for an explanation.



ConSol*CM Administrator Manual (up to Version 6.8.5.6)

271

CM6 Setup

Administrator | Scene | | Incoming E-mail | | Qutgoing E-mail | | Index| | Data Warehouse

Administrator

Please specify the login for a user with full administrative permissions.

Login: admin

Enter a password for the administrator.

Password: esesese

Confirm password for administrator.

Confirm password: eesesess

Please enter an administrator e-mail address to which error notifications will be sent.

E-mail: luke@localhost

Authentication can be done using the CM6 database (internal) or through LDAP.
Select authentication mode: LDAP -

Enable Kerberos v5 single sign on authentication (previously chosen authentication mode will be used as fallback mechanism).

Kerberos v5 authentication: [

| Previous || Nex |

Fig. 2: Consol*CM System Set-up - Authentication Mode LDAP

Switching the Authentication Mode to LDAP in a Running System

[ L au v . |2 Is
||:mas—core—security |auﬂ1&nﬁcaﬁon.meﬁ1c:d |LDAP |

CM&S-Core-security Idap. authentication simple

cmas-core-security Idap.basedn Ol=accounts,DC=consol DC=de

cmas-core-security Idap.initialcontextfactory com, sun.jndi.ldap.LdapCtxFactory

cmas-core-security Idap. password

cmas-core-security Idap. providerurl ldap: /ldap. consal.de: 385

Cmas-core-security Idap.searchatir uid

cmas-core-security Idap.userdn

Fig. 3: ConSol*CM Admin-Tool - Properties for LDAP Authentication

Required values for LDAP authentication (they are set via system properties, please see section LDAP

System Properties for an explanation):

® authentication.method
LDAP
® |dap.auhentication
simple
® |dap.basedn
The DN (distinguished name) of the LDAP (sub-)tree where the required attributes are located.
® |dap.initialcontextfactory
The Java class name for the initial context factory of the LDAP implementation when using LDAP
authentication. Usually should be com.sun.jndi.ldap.LdapCtxFactory.
® |dap.password

Password for connecting to the LDAP server to look up users. Only needed if look up cannot be done

anonymously.
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® |dap.userdn
LDAP user for connecting to LDAP server to look up users. Only needed if look up cannot be done
anonymously.

» A server user name/password pair might be required to access the LDAP server. If you are not
sure, you might want to use an LDAP browser for a first check.

® |dap.providerurl
The complete URL for the LDAP server:

| dap: / / <HOSTNAME>: <LDAP PORT>

® |dap.searchattr
Search attribute for looking up LDAP entry connected to CM6 login, i.e. the attribute which is used as
user name for the authentication.

19.5.2 Managing Engineer Accounts for LDAP Authentication

Use the Engineer Administration to configure the engineer accounts.

When LDAP is used as authentication method, it is not possible to set the ConSol*CM password within the
Engineer Administration. The pop-up window for engineer management provides the following fields which
are relevant for LDAP authentication. Please refer to section Engineer Administration for details concerning
the other (non LDAP-related) data fields.
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£ Editenginesr

[t

Edit engineer

Login:

First name:
Last name:
E-mail:
Position:
Company:
Division:
Description:
Phone:
Mobile:
Fanc:

LDAP ID:

Kerberos Principal Mame:

Track user:

i Please edit the engineer's data.

Chef

Charly

Chef
chefi@consol.de
Chef

ConSol* Software
Delivery
Super-Chef

1234

(]

[ Save

] [ Cancel

Fig. 4: ConSol*CM Admin-Tool - Engineer Administration

® Login

If no LDAP ID has been provided, this is used as the user name during the LDAP authentication
process which is looked up in the LDAP directory in the ldap.searchattr node.

* LDAPID

If you would like to employ special user names in ConSol*CM which are not identical to the values
used in the LDAP directory you can fill in this field. During the LDAP authentication process, this
name/ID is used as the user name which is looked up in the LDAP directory in the Idap.searchattr

node.

273
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19.6 Single Sign-On with ConSol*CM6 Using Kerberos

® Single Sign-On with ConSol*CM6 Using Kerberos
® Configuration of Kerberos Single Sign-On
® Introduction
® Requirements
® Setting up the System
® Domain Controller
® Registering the ConSol*CM6 Server Machine
® Registering the ConSol*CM6 Server User
® Generating the keytab File
® ConSol*CM6 Server
® Enabling Kerberos in ConSol*CM6
® Configuring Kerberos
* File keytab
® Client Machine
® |Internet Explorer
® Firefox
® Using the System
® Single Sign-on from the User's Point of View
® Multi Domains Single Sign-on
® Mapping Kerberos User Name to Engineer Name
® Starting and Stopping Kerberos Authentication

19.6.1 Configuration of Kerberos Single Sign-On

Introduction

The single sign-on feature relating to ConSol*CM6 allows users to authenticate against ConSol*CM6
automatically with their Windows credentials. This authentication mechanism

* works completely transparent, no user interaction (i.e. filling in login screen) is required,
® does not interfere with existing authentication mechanisms. If Kerberos authentication fails, we use
whatever authentication mechanism was configured (e.g. LDAP or database authentication).

The single sign-on feature is based on the Kerberos V5 protocol, which is integrated in the Windows Active
Directory . All information is encrypted using RC4 and HMAC .

The web server works as a non-Windows Kerberos service and can be installed on any operating
system/application server. After server startup it does not require access to the Active Directory anymore.

Client and web server use GSSAPI and SPNEGO to exchange authentication information.

This guide shows you how to set up single sign-on in a Windows (Active Directory) environment as this is the
most common scenario for our customers.


http://en.wikipedia.org/wiki/Generic_Security_Services_Application_Program_Interface
http://en.wikipedia.org/wiki/SPNEGO
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Requirements

For Kerberos-based single sign-on you need:

® Domain controller for the Windows domain
® ConSol*CM6 server
* Windows clients

19.6.2 Setting up the System

Domain Controller

275

The first step is to configure the domain controller so that it knows the ConSol*CM6 server. In our example

the domain controller is called win2003srv, the domain is

CM6SSO.CONSOL.DE.

Registering the ConSol*CM6 Server Machine
First, the ConSol*CM6 server machine needs to be registered in the active directory of the domain controller.

In our example it is the computer xplcmeé.

Important: The radio button Trust this computer for delegation to any service (Kerberos only) must be

activated!

D elegation | Location I Managed By I Dial-in I
General I Operating System I Member OF

APP-TEST2-V1S
=]

Computer name [prewindows 2000):

DMS name: I wplemb.cmBsso.conzol. de
Bole: IW’Drkstation ol Zerver
Diescription: I

Gerneral | Operating System I Member OF
Delegation I Location I Managed By I Dial-in

Delegation iz a security-zensitive operation, which allows zervices to act on
behalf of another user.

" Do not trust this computer for delegation

& Trust this computer for delegation to any service (Kerberos onlyk

= Trust this computer for delegation to specified services only
& |se Kerberos only
€ s any authentication protocal

Senvices bowhich thiz account can present delegated credentials:

Service Type | Uzer or Computer | Paort | Service Name| D¢
4] | |
" Expanded Add). | Eemove |

Ok I Cancel | Apply |

0K I Cancel | Apply

Fig. 1: Registration of ConSol*CM6 Server Machine
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Registering the ConSol*CM6 Server User

Second, the user under which the ConSol*CM®6 server process will run is created and registered in the
Active Directory, in our example the user tomcat. The following account options must be enabled:

® accountis trusted for delegation
® no kerberos pre-authentication needed

tember Of I Dial-if I Environment I Seszions
R emaote cantral | Terminal Services Profile I COr+
General I Address  Account I Prafile I Telephones I Orgatization

Uszer logon name:

IHTTF'a":-:p1 cmb I (@embaso.consal de j
Ilzer logon name [pre-Windows 2000];
|EMEs50Y [tomcat

Logon Hours. . LogOn To... |

[T Aceount iz locked out

Account options:

[~ User cannot change password
[~ Password never expires

IV Store password using reversible encivption LI
—Account expires

&+ MNever

" End of | Fretag .14, Mz 2014 =]

0k, I Cancel | Apply |

Fig. 2: Registration of ConSol*CM6 Server User

Generating the keytab File

On the domain controller the ConSol*CM6 server is created as a new Kerberos service, additionally a
Kerberos keytab file is generated. This file will be needed later on the ConSol*CM6 server machine. This
keytab file contains the shared secret key of the service.

C:\ Progranmme\ Support Tool s>kt pass /out tontat.keytab /ptype KRB5_NT_PRI NClI PAL /princ
HTTP/ xplcnb. cnmbsso. consol . de@MB6SSO. CONSOL. DE / pass consol . 123 / mapuser tontat /crypto
r c4- hmac- nt
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If ktpass is not available, the Windows Server 2003 Support Tools must be installed,
available here.

ConSol*CM6 Server

Install ConSol*CM6 as usual, then enable and configure Kerberos as described in the next steps.

Enabling Kerberos in ConSol*CM6

If you do an initial setup, you can choose whether Kerberos should be enabled. Please note that this is only
a hint and additional configuration is needed (see next steps).

If your ConSol*CM6 is already configured without Kerberos enabled, you can enable it in the Admin-Tool by
setting the property kerberos.v5.enabled to true (module cmas-core-security). A server restart is required to
activate the new setting.

Configuring Kerberos

A ConSol*CM6 server reads configuration parameters from the file cm6-kerberos.properties from the class
path:

® Under JBoss this can be:

../jboss/server/{donai n}/ conf/ cnb- ker ber os. properties
® Under WebLogic this can be:

../ {domai n}/ cnB- ker ber os. properties

In case you have a cluster of more than one ConSol*CM6 servers in operation, each server has to have a
separate properties file.

Properties in this file should contain:

* Reference to a Kerberos config file (e.g. krb5.ini or krb5.conf)
® One or more service principal(s), i.e. reference to keytab file

Example for cm6-kerberos.properties:

# path to kerberos configuration
ker beros. config.l ocati on=C:\\conf\\krb5.ini

# one or nore service principals (principal = path to keytab file)
HTTP/ xplcnb. cnbsso. consol . de@M6SSO. CONSOL. DE=C: \\ conf\\t ontat . keyt ab

Example for krb5.ini:


http://support.microsoft.com/kb/892777
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[1i bdefaul ts]
default _real m = CM6SSO. CONSOL. DE
def aul t _tkt_enctypes = rc4-hmac des-cbc-nd5 des-cbc-crc des3-cbc-shal
default _tgs_enctypes = rc4-hmac des-cbc-nmd5 des-chc-crc des3-chc-shal

[ real ns]
CMBSSO. CONSOL. DE = {
kdc = w2003srvcnb
admi n_server = w2003srvcnb: 88

[ donai n_r eal nj
.W2003srvcnb = CMBSSO. CONSQOL. DE
w2003srvcnmb = CMBSSO. CONSOL. DE

File keytab
Copy the keytab file you generated on the domain controller to the location you specified in the
cmé6-kerberos.properties config file.

~ Important: You have to restart the ConSol*CM6 server process!

Client Machine

Internet Explorer
The Internet Explorer needs to be configured so that automatic login is enabled. By default, this is allowed in
the medium-low security setting, which by default is set for the local intranet zone.

In detall, the following settings for login behavior are available.

L} Prompc
ji_‘J ser Authentication
'_ﬂ Logan
) Anonymous logon
(% Automatic lagon only in Intranet zone
{3} Automatic logon with current user name and password
{3} Prompt For user name and password

1 | »

*Takes effect after you restart Internet Explorer

Fig. 3: Internet Explorer Login Configuration

Settings and resulting behavior:
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®* Anonymous logon
No single sign-on is possible, user will get ConSol*CM6 login dialog.
® Automatic logon only in Intranet zone
Single sign-on is performed automatically but only if the site is part of the local intranet zone.
®* Automatic logon with current user name and password
Single sign-on is performed automatically with current user credentials.
® Prompt for user name and password
OS displays a login dialog, user can enter OS login information which is then used in Kerberos
authentication.

Firefox

In the default settings, Firefox does not support Kerberos single sign-on. To enable single sign-on, you have
to add the URI of the ConSol*CM6 Web Client in the Firefox configuration.

To do this:

® Open about:config.
® Add the web server to the property network.automatic-ntim-auth.trusted-uris
(for example http://xplcmé if that is the URI).

You can set this property also on the file system:

Open the file C:\Dokumente und
Einstellungen\[USER]\Anwendungsdaten\Mozilla\Firefox\Profiles\XYZ.default\prefs.js and add/replace the
following line:

user _pref("network.automatic-ntlmauth.trusted-uris", "http://xplcng");

~ Important: You have to restart Firefox after this change.

19.6.3 Using the System

Single Sign-on from the User's Point of View

An engineer using single sign-on to log into ConSol*CM6 will notice that

®* no ConSol*CM6 login screen is displayed.
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® instead there may be (for a short time) an intermediate text screen (which is used to gather some
client data via JavaScript) which immediately forwards the user to the ConSol*CM6 Web Client main
screen. Here, a message is displayed:

You have been automatically logged in and a new session has been created for you. *

It is still possible to login as another ConSol*CM6 user by clicking on the logout button which will lead you to
the login page or by explicitly using the ...../cm-client/login URL.

Multi Domains Single Sign-on

For each domain you will enable single sign-on, create a new domain/user and Kerberos principal and put all
of them into the cm6-kerberos.properties file:

# path to kerberos configuration (think krb5.conf or krb5.ini)
ker beros. confi g.l ocati on=/etc/krb5. conf

# one or nore service principals (principal = path to keytab file)
HTTP/ cnb. consol . de@ONSOL. DE=/ et ¢/ kr b5_consol de. keyt ab
HTTP/ cn6. consol . de@ONSOL. PL=/ et ¢/ kr b5_consol pl . keyt ab

Mapping Kerberos User Name to Engineer Name

Using Kerberos-based single sign-on, the Kerberos principal (i.e. the user's OS login) has to be mapped to a
ConSol*CM6 engineer name.

By default, this mapping is done using one of the two following ways:

® Explicit mapping:
Take the principal name and try to find a ConSol*CM6 engineer who has this principal stored as
Kerberos Principal Name. If such an engineer is found, this engineer is used.

®* Mapping via regular expression:
The regular expression defined in the kerberos.v5.username.regexp property (module
cmas-core-security) is taken and applied to the principal. The result of this will be taken and a
ConSol*CM6 engineer with this login will be searched:

® First matching regular expression group (in brackets) will be used as engineer login name, e.g.
the default property value (.*)@.* will convert Huber@cmé6sso.consol.de to Huber.

If further customization is needed please refer to UsernameAdapter interface javadoc.

Starting and Stopping Kerberos Authentication

Kerberos authentication can be started/stopped in the Admin-Tool -> page Configuration -> file card CM
Services -> Kerberos v5 authentication provider, see section File Card CM Services.
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19.7 Time Booking Using ConSol*CM

® Time Booking Using ConSol*CM
® General Introduction to Time Booking Using ConSol*CM
® Configuration of Time Booking Using the Admin-Tool
®* Time Booking from a User's Point of View (Web Client)
® Reports about Times Booked
® User Reports
* DWH Reports
® Page Customization for Time Booking

19.7.1 General Introduction to Time Booking Using ConSol*CM
In ConSol*CM, an engineer can book working hours on a ticket. Those working hours can then be reported.

Working hours are always booked on projects which have to be assigned to one or more queues. For
example, if your company plans to perform a migration from Windows 7 to Windows 8 clients and all the
working hours should be registered for this migration project, the ConSol*CM administrator has to create a
migration project and assign it to all queues where tasks for this project might be completed. Then engineers
can see their own reports for the project and a report over all time bookings might be implemented using the
DWH (data warehouse, see section Data Warehouse (DWH) Management).

19.7.2 Configuration of Time Booking Using the Admin-Tool

In order to enable engineers to book working hours on projects the ConSol*CM administrator has to perform
two steps using the Admin-Tool:

1. Create the projects on the page User attributes.
2. Assign one or more projects to the desired queues within the Queue Administration.

In the following example, three projects are created. Engineers in the 1st Level Helpdesk queue should be
able to book times on two of them. Thus, the two projects have to be assigned to the 1st Level Helpdesk
queue.
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rE * CM6 Admin-Taal @ cm&&mimmm- [r—— = x )
File Views Help——— —
A ZFTY @23 a3 N=28B 0 O ﬁ.q-j

| customer groups | Engineer functions | Customer roles | ProjectS|

MName
Project1_WindowsMigration

II Project3_WebServerUpdate “

DEE o

W s

Fig. 1: ConSol*CM Admin-Tool - User Attributes: Management of Projects
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£ Edit queue

Edit queue
1 Please edit the queue's data.

Details
Quewe: HelpDesk_lst_LeveH Workflow: | helpdesk1
Prefix: Calendar: ™|
FAQ: Enabled:
Ticket assignment templates
Assign; :engineer—assigned—defaultﬂail v: Unassign: :engineer—removed—defaultmail v:
Scripts
E-Mail script: -
i Default values script: jdu - |
N |Other
Description: -~ .
| Custom fields | Customer groups | Classes oftextl Projects |
Available ~

Assigned &
Projectl_WindowsMigration

Project3_WebServerUpdate

Project2_NewERP_system

W - E 3

Save

Fig. 2: ConSol*CM Admin-Tool - Queue Administration: Assigning Projects to a Queue

19.7.3 Time Booking from a User's Point of View (Web Client)

Please see the User Manual for a detailed explanation of the time booking feature. Here, only a short

overview is provided.

The user (engineer) can book working hours on a ticket using two different modes:
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1. Using the Time Booking section in a ticket to book working hours directly to this ticket.

Ticket Accept | Edit | Clone | Print | Display «

Printer error

s
E HelpDesk 1st Level | Qualify
100520 Unassigned | Open since 1141913 1:25 PM

Priority  normal
me 112013 Ask for feedback no
Germany
[TI[EI[E Customers Add | Hide

Main customer

Mr Luke Skywalker = CustomerGroup
luke@conzol.de

ConSolF GmbH

Company ConSol* GmbH

ddres= Franziskanerstr. 38
81543 MWidnchen
No comment

Engineers Add | Hide [
Ho relations Add | Hide

[TI[ES History Comment | E-Mail | Attachment@ Time booking

Display communication + Sorting latest first

Comment E-Mail Attachment Time booking

Add Time Booking

Today's time bookings:  00:00

Starting from |1,f13.f14 m | Duration |5

or | Choose One

Project | Choose One [=] Description |
Choose One
CK %] Project] WindowsMigration
Project2 MewERF system
19.11.13 13.26 #1 created by Harald Huber | Action +
o
13:26 default class

Pleaze fix, thanks

Fig. 3: ConSol*CM/Web Client - Time Booking in a Ticket



ConSol*CM Administrator Manual (up to Version 6.8.5.6) 285

2. Using the Time booking section in the personal settings to book working hours on a selected ticket
(only tickets where the engineer has performed certain activities and tickets owned by the engineer
can be selected).

Engineer profile

Password change

Old password | :

. ®
{EW DasEWora |

Repeat password | :
OK Cancel

Representation

Engineers representing me

[=]

Engineers represented by me

General settings

View criteria

Priority  Please choose -

oK

Default Customer Group

Choose One [=]

Time booking Add
Add Time Booking

Ticket name or subjec |1{H} []* Assigned Tickets [F]
Starting fro NOOSEOPERERERS | oo [
or |Chl::l::580ne El

0K Cancel Mew ticket search

Day |1/13/14 R

Time period Day Week Month

Jan 13, 2014 4 Today W
Time  Duration Project Ticket Comment
+00:05 Project1 WindowsMigration #100520 Printer error Prepare SV distribution

Total bookings on this day: 00:05

Fig. 4: ConSol*CM/Web Client - Time Booking in the Personal Settings Section
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19.7.4 Reports about Times Booked

User Reports

Users can see a list of their time bookings on the personal settings page, see following figure.

Engineer profile

Password change

Representation

Engineers representing me

-

Engineers represented by me

General settings

View criteria

Priority | Please choose

oK

Default Customer Group

Choose One [=]

Time booking Add

Day [2/5/14 [

me period Day Week Month

Feb 05, 2014 4 Today P
Time Duration Project Ticket Comment

#SUP-80 Temporary files created during

S:00 AN - 5:04 AM 00:04 Project! WindowsMigration Fix for the problem

import/ex...
00:55
£:00 AM - 2:00 AM 02:00  Project? NewERP system 100424 without overwrite mode f':i'j'cecdc'""e“"’“
H#o _og S - |.1.|' 5 i 5
7:00 AM - 10:00 AM 03:00  Project! WindowsMigration | Lor-39 Setun: problem with consiraints on
setup.
700 AN -T:01 AM 00:01 Project! WindowsMigration #100520 Printer error

Total bookings on this day: 05:05

Fig. 5: ConSol*CM/Web Client - Time Booking in the Ticket

As an engineer, you can select if you would like to see the bookings for the current day, week, or month. In
the Day view, the projects are indicated, in the Week and Month view, only the sum of the booked times per
day/week is indicated.
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DWH Reports

If your company would like to have reports on a more detailed level, the DWH provides a good basis.
Reports can be developed that use the DWH data and provide e.g. the times booked on a certain project by
all engineers.

19.7.5 Page Customization for Time Booking

In case the time booking feature is not required, you as an administrator can turn off the feature by using
ConSol*CM6 Page Customization, see section Page Customization for details.

The following two parameters are relevant in this context:

® timeBookingSection
® timeBookingFeature
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20 Page Customization

® Page Customization
® General Introduction to Page Customization
® Page Customization in the Web Client
® Page Customization Using Parameters
®* Possible Pages (Scopes) for Page Customization
® Page Customization Parameters (in Alphabetical Order)
® acimSection
® accordionTicketList
® attachmentSection
® autocomplete
® cmRichTextEditor
® customerSectionPanel
® detailSearch
¢ globalSearchField
®* mailTemplate
® navigationLinks
® ticketPanel
® TimeBookingSection
® unitSearch
® unitSearchHeader
® viewDiscriminatorsSection
® Expert Section: Using the JMX Console for Page Customization (JBoss Only!)
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20.1 General Introduction to Page Customization

In addition to the design of the Web Client GUI in the process of defining custom fields (see section Custom
Field Administration), an administrator can configure more GUI layout features and functionalities using page
customization.

When you log into the Web Client as an administrator, you see the item Enable page customization in the
main menu. Depending on the context, i.e. on the page that is currently displayed, the page customization
offers different, page- and context-specific functionalities.

For example, when you have opened a ticket and start the page customization, you can configure
parameters for the ticket in general. When the Ticket E-Mail Editor is open, you can also configure e-mail
editor-specific parameters.

In the following sections, the general principle of page customization and all available page customization
parameters are described and explained in detail. In all other sections of this Administrator Manual,
references to this sections will be included where required.
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20.2 Page Customization in the Web Client

When you start the page customization mode, the page customization definition section (PCDS) is displayed
in the lower half of the GUI and on the right side you see a tree that reflects the structure of the current page.

Within the page, every element of the page is marked by a blue border. When you move the mouse over an
element, the name is displayed and it is marked in the tree. That way you can easily identify the component

you would like to modify.

Fig. 1: ConSol*CM/Web Client - Page Customization Definition Section

The tree might display the following elements (see following figure). Since the PCDS is rather small you
might have to scroll to see all elements. In this example the administrator has opened the ticketEditPage

(see following paragraphs for details):

ConSol 7t ‘
-JlVIU Logged in: admin | # - MN
| | | [
View: No view available Ticket Accept | Edit | Clone | Print | Display Workflow activities
n q ci diately
@ Login not possible ose immediaiely
B Heibesk st Level| Qualty Deny ticket
100620 Unassigned | Open since 12/10/13 3:35 PM Ask for approval
high Web Client
121113 no
Workgroup tickets (0) D Workspace
; 4 tickets (0 customerSectionPane! [sh] /ticketEditPage
nassigned tickets
B 0 q Customers Add | Hide
Main customer
Mr Luke Skywalker ~ CusiomerGroup
luke@consol.de
Favorites
Engineers Add | Hide Test wg. ABB
MNo relations Add | Hide
History Comment | E-Mail | Attachment | Time booking | Hide
Display all entries = Sorting latest first
10.42.2013 1535 #1 created by admin | Action ¥
Please help, thanks
Ticket created
Queue set fo HelpDesk 1st Level
Attachments Hide
YIVAIISAILIN ISIU | (ULASILUC GYS | VNSNS LS LAUTT | 1Yy i IEE cn-cueny
type scope className navigationLinks
- L [l ticketEditPage
globalSearchField
Customization of Global Search, context={} L
accordionTicketl ist
Attribute name Description Value L [ ticketEditPage
L [ ticketList
Comma-seperated values defining order and visibility of search result items. Possible values are: TICKET, COMPANY, CC
searchResultitemsOrder - ticketPanel
SrTrmTmmmmmamema ‘ ' S [ P e .

m

n
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jcm-chent/
— 1. navigationLinks

= | lickelEdiiPage
| global SearchFiald

i ticketEditPage

| accordionTicketList

L & ticketEditPage

- |l ticketlist

— L ticketPanel

“ | & ticketEditPage
— 1| cigtiomer SectionPanal

_rI-.. tickelEdiiPage
1| acim Section
- [d ticketEditPage
.FI.I attachmentSection
-l ticketEditPage

Fig. 2: ConSol*CM/Web Client - Customization Tree

291

You can now click on an element in the tree to open the editor for this element in the left area of the PCDS,

e.g. for the element navigationLinks (see following figure).

v

configuration of all components of this type

i

configuration of this specific component deployed within the identifed scope
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' ConSol# =

e 4
lelu Logged in admin | »| - Mx’

[a

View: No view avaiiable Ticket "Login not possible” created successfully. X Workflow activities
Ticket Accept | Edit | Clone | Print | Display ~ Gy
X i Deny ticket
o Login not pessible
& HepDesi it Lovel | uaity
100620 Unassigned | Open since 12/10/13 3:35 PM

Ask for approval

Workgroup tickets (0) et Workspace

high
12M13
Unassigned tickets (0} usa
Customers Add | Hide
Main customer
Mr Luke Skywalker ¥ CusiomerGroup
luke@consol de Favorites

Test wg. ABB

Engineers
No relations dd | Hide
History Comment | E-Mai | Attachment | Time booking | Hide

Display all entries
101220131535 #1 created by admin | Action ¥
Please help, thanks

Ticket created
Queue set o HelpDesk 1st Level

Sorting latest first ~

Attachments Hide
T T T TS COTTeAT= y g|e
- http:icm6-demo.int.consol.de
[cm._client/
Attribute name Description value
) ) . L L (3 tcketEaipage bl
Whether the createCentact link can be shown (note: apart from this property user must have appropriate permissions to see createContact e g
createContactlinkVisible globalSearchField
link) (boolean) L

ticketEditPage

accordionTicketList

Whether the createTickat link can be shown (note: apart from this property user must have appropriate permissions to see createTicket true
createTicketLinkVisible L & ticketEditPage
link) (boolean) [I==— <

Fig. 3: ConSol*CM/Web Client - Selected Tree Element in Customization Editor

The entire page is built according to a strictly hierarchical structure and every element is defined by a type, a
scope and a class. These are displayed in the blue header section of the PCDS when you mark an element
either in the tree or in the GUI. Using the page customization, you can decide on which level you want to
configure parameters. When you work on the type level, you define the parameters for all sub-elements of
this type, i.e. for all scopes and classes. When you work on the scope level you define the parameters for all
(sub-)elements of this scope, i.e. all classes. When you work on the class level, you define the parameters
for this class only.

Please see the following example for ticket list configuration.
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* Type level:

ConSol
‘ b‘ ‘Luggedmm Y > (/

| accordionTicketL ist

! ficketEditPage ! ticketList
available MIEEE Ticket Accept | Edit | Clone | Print | Display w Workflow activities

Close immediately

(7] Login not possible
HelpDesk 1st Leve!| Qualify Deny ticket
100620  ynassigned | Open since 12110113 3:35 P

Ask for approval

Web Client
¢ no
Workaroup tickets (0) Workspace
Unassigned tickets (0) ¢ |[CEE customers RS v
e Main customer a
Mr Luke Skywalker = CustomerGroup
luke@consol de
Favorites
Engineers Add | Hide
Test wg. ABB

No relations Add | Hide

== nistory Comment | E-Mai | Attachment | Time booking | Hide
Display all entries + Sorting latest first ~
[Add comment. e-mai or attachment

10.12.2013 1535 #1 created by admin | Action

Please help, thanks
= Ticket created
= Queue sat to HelpDesk 1st Level
Attachments Hide
“« L3

accordionTicketList ~ scope  AccordionTicketListCustomization | NEW

W p— configuration script:
pe classHame

m

Cust of accordion ticket list, 0

I

Attribute name Description value

Fig. 4: ConSol*CM/Web Client - Defining Parameters on Type Level
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Scope level:

ConSol*CM Administrator Manual (up to Version 6.8.5.6)

m

i - (o) -
=@z
| ConSol 7
CMo =
Logged in: admin | * (“-\
v | 3 | o [a
| 1
[ accordionTicketlist [ /icketEditPage /
View: No view SVETEDE ° Accept | Edit | Clone | Print | Display v Workflow activities
Login not possible Erela=tEy
Deny ticket
List is empty s HelpDesk 1st Level | Qualify ¥
O . Unassigned | Open since 12/10/13 3:35 PI e
- - Priority high
e 12MH3 A
USA
! Warkgroup tickets (0) Workspace
[ Unassigned tickets (0) 5
4 |DJEE customers Add | Hide
Main customer
Mr Luke Skywalker v CustomerGroup
luke@consol de
Favorites
Engineers Add | Hide
Test wg. ABB
No relations Add | Hide
[CJE[E History Comment | E-Mail | Attachment | Time booking | Hide
f Display all entries ~ Sorting latest first +
Add comment, e-mail or atiachment
101220131535 #1 created by admin | Action
Please help, thanks.
= Ticket created
= Queue set o HelpDesk 1st Level
Attachments Hide
f
) e
B L 3 ticke EditPage
[ accordionTicketList /ticketEditPage = AccordionTicketListCustomization NEW . L e
configuration script:
type scope classllame
Wl Customization of accordion ticket list, context={}
ticketEditPage
stomerSectionPanel

ﬂ Attribute name

Description

Value

ticketEditPage

Fig. 5: ConSol*CM/Web Client - Defining Parameters on Scope Level
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® Class level:

<) 7

ConSol >

1 CMo e Y«

| ! | [

W1 5] accordionTicketlist [ / ticketEditPa ;@
i view: Mo view avaiable " Ticket Accept | Edit | Clone | Print | Display ¥ Workflow activities
! @ Login not possible CrcetomieRy
i e HelpDesk 1st Level| Qualfy Deny ticket
b 100620 Unassigned | Open since 12/10/13 3:35 PI Ask for approval
high Web Client
121013 no
usa
Workgroup tickets (0) Workspace
Unassigned tickets (0) { Customers Add | Hide
! Main customer
Mr Luke Skywalker ~ CustomerGroup
luke@consol.de
Favorites
Engineers Add | Hide _
est wg. ABB
No relations Add | Hide
History Comment | E-Mail | Attachment | Time booking | Hide
[ Display all entries ~ Sorting latest first ~

10.12.2013 15.35  #1 created by admin | Action v

Please help, thanks.

Ticket created
Queue st to HelpDesk 1st Level

Attachments Hide

M wwsaiseal Lnr e
L [ ticketEaitpage
5| accordionTicketList

»

accordionTicketList  /ticketEditPage/ticketList  AccordionTicketListCustomization NEW
type. scope classhame

(B

kalEdipage
&)
configuration script: Lm efPanel
4| ticketEditPage
5| customer SectionPanel

m

| customization of accordion ticket lst, context=( L [ ticketEditPage

1 2 i € mrbine

Fig. 6: ConSol*CM/Web Client - Defining Parameters on Class Level

For every section, there is also a configuration script that can dynamically define values.

configuration script:

|
navigationLinks = scope | MavigationLinksCustomization = NEW
type className

Fig. 7: ConSol*CM/Web Client - Configuration Script for Defining Values

E.g. there should be only one e-mail recipient (here: the main contact) for medium and low priority tickets,
but a high priority ticket should be sent to all contacts of the ticket. The following script can be used:

Ticket ticket = ticketService.getByld(ticketld);

Enunval ue value = ticket.get("hel pdesk_standard. priority");
if (value !'= null && "high".equal s(val ue. get Nanme()))

return [mail ToSel ection: 'contacts'];

return [mail ToSel ection: 'contact'];

It has to be stored in the script store of the Admin-Tool (see section Scripts for details) and its name has to
be entered in the field configuration script.
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20.3 Page Customization Using Parameters

In the following sections, all configuration parameters for page customization will be explained. A short
description is also given for each parameter in the editor section.

20.3.1 Possible Pages (Scopes) for Page Customization

The following main scopes are available, i.e. when you have opened the respective page you can configure
page customization parameters which are visible only on this page for the given parameter:

* welcomePage :

ConSol .

J.vlu Logged in: admin_ | * ‘ M\/

accordionTicketList 1 welcomePage / ticketlist
View: No view available Workspace
Welcome to CMé6
Workgroup tickets (0) Favorites

Unassigned tickets (0)

Fig. 8: ConSol*CM/Web Client - Welcome Page

* ticketEditPage:

ConSo ot

~lin Logged in: admin | * ¥ ;
navigationlinks |5 / fickelEdiPage R L {

| | =

View: Ho view avaiable Ticket Accept | Edit | Clone | Print | Display Workflow activities
@ Login not possible Ea=tiy
ol  HelDesk 1t Leval | Quality Deny ticket
100620 Unassigned | Open since 12/10/13 3:35 P Ask for approval
high Veb Client
12mn3 no
Workgroup tickets (0) Usa Workspace
Unassigned tickets (0] s
J ) H Customers Add | Hide
i Main customer
Mr Luke Skywalker = CustomerGroup
luke@cansol.de
Favorites
Engineers Add | Hide Test wg. ABB

No relations Add | Hide
History Comment | E-Mail | Attachment | Time booking | Hide
Display all entries v Sorting latest first +

10.12.201315.35 #1 created by admin | Action
Please help, thanks
Ticket created

Queue et to HelpDesk 15t Level

Attachments Hide

Fig. 9: ConSol*CM/Web Client - Edit Ticket Page
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® searchDetailPage:

ConS @
(] navigationLinks [d3 / searchDetaiPage e e
Create ficket ‘Manage templates Manage Word templates Enable page customization
] | |Search
Ovin tickets (0) Search criteria

Loy Srosseone [ ] o

No tickels available cesene workspace
Workgroup tickets (0) Favorites
Unassigned tickets (0) | Tickets Contacts c i [ Test wg. ABB

H

| viewas: [= List 53 Grid

|[ View: No view available -

Search results (0)

No search resutts.

Fig. 10: ConSol*CM/Web Client - Detail Search Page

® contactCreatePage:

ConSol~
C

] navioationLinks [l / contaciCreatepage Logged in: admin

m Create ticket Manage templates | Manage Word templates | Enable page customization

S VU

|[ View: No view available - ] MNew customer Workspace
gy Ay rsoves s
List is empty Wl [company [Plezse enter keywords such as name. company or ena N automaticall Isted in this
No tickets available workspace.
Create contact
Workgroup tickets (0) [Choose One o] [Fist name [ e * Favorites
Unassigned tickets (0) | [Function [ - [ Testwq BB
‘:| [Ema faee
Phone | Choose One foe] [Phone
[Choase One loa] [Phone2
[ Crocse one [« [
| choose One fe] [Phone4

Domain | Choose One [=]
Manager Budget responsible
Functional decider Preparer
Actve Account
Add row
Fixed size

Fig. 11: ConSol*CM/Web Client - Create Contact Page
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® ticketCreatePage:

Logged in: admin

Enable page customization

View: No view available Ticket

List is empt; el
Mo tickets 'fa\y\afle Queve: [Frequenty Askdw]  Assinedto
priorty [Choose One  [=] liodule [Chosss One  [=]

Waorkgroup tickets (0) Reaction time Ask for feedback Favorites
[ Testwo. ABB

Unassigned tickets (0) ] Category None v

QA Test LA None v

QAList Date Enum Price Number Text Department QA Test Mia_For_Struct

Add row

Country | EH' Helpdesk
priorities

AsseiType_en [ChooseOre  [=] [ BooleanValue_en Enumlist en  Colors_en

Add row

FixedPointNumber_en NumberValue_en PhoneType_en |Choose One  [=]
ReadonlyGroupable |Chooss One |- | StringList_en  SiringListElement_en  StringValue_en

Add row

[TIE[Z] customers
Main customer
D Find customer | Create

lcustomer

Content
Add comment

| prv + FontFamly + FontSize v Av =

* Hod. 3R i 10 @ M

B I UG&|

¥ X. |i= =

Fig. 12: ConSol*CM/Web Client - Create Ticket Page

® userProfilePage:

Engineer profile
Password change
Old password l:l’
MNew password ’7*
Repeat password ’7*
[0k | [ Cancel |
Representation

i) autocomplete I userProfiePage / representationSection | |

=]

Engineers represented by me

| = |

General settings

View criteria
(oK )
Default Customer Group

Choose One El

Time booking

Day [1/29/14
Time period Day Week Month

4 Today P

Jan 29, 2014
Total bookings on this day: 00:00

Fig. 13: ConSol*CM/Web Client - User Profile Page
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* templateViewPage:
ConSolf
ﬁ

. | al
| navigationLinks || / templateViewPage

| ‘.,,i,_i.,.ﬂ Ai

No view avaiable

Logged in: admin_ | #

U= Templates

Own tickets (0)

Unassigned tickets (0)
None

2. None

Group
Vertrag
general
general
Vertrag
Vertrag
allgemein
Rickfrage
Rickfrage
Rickfrage
Rickfrage
Rickfrage
Werbung
allgemein

aligemein

Fig. 14: ConSol*CM/Web Client - Template View Page

* officeTemplatePage:

CMa

Ty| navioationLinks [ / officeTempiatePage

No view avaiable

Logged in: admin_ | #

View: Word templates

Own tickets (0)

Unassigned tickets (0)

Reset

Name

test

testi/e

Actve  []

For queue | Choose One [=]

-

-

Template library

Template

Ablehnung, Vertrag abgelaufen 0.0.4
CalBackRequest 004
Salutation_gender-specific 0.01 +
Angebot Vertragsveringerung 0.0.4 +
Annahme, Vertrag abgelauten 0.0.4 +
Begritung 0.04 ~

Erinnerung 0.04 ~

Initale Rickfrage 0.04 v

Katalog Allgemein 0.0.4

Katalog Drucker 0.0.4 +

Katalog PC 0.0.1

Neue Produkte 0.0.1 v

Signatur Firma 0.0.1 ¥

Signatur standard (Standard) 0.0.1

New Word template

English =l

s Select queues

Language

InvoiceTemplate_1

Durchsuchen_ | Keine Datei ausgewshit

0K Cancel

‘Word MailMerge fields

Show MailMerge fields available for a ticket

Template library

List of templates

Group  Langusge  Queues
Invoicesen
testGroup  en Sales

testweG  en

HelpDesk 1st Level

Type.
Letter
Letter
Seript
Text Block
Letter
Include
Letter
Letter
Text Block
Text Block
Text Block
Text Block
Include
Letter

Fig. 15: ConSol*CM/Web Client - Office Template Page

Hane

Word template

Hone

Test_docx

wordvoriage_testdoc

Used within workflow
no

Delete

HelpDesk 1st Level HelpDesk 2nd Level  InvoiceTemplate.docx-4.docx | %

x

=

New

299

y: L
R
[«
Workspace
Favorites

mvn test : not w.

-
B
Workspace
Favorites

mn test : ot w.

For example for the type globalSearchField (see subsequent section) the following page-specific scopes can
be configured. That means the behavior of the globalSearchField (type) can be configured for each of the
following pages (scopes) where it is available:

¢ globalSearchField/welcomePage
® globalSearchField/ticketEditPage
® globalSearchField/searchDetailPage
® globalSearchField/contactCreatepage
® globalSearchField/ticketCreatePage
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20.3.2 Page Customization Parameters (in Alphabetical Order)

acimSection

An ACIM (activity item) is an entry in the History section of a ticket. This can be ...

® acomment

® an e-mail which has been sent from the ticket

® an e-mail which has been received by the ticket
® an attachment

® atime booking entry

An ACIM group is a group of entries which has a separate date/time stamp. An ACIM item is a single entry
within the ACIM group. It has only a time stamp.

T e e

[CI[ZI[E History

Display all entries - Sorting latest first -

|.'—.-:I-:I comment, e-mail or attachment

ACIM entry
#4 changed by Workflow Timer

222 Reaction overdue nas Deen riggered

26.11.13 14.52

26.11.13 08.52 #3 changed by Workflow Timer
0852 75% due reaction has been triggered

26.11.13 02.52 #2 changed by Workflow Timer

02.52 50% due reaction has been triggered
ACIM group

#1 created by admin | Action -«
14:51 default class

help

14:51 Mark without SLA has been triggered

14:51 SLA exists? has been triggered, new Scope iz Qualify

14:51 Reaction time =&t to 11126113

14:51 Calculate time for reaction has been triggered

1451 Start has been friggered, new Scops iz Helpdesk 1st Level workflow
14:51 Main customer set to Lea Skywalker

14:51 Ticket created

14:51 Queuwe =&t to HelpDesk 1st Level
14:51 Subject =&t to Login error

1451 Country =&t to USA

14:51 Priority =et to high

14:51 Ask for feedback set to no

Fig. 16: ConSol*CM/Web Client - ACIM Group and Item

=] Warning:

Please make sure that the date format you have entered for one of the following date parameters is
correct! When the date format is not correct the entire page cannot be displayed! The Web Client
will not work! Please see the correct date formats in the following table. By using an empty text (' )
as value it is possible to hide the date/time stamp completely.
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Letter Date or Time Component Examples

Era designator

Year

Month in year

Week in year

Week in month

Day in year

Day in month

Day of week in month
Day in week

Am/pm marker

Hour in day (0-23)
Hour in day (1-24)
Hour in am/pm (0-11)
Hour in am/pm (1-12)
Minute in hour
Second in minute
Millisecond

Time zone

Time zone RFC 822

NNmmgjermmmngEngm

Fig. 17: ConSol*CM/Web Client - Valid Date Formats for ACIM Date Configuration

AD

1996; 96
July; Jul; 07
27

2

189

10

2

Tuesday; Tue
PM

0

24

0

12

30

55

978

Pacific Standard Time; PST; GMT-08:00

-0800

301
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Parameters:

® acimGroupActionEntryDateFormat
Date format for group of ACIM without text or e-mail entry (i.e. for automatic actions). If null pattern,
default one will be used.
Syntax: dateFormatFirstLevelOfDetails|secondLevel|thirdLevel
(java.lang.String, default = dd.MM.yyyy HH.mm|dd.MM.yyyy HH.mm|dd.MM.yyyy HH.mm)

Dizplay all entries + Sorting latest first «

|.;.E|lj comment, e-mail or attachment

26.11.2013 14.52 4 changed by Workflow Timer
= Reaction overdue has been triggered

26.11.2013 08.52 B3 changed by Workflow Timer
= 75% due reaction haz been triggered

26.11.2013 02.52 B2 changed by Workflow Timer
= b0% due reaction has been triggered

Fig. 18: ConSol*CM/Web Client - Display for Format: dd.MM.yyyy HH.mm|dd.MM.yyyy
HH.mm|dd.MM.yyyy HH.mm

| E | History
Display all entries ~ Sorting latest first -

|.;.dlj comment, e-mail or attachment

26.11.13 14.52 #4 changed by Workflow Timer
= Reaction overdue has been triggered

26.11.13 08.52 #3 changed by Workflow Timer
= Th% due reaction haz been triggered

26.11.13 02.52 #2 changed by Workflow Timer
= 50% due reaction haz been triggered

Fig. 19: ConSol*CM/Web Client - Display for Format: dd.MM.yy HH.mm|dd.MM.yy HH.mm|dd.MM.yy
HH.mm
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® acimGroupTextEntryDateFormat
Date format for group of ACIM with text, e-mail or attachment entry. If null pattern, default one will be
used.
Syntax: dateFormatFirstLevelOfDetails|secondLevel|thirdLevel
(java.lang.String, default = dd.MM.yyyy HH.mm|dd.MM.yyyy HH.mm|dd.MM.yyyy HH.mm)

History

Display all entries + Sorting latest first «

|.-.33 Comment, e4naill ar aachment

15.12.2013 07.59 B2 created by admin | Action -
LE] B fault class

This is my new comment

P R . T T (RIS [ TR PR SR [ Y —

Fig. 20: ConSol*CM/Web Client - Display for Format: dd.MM.yyyy HH.mm|dd.MM.yyyy
HH.mm|dd.MM.yyyy HH.mm

Display all entries - Sorting latest first

AAA rammert e-mail ar =HEckm
|. Wil LU L, & adll Ui alilal.

18.12.13 08.07

#2 created by admin | Action
default clazz

Thiz iz my new comment

Fig. 21: ConSol*CM/Web Client - Display for Format: dd.MM.yy HH.mm|dd.MM.yy HH.mm|dd.MM.yy
HH.mm

® acimltemActionEntryDateFormat

Date format for item of ACIM entry. If null pattern, default one will be used.

Syntax: dateFormatFirstLevelOfDetails|secondLevel|thirdLevel

(java.lang.String, default = dd.MM.yyyy HH.mm|dd.MM.yyyy HH.mm|dd.MM.yyyy HH.mm)
® acimltemTextEntryDateFormat

Date format for text or e-mail entry. If null pattern, default one will be used.

Syntax: dateFormatFirstLevelOfDetails|secondLevel|thirdLevel

(java.lang.String, default = dd.MM.yyyy HH.mm|dd.MM.yyyy HH.mm|dd.MM.yyyy HH.mm)
®* showCloneOption

Enables clone option for text ACIM entry (comment or e-mail entry). (boolean)
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25.11.13 14.51 #1 created by admin | Action -

ACq A
14:51 default class Reply
help Clone

14:51 Mark without SLA hasz been triggered

14:51 SLA exists? haz been triggered, new Scope iz Qualify

14:31 Reaction time =&t to 11/26/13

14:21 Calculate time for reaction haz been triggered

14:51 Start has been triggered, new Scope iz Helpdesk 15t Level workflow

Fig. 22: ConSol*CM/Web Client - Clone Option for Text ACIM Entry

®* appendOrReplaceOnClone
Works only if clone option is set to true. If the editor is opened and already contains some text we can
append or replace its content when clone for another item is selected simultaneously. Possible values
are append, replace. Default is append. (java.lang.String)

®* headHistoryElementsCount
Lazy loading - Number of groups in ACIM section that will be loaded from the top of the history.
Default number is O (= lazy loading switched off). Customization works only when configured by type,
not location. If head and tail elements count is 0, then all history is loaded at once. (int)
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¢ tailHistoryElementsCount
Lazy loading - Number of groups in ACIM section that will be loaded from the bottom of the history.
Default number is 0 (= lazy loading switched off). Customization works only when configured by type,

not location. If head and tail elements count is 0, then all history is loaded at once. (int)

Example 1: Lazy loading switched off

Ticket

(] RuntimeExcpetion during login to cmhelp

=
SUP-45

HelpDesk 1st Level | Qualify

Unassigned | Open since 5M13/08 11:13 AM
high AdminTool
THM no

Customers

Main customer

Mr Dieter Macher « CustomerGroup

macher@devnull. consol de
0951-77635-422
0951-77635-200
0171-5895445

Engineers

No relations

History

Display all entries + Sorting latest first «

Comment

|.-.:: commenrt, e-mail or attachimenrt

18.12.13 09.47 #9 created by admin | Action -

Next comment

18.12.13 09.47 #3 created by admin | Action «

Accept

E-Mail

305

Edit | Clone | Print | Display «

Attachment

Add | Hide

Add | Hide
Add | Hide
Time booking | Hide |4

L]

Switching off appliances doesn't stop the flow of electricity — while plugged in, they can stay on indefinitely in power-sapping standby mode.

How much power? The Belkin Conserve Insight gives you solid data about how many watts a device is burning, how it's affecting your carbon
footprint, and how much it's hitting your wallet. Check out this Gadget Lab video to find out how you can figure what (or who} is the biggest

electricity hag in your household.

18.12.13 09.46 #T created by admin | Action

Cne of the ralying cries for Google Glass is to make technology that's there when you need it, gone when you dor'l. It is intended to help people get
on with their lives, without focusing on the technolegy. Wearable computers, in general, play supporting roles in what the user is doing — as

opposed to the computer use being the primary focus itself.

“annevar Bush, one of the earliest computing pioneers, understood this idea and described wearable computers and cameras in the 1945 LIFE
magazine version of his famous essay “As We May Think.” Unfertunately, only early mainframes existed then, and mainframes reguire that we
bring curselves to the computer. Slowly, though, the technology came to ws: from computers on our desktops to laptops to mobile phones.

Bringing technology and computing closer to the body can actually allow technology to get further out of the way.

While these technologies lowered the barrier to communicating and accessing information, they created other barriers. We are now often greeted
in meetings with a litera! bamrier of screens that get in the way of face-to-face communication.

Can we instead make devices that encourage in-person, face-te-face communication — while still delivering the data people need, only when they
need it? fve been making and using wearable computers in my daily life since 1993 and have been a technical lead and manager en Google Glass
since its first year in 2010.  may seem like a paradox, but | argue that bringing technology and computing closer to the body can actually improve

communication and attention — allowing technology to get further out of the way.

Fig. 23: ConSol*CM/Web Client - Lazy Loading Switched Off

Example 2: headHistoryElementsCount and tailHistoryElementsCount set to 1
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Ticket Accept | Edit | Clone | Print | Display «

o] RuntimeExcpetion during login to cmhelp

@ HelpDesk 1st Level | Qualify
SUP45  Unassigned | Open since SA308 11:13 AN

Priority  high AdminTool
Reaction time 7MM1 Ask for fe no
[CI[5I[E customers Add | Hide
Main customer
Mr Dieter Macher ~ CustomerGroup
macher@devnull.consol.de
Private  0951-77635-422
0951-77635-200
0171-5805448
Engineers Add | Hide
No relations Add | Hide
[TI[E[E History Comment | E-Mail | Attachment | Time booking | Hide 4

Display all entries + Sorting latest first « R

18,1213 09.47 #3 ted by admin | Acti
created by admin | Action ~ head: 1 entry opened
Mext comment

#§ created by admin

#1 created by admin . . .
middle: entries closed, can be expanded by click
18.12.13 09.23 #6 created by admin

01.07.11 10.18 #4 created by admin

=1 changed by admin
= Ticket created

= (Queue =t io HelpDesk 1st Level l tail: 1 entry opened '

Attachments Hide

Fig. 24: ConSol*CM/Web Client - headHistoryElementsCount and tailHistoryElementsCount Set to 1

® mailToSelection
Initial e-mail address inserted into To field when composing e-mail.
Possible options: {contact, contacts, engineer, fixed, none}, for fixed option see mailToFixedMail
property. Default: contact (java.lang.String)

®* mailToFixedMail
Fixed e-mail address used when property mailToSelection is set to fixed. (java.lang.String)
Example: E-mail to a fixed e-mail address, mailToFixedMail set to foo@bar.de, mailToSelection set
to fixed.

CEE wistory Comment | E-Mail | Attachment | Time booking

Display communication - Sorting latest first

Comment E-Mail Attachment Time booking

Hew E-mail
show Cc| show Bcc

To: |foo @bar.de

n during login to cmhelp

emplate  Signatur standard -

= Select entries | Entries visible to the customer

B I US|

= | DIV (default) '~ FontFamly |+ FontSize v A~ _ =
- ow | = i | e & a

Fig. 25: ConSol*CM/Web Client - E-mail to a Fixed E-mail Address
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® recordLastUsedAcimTab
Records last used ACIM tab, i.e. when you open the editor again, the tab
(comment/e-mail/attachment/time booking) will be opened that was open when you closed the editor
last time. (boolean)

* reloadPagelfIEBonAcimSubmit
Reloads page after a new ACIM submit, only for /E8. This is a workaround for the problem that adding
comments/e-mails may take a long time when using IE8. (boolean)

®* removeContentOnTabSwitch
Clears text area content each time the tab panel in the editor is being switched. (boolean, default =
false, i.e. when you switch for example from the Ticket E-Mail Editor to the Comment Editor the text
you have typed will remain in the editor panel and will not be removed)

® timeBookingFeature
Activates or deactivates the time booking support in acimSection (i.e. display the link to time booking
and the tab in the editor). (boolean, default = true)

History Comment | E-Mail | Attachment| ide

Display communication - Sorting latest first «

Add comment, e-mall or aitachment

7M1 1018 #4 created by admin | Action

default class
Lorem ipsum delor sit amet, consectetuer adipiscing elit. Aenean commodo ligula eget dolor. Aenean massa. Cum sociis natogue
penatibus et magnis dis parturient montez, nascetur ridiculus mus. Denec quam felis, ultricies nec, pellentesgue eu, pretium guis, sem.
Nulla conseguat massa guis enim. Donec pede justo, fringilla vel, aliguet nec, vulputate eget, arcu. In enim juste, rhoncus ut, imperdiet a,
venenatis vitae, justo. Nullam dictum felis eu pede mollis pretium. Integer tincidunt. Cras dapibus. Vivamus elementum semper nisi.
Aenean vulputate eleifend tellus. Aenean leo ligula, porititer eu, conseguat vitae, eleifend ac, enim. Aliguam lerem ante, dapibus in,

winrarra anie faumiat a talliie Dhacalliie srirarra nolla 1 matie warine lanraat Moiesna rtrom Aanaan imnardiat Fliam albriciae nieiral

Fig. 26: ConSol*CM/Web Client - Activate Time Booking Support (timeBookingFeature = true)

History Comment | E-Mail | Attachment | Hide

Display communication + Sorting latest first «

m

“mall or aiachment

7M1 10:18 #4 created by admin | Action

default class

Lorem ipsum dolor sit amet, consectetuer adipiscing elit. Aenean commede ligula eget deler. Aenean massa. Cum sociis natogue
penatibus et magnis dis parturient montes, nascetur ridiculus mus. Donec gquam felis, uliricies nec, pellentesgue eu, pretium guis, sem.
Nulla conseauat massa auis enim. Donec pede iusto. frinailla vel aliouet nec. vuloutate eaet. arcu. In enim iusto. rhoncus ut. imoerdiet a.

Fig. 27: ConSol*CM/Web Client - De-activate Time Booking Support (timeBookingFeature = false)

@ Information:

Please note that the value false in the timeBookingFeature hides the hyperlink from the time
booking editor, see figure above. The user cannot blend it in using the Display option in the
ticket's menu!

Please keep in mind that the visibility of the time booking section on the userProfilePage is configured
via the timeBookingSection parameter visible!
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accordionTicketList

Here you can define parameters for the ticket list.
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Parameters:

® |oadingTicketListMode
The mode used to render the ticket list. There are four options to select from:

1. LAZY_SYNCH (default)
The waiting indicator is shown in the place of the ticket list while the rest of a page is rendered.
Then the ticket list is loaded. The main benefit of this approach is the possibility to show/read
the main content faster.

2. LAZY_ASYNCH
(deprecated since 6.8.2, will be treated as LAZY_SYNCH mode)
The modification of the LAZY_SYNCH strategy. It does not wait when the page is being
rendered but sends the second request and then loads the ticket list. This strategy will load the
ticket list faster but may reduce the benefit of having the main page immediately.

3. INCLUDED
The ticket list is loaded along with the rest of a page.

4. LAZY_ASAP
The waiting indicator is shown in the place of the ticket list while the rest of a page is
rendered.The request for the ticket list is sent immediately after two necessary libraries are
loaded. In this approach a request for the ticket list is sent and processed concurrently with the
first request.The ticket list will appear much faster on the page. (java.lang.String)

® quickAssignLinkShowsTicketPageFlag
Whether the quick assign link (represented by the arrow rendered for each unassigned ticket) opens
the assigned ticket immediately (boolean, default is false).
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attachmentSection

Parameters:

defaultVisibilityFlag

The visibility of the attachment section for new users (for others the last visibility state is used, default = false
, i.e. attachment section is not displayed). This feature defines only the initial behavior of the system. The
user can blend in the attachment section using the Display option in the ticket's menu.

Ticket Accept | Edit | Clone | Print | Display Workflov
@ Login not possible ® Customers fm
B HelnDesk 1st Level| Qualify © Engineers ke
100620  |nazsigned | Open since 12M10413 3:35 PM &> Relations et
Prigrity  high odule  Web Client ay Histnm

Reaction time 12M1M13 Ask for feedback no ar

P ot USA = Attachments
i Wnrkana

Fig. 28: ConSol*CM/Web Client - Visibility of Attachment Section for New Users (defaultVisibilityFlag = true)

Ticket Accept | Edit | Clone | Print | Display Workflo
@ Login not possible € Customers i
B HepDesk 1st Level| Quaify © Engineers ok
100620  Unassigned | Open since 1210013 3:35 PM > Relations 2
Prigrity  high ocdule  Web Client & Hizton
Reaction time 12M1M3 Ask for feedback no
~ount US4 @ Attachments
MCoetnmaore Al Hirda worksp

Fig. 29: ConSol*CM/Web Client - Visibility of Attachment Section for New Users (defaultVisibilityFlag = false)

autocomplete

(available e.g. on userProfilePage)

Parameters:

* suffixCharactersToRemove
Occurrence of any of these characters will be removed from the tail of each search pattern word.
(java.lang.String)

cmRichTextEditor

Parameters:
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® editorFeatures
Additional editor features. (java.lang.String), as default value, all values are set, i.e the respective
menu entries are available.
Possible values:

® SUB_SUP - allows subscript and superscript Lx

s
U]

®* INDENTS - provide the possibility to add indents to the text

® | |STS - allows to insert / format lists

. =i
* TABLES - allows to insert tables
®* INSERT - allows to insert text elements; for finer control:

® INSERT_EMOTION - allows to insert emoticons

®* INSERT_CHAR - allows to insert special charactaers

®* INSERT_IMAGE - allows to insert images

® editorFonts
The list of fonts for the editor in form <Font display hame>=<Font name in system>.
Fonts are separated by ';'. You can specify a comma-separated list of possible system names for
each font.
Example: Arial=arial,helvetica,sans-serif,Courier New=courier new,courier;Verdana=verdana,geneva
(java.lang.String) (default = empty string)

* imagePasteEnabled
Flag, whether direct pasting of images from clipboard into editor is enabled. Note that enabling this
requires a Java Applet to run (boolean, default = false). Web browsers (i.e. Internet Explorer, Firefox)
might show different behaviour concerning display of the images.

customerSectionPanel

Here you can define if the menu item edit should be displayed in the context menu for companies. Please
note that the user must also have the according access rights (see section Role Administration) to edit
company data.

Parameters:

referencedUnitEditLinkVisible
The visibility of the link for editing referenced units (boolean, default is true).
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Customers

Main customer

Mr Luke Skywalker + CustomerGroup
luke@consol.de

ConSol @mbH -
ons Edit

8154, ange

No ¢t Jump to company

Hictrru

Fig. 30: ConSol*CM/Web Client - Visibility of Edit Link (referencedUnitEditLinkVisible = true)

Customers

Main customer

Mr Luke Skywalker + CustomerGroup
luke@consol.de
ConSol* GmbH
Con3 change
Franz
gq54; Jump te company

MNo comment

Wi

Fig. 31: ConSol*CM/Web Client - Visibility of Edit Link (referencedUnitEditLinkVisible = false)

detailSearch

¢ duplicatedCustomFieldLabelFormat
It allows to customize the label format used when several custom fields have the same localized
name. There are four parameters which can be used to create a unique label: fieldName, groupName,
fieldTechnicalName, groupTechnicalName. The parameters fieldName and groupName are localized.
Default format: ${fieldName} (${groupName}) (java.lang.String)

globalSearchField

Here you can define the layout and the behavior of the global search field, this is the quick search input field.
v L-" i

- ™,
N A~ J/ k

oh| globalSearchField |l /
zearchDetailPage
Q,

Workspace
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Fig. 32: ConSol*CM/Web Client - Quick Search Input Field
Parameters:

® searchResultltemsOrder
Comma-separated values defining order and visibility of search result items.
Possible values: CONTACT, COMPANY, TICKET (java.lang.String)
* suffixCharactersToRemove
Occurrence of any of these characters will be removed from the tail of each search pattern word.
(java.lang.String).

mailTemplate

Parameters:

®* addingManyTemplateEnabled
Makes it possible to compose an e- mail by using more than one template. (boolean)
® engineerPersonalMailsincluded
Enable appending personal e-mail feature. (boolean)
¢ includeTextBlocksIinEmailTemplate
Whether text blocks from e-mail template will be included by default. (boolean)
®* mailBodyLockedAfterTemplateSelection
Indicates whether e-mail body will be locked after template selection. (boolean)
®* mailEncryptionAvailable
Makes e-mail encryption option available. (boolean)
®* mailSelectionComponentWidth
The width of the e-mail selection component (in pixels). (java.lang.Integer)
®* mailTemplateSortStrategy
E-mail template list sorting strategies.
Default value: USAGE, NAME. Possible comma separated options are: USAGE, NAME
(java.lang.String)
®* maxElementLength
The maximum length of a single element. If variable's value is set to 0, elements will not be trimmed.
(java.lang.Integer)
®* quotingFeature
Activate the quoting function in e-mail content. (boolean)
®* showUniqueEmails
Results in autocomplete e-mail fields will be compared by e-mail, only first e-mail will be used in
results. If set to true then results will be compared by whole e-mail description. (boolean)

navigationLinks

Here, you can define the display for several hyperlinks that are displayed in the main menu of the Web Client
GUL.

Parameters:
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®* createContactLinkVisible

Whether the createContact link can be shown (boolean, i.e. possible values are true or false, default
value is true).

@ Information:

Apart from this property users must have appropriate permissions to see createContact link.

® createTicketLinkVisible
Whether the createTicket link can be shown (boolean, i.e. possible values are true or false, default
value is true).

@ Information:

Apart from this property users must have appropriate permissions to see createTicket link.

® externalLinks
External links which will be appended to navigation bar. This property may configure more than one
external link (the order matters).
Format (compatible with wiki): [http://link description].
This parameter might be used to integrate hyperlinks to the company's web site, to a reporting
application, to a help page or to any other valid URL on the Internet and/or intranet.
Example: [http://www.consol.com ConSol*][http://www.somewhere.com Somewhere]

®* manageTemplateLinkVisible
Whether the manage Template link can be shown (boolean, i.e. possible values are true or false,
default value is true).

@ Information:

Apart from this property users must have appropriate permissions to see manageTemplate
link.

* officeTemplateLinkVisible
Whether the officeTemplate link can be shown (boolean, i.e. possible values are true or false, default
value is true).

@ Information:

Apart from this property users must have appropriate permissions as well as other
conditions have to be met to see office Template link.



ConSol*CM Administrator Manual (up to Version 6.8.5.6) 315

®* overviewlLinkVisible
Whether the overview link can be shown.

ticketPanel

Parameters:

® scrollSpeed

Scroll speed in milliseconds. A string determining how long the animation will run. Typical values: 200,
600, 1000 ... (higher value means slower) (java.lang.String, default = 200)
* topBottomPageButtonVisible

Whether go to top and bottom page button is visible (boolean, default is false).
* topBottomPageButtonVisible = false:

New Ticket

Queus ’m Assigned to ’7'
ororty [Chooss One =] ocule [Choose One =]
e ’7 [] Ask for fesdback

gory Mone w

04 Test MLA None w

Q4 List  Date Enum Price Number Text Department QA _Test Mia_For_Struct

Add row
x Helpdesk -
AssefType_en |ChooseOne [ [T] BooleanValue_en EnumList_en  Colors_en
Add row

mbervalue_en ’7 PhoneType_en ’m

st en  SiringlistElement en  StringValue_en

Add row

Customers

Main customer
Find customer | Create

Content

Add comment

B I US |S

by

| DIV (default) |~ FontFamiy = FontSize v A

XX = = |

Fig. 33: ConSol*CM/Web Client - Button "go to top and bottom page" Not Visible
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* topBottomPageButtonVisible = true:
New Ticket
o Jueue: | Frequently_Askd | Assigned fo -
Priority |Choose One [ =] lModule |Choose One  []
Reaction time ’7 [T] Ask for feedback
Catego None «
A Tes 4 None
LA L Date Enum Price MNumber Text Department Q&_Test Mia_For_Struct
Add row
| - HEELEE hd -
AsseiType_en |Choose One  [=] [T Booleanvalue_en EnumList_en  Colors_en -
Add row
FixedPointNumber_en ’7 Numbervalue_en ’7 PhoneType_en ’m
ReadonlyGroupable | Choose One StringList_en StringListElement_en String\alue_en
Add row
Customers
Main customer
Find customer | Create
customer |
Content
Add comment
B I US&S | = =E =E = |DI1.-' (default) = FontFamily |+ FontSize - S
XX |= =|==H (1 @ =
Fig. 34: ConSol*CM/Web Client - Button "go to top and bottom page" Visible
TimeBookingSection

(available e.g. on userProfilePage)
Parameters:

® visible
The visibility of the time booking section on the userProfilePage. (boolean, default value = true)
Please keep in mind that the visibility of the time booking section on the ticket page is configured via

the acimSection parameter timeBookingFeature!
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unitSearch

(available on the ticketCreatepage in the company section)

Parameters:

® aidLevel
Beginner-friendly help level: NONE, BASIC (wider search field with more descriptive text), or
EXTENDED (as in BASIC plus additional help icon with tooltip).
(java.lang.String, default value = BASIC)

FixedPointhumber_en

Choose One

I | You can enter one or more keywords.
e Keywords are automatically appended
with the wildcard *. If you are using a
keyword which is not at the beginning of

the word you ari arching for, you can

[TI[E[E customers | expandthe s h by adding a
preceding * to the keyword.

ReadonlyGroupable

Main customer
Find Company | Create

Company |

Create contact
| Choose One [=] | | :

| [C] Robinson

Phone |Choose One (=] |
P 1

Fig. 35: ConSol*CM/Web Client - EXTENDED aidLevel in the Unit Search

unitSearchHeader

(available on the ticketCreatepage in the company section)

Parameters:

® companyCreatelLinkVisible
The visibility of the link for referenced unit creation. (boolean)

viewDiscriminatorsSection

(available e.g. on userProfilePage)
Parameters:

visibilityFlag
The visibility of the View criteria section (section for parameter settings for dynamic views on
userProfilePage). (boolean, default value = true)
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Engineer profile
Password change
Old password | :
| ®
| ®

OK Cancel

[

iT
@
i
w
-

)
iT
i
=]
@
i
w
=1

Representation

Engineers representing me

=

Engineers represented by me

General settings

View criteria

low', nomal®

oK

Default Customer Group

| Choose One [=]

T B B 2 a

Fig. 36: ConSol*CM/Web Client - Visibility of View Criteria Section (visibilityFlag=true)
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Engineer profile

Password change

W

W

Old passw

=]
7]
(]

New p3

Repeat passw

=1
a

W

(=]
[=1

®
I
| .
| *

QK Cancel

=1

Representation
Engineers representing me

| =]

Engineers represented by me

| [*]

General settings

Default Customer Group

Choose One [=]

Time booking

Day [1/29/14 i

Time periocd Day Week Month

Jan 29, 2014

319

Add

4 Today P
Total bookings on this day: 00:00

Fig. 37: ConSol*CM/Web Client - Visibility of View Criteria Section (visibilityFlag=false)
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20.4 Expert Section: Using the JMX Console for Page
Customization (JBoss Only!)

You can also configure the page customization parameters using the JMX console, a tool which is provided
by any JBoss server. Please note that this is the expert mode of editing those parameters and ask your
technical consultant for support. The MBean used is consol.cmweb.customization. Under this MBean, all
available top levels (types) are listed. When you open the type, all available configurations/operations are
listed. There might be some more configurations/operations available than in the Web Client, because
functions can also be available here.

& Warning!

Only experienced ConSol*CM administrators should use the JMX console for configuration!
Change settings here only when you are fully aware of the effects and possible side-effects!

consol.cmweb.customization

name =cache.customizationData, topic=cache  type =admin
type =accordionTicket ist

type =admSection

type =attachmentSection

type =autocomplete

type =cmRichTextEditor

type =customerSectionPanel
type =detailSearch

type =globalSearchField

type =mailTemplate

type =navigationLinks

type =ticketPanel

type =timeBookingSection

type =unitSearch

type =unitSearchHeader

type =viewDiscriminatorsSection

Fig. 38: JMX Console - MBean consol.cmweb.customization
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21 System Overview

® System Overview
® System Architecture
® Introduction to ConSol*CM6 System Architecture
® Basic System Architecture
® Components for E-mail Interactions
® System Architecture with Reporting Infrastructure
® Short Overview of the File Structure
® ConSol*CM6 Data Directory
® JBoss Application Server File Structure
® QOracle WebLogic Application Server File Structure
® Log Files
® |og File Types
® | og File Structure
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21.1 System Architecture

21.1.1 Introduction to ConSol*CM6 System Architecture

ConSol*CM6 is a JEE (Java Enterprise Edition) application that can be run in a standard application server
on Unix/Linux or Windows systems. JBoss and Oracle WebLogic are supported.

In this chapter, a short overview of the ConSol*CM6 system architecture will be provided. For a detailed
description of the system, please refer to the Operating Manual.

A detailed list of supported application servers, database systems, and other systems is given in the current
system requirements.

21.1.2 Basic System Architecture

ConSol*CM is a classical three-tier-architecture application. It is installed as a JEE application in an
application server. The data is stored in a relational database. The clients can access the application using
the web interface, i.e. a web browser.

CM/Web Client CM/Track Admintool Process Designer

/ Java Web Start

N

]
. Ll
LA™ O

‘aeag —
cg... pu—

ConSol*CM

—
S

S
ConSol*CM DB

Fig. 1: ConSol*CM6 - Basic System Architecture
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21.1.3 Components for E-mail Interactions

ConSol*CM can retrieve e-mails from one or more e-mail servers. It acts toward such a server like a regular
e-mail client, i.e. in order to establish the mail-retrieving only a network access from ConSol*CM to the

e-mail server is required. POP3(s) and IMAP(s) are supported.

!
# (external) e-mail from customer
’

Internal e-mail 7
- ’
. S- - 4
E-mail from ticket -~ Ll

using the CM e-mail il ) | mailbox 1
editor ) 0 | Mailbox 2
. &(/ Mailbox 3

Yegy . — b
POP(s)/IMAP(s) { Meilbox n

E-mail server

Admin: INCOMING

=]

= | Mailbox 1
-;-i-—/\o Mailbox 2
Mailbox 3

§

*veee N
*tegy —

- Mailbox n \@/ —
J SMTP & 0

ConSol*CM -
*veg, —

E-mail server
OUTGOING

Fig. 2: ConSol*CM6 - E-mail Server Interactions

21.1.4 System Architecture with Reporting Infrastructure

The ConSol*CM6 standard function set comprises two components which enable reporting:

® CMRF (ConSol*CM Reporting Framework)
JEE application which synchronizes the ConSol*CM database with the ConSol*CM data warehouse.

It can be installed in the same application server as ConSol*CM or in a separate application server.

* DWH (data warehouse)
Database (or database schema, depending on the RDBMS) that stores the integrated/pre-processed

data from the ConSol*CM database.
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Separate application servers for ConSol*CM and CMRF:

CM/fWeb Client CM/Track Admintool Process Designer

Java Web Start

NS

ConSol*CM ConSol*CMRF

$\~\$
—

- -
Sl — h Reporting
N ~— L~
®
ConSol*CM DB ConSol*CM DWH

Fig. 3: ConSol*CM6 - Infrastructure with CMRF and DWH (2 Servers)
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One application server for ConSol*CM and CMRF:

cm/web Client CM/Track Admintool Process Designer

ge

/ Java Web Start

ORAC LEg
| Weblogic |

.. .—l-'

Consol *L‘M = {:onSol*{:MRF

Reporting

S— ——
ConSol*CM DB ConSol*CM DWH

Fig. 4: ConSol*CM6 - Infrastructure with CMRF and DWH (1 Server)

When the DWH has been established (see section Data \Warehouse (DWH) Management for details), B/
(Business Intelligence) applications can be used to create reports, data cubes, and other reporting output

formats. Please see the following example with Pentaho ™ BI Suite.



326 ConSol*CM Administrator Manual (up to Version 6.8.5.6)

Separate application servers for ConSol*CM and CMRF (example: both JBoss):

N = =
CM/Web Client CM/Track Admintool Process Designer
J sau e
g —e — - -
Java Web Start E
| smesemese |
L — R RS
: ENEREEE
e EmE--
Cubes, e.g. Saiku
Reports Dashboards €

ConSoI‘CM/
4’ )
T 1 Pentaho DB
‘h# S —
ConSol*CM DB ConSol*CM DWH

Fig. 5: ConSol*CM6 - Reporting Infrastructure (2 Servers, both JBoss)
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One application server for ConSol*CM and CMRF (example: WebLogic):

CM/Web Client CM/Track Process Designer

samku n

e = -

'_6’-

Cubes, e.g. Saiku
Reports Dashboards 8

SN

| WebLogic
|*%0e,

Consol*CM ConSol*CMRF w

f“’"
f""
r/ >
- ~ e
-
~ - o
- ~ Pentaho DB
,‘
ConSol*CM DB ConSol*CM DWH

Fig. 6: ConSol*CM6 - Reporting Infrastructure (1 Server, WebLogic)

327



328 ConSol*CM Administrator Manual (up to Version 6.8.5.6)

21.2 Short Overview of the File Structure

Most of the data concerning the configuration and operation of ConSol*CM is stored in the ConSol*CM
database. However, some data is saved in the file system in the data directory that has been entered during
system set-up.

21.2.1 ConSol*CM6 Data Directory

The following figure and list show an example from a Windows system:

4 CMB_Customer_Datadir
a index
4 index.
asset
asset.uuid
engineer
engineer.uuid
ticket
ticket.uuid
unit
unit.uuid
4 mail
reimported
unparsable

mule

Fig. 7: ConSol*CM6 Data Directory
Example directories:

® index
This is the directory where all the indexes are stored (see also section File Card Index (Search and
Indexer Configuration)). Be sure to include it into your daily file system back-up.
® index.0
In this directory, there is a subdirectory for each required index.
®* mail
In this directory, files that are relevant for incoming e-mails are stored.
®* reimported
In this directory, e-mails are stored that had been stored in the unparsable directory and could
then be re-imported by a manual action of the administrator.
® unparsable
In this directory, incoming e-mails that cannot be processed by the system are stored. They are
listed under E-Mail Backups in the Admin-Tool, see section File Card E-mail Backups.
®* mule
This is a directory which might be used for Mule (internal ESB) data.
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21.2.2 JBoss Application Server File Structure
The following directories are available in a JBoss installation of ConSol*CM6:

4 || jboss-5.1.0.GA
. bin
, client
, common
. docs
J lib
4 || server
. all
4 | cmas_6.8.5x customer
. conf
J data
, deploy

J deployers
| lib

) log

| tmp

| work

Fig. 8: ConSol*CM6 - File Structure in a JBoss Application Server
Example directories:

* conf
Configuration data, e.g.:
® jboss-log4j
Log file configuration
* data
Data for operation, e.g. tx-operation keys
* deploy
Deployed data and configuration data:
® cm6.ear
Core application, .ear file
®* cm-track.war
Application file for the portal ConSol*CM/Track
®* cmDb-ds
Database connection configuration
® deployers
Additional deployed application data
® lib
Application-specific libraries, e.g.:
® mysgl connector
In case you use MySQL as a database system
* |og
Log files, see section Log Files.
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* tmp

Temporary data

®* work
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Work directory with a working copy of the application server files. Can be emptied, e.g. for error

analysis and/or fixing.

21.2.3 Oracle WebLogic Application Server File Structure

In an Oracle WebLogic environment, ConSol*CM6 is installed as a separate domain. ConSol*CM as well as
CMRF are managed servers. Please see the Operation Manual for details.

Here, only some directories are explained. If you want to administer ConSol*CM6 as a WebLogic
application, please refer to the Operation Manual and to general WebLogic tutorials.

. applications

. domains

. consolcmé_domain

< ULIS

. bin
. cm-ogs
. cmrf-lags
. config
| configiCache
J deployments
. cmb.ear
J cmif ear
. helpfile
, diagnostics
J jdbe
| ims
/lib
J nodemanager
| securiky
. skartup
J init-info
. lib

. pending

. security
. SEFVErs

. kmp

., wiserver_10.3

Fig. 9: ConSol*CM6 - File Structure in an Oracle WebLogic Application Server

Example directories:

® bin

Start/stop scripts
® cm-logs

All log files except for cmrf.log
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cmrf-logs
* cmrf.log file
Log messages for the CMRF (ConSol*CM Reporting Framework)
config
Configuration files
deployments
Deployed applications, i.e. here: ConSol*CM and CMRF as directories

21.2.4 Log Files

ConSol*CM uses the Log4jlogging framework. The logging behavior can be configured by editing the file
log4j.xml.

Log File Types

The following log files are used:

boot.log

Messages concerning system start-up (e.g. the Java version is indicated).

cmrf.log

Messages concerning CMRF (ConSol*CM Reporting Framework), i.e. messages that concern the
data transfer operations from the ConSol*CM database to the CMRF database (DWH). This is done
using JMS (Java Messaging Service).

cmweb.log

Messages concerning the ConSol*CM Web Client.

ctx.log

Contains messages of the Spring Framework.

errors.log

Contains only messages that have at least the log level ERROR.

esh.log

Contains messages of the Mule Framework (Mule is the internal ESB that is used for the processing
of incoming e-mails).

index.log

Messages concerning the indexer.

mail.log

Contains messages of the e-mail subsystem.

operationtimes.log

Only used when it has been enabled. Contains times of requests in order to identify possible
performance bottlenecks.

server.log

The general log file that contains all messages, as default setting at least with log level INFO. It is
recommended to use the DailyRollingFileAppender in order to prevent the file system from filling up.
session.log

Contains messages about log-ins (session starts) and session timeouts of ConSol*CM users.
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® sql.log
Contains log entries about SQL statements coming from hibernate if it is set to DEBUG level (by
default it is set to INFO.

® support_libs_errors.log
Contains errors which are thrown by support libs but are properly handled by the CM application (this
method keeps the server.log clean).

® timer-manager.log
Contains additional log messages written in log level DEBUG when workflow timers are activated or
deactivated. Information about the escalation date is logged, too.

* tx.log
Contains Spring Framework transactions related log messages.

* workflow.log
Information about activated/reinitialized/deactivated timers is logged with level INFO and all debug
output related to the workflow engine is written to this dedicated file.

Log File Structure

In the default configuration, log file entries have the following syntax:

Date Ti mestanp Logl evel [Logger] Message

Example for a log file entry (successful start of ConSol*CM 6 in JBosS):

2012-11-06 14:22:12,685 INFO [e.coyote. httpll. HtpllProtocol] Starting Coyote HTTP/ 1.1 on
http-0.0.0. 0-8080

The components of the message:

¢ Date:
November 6th, 2012
®* Timestamp:
14:22:12
* Loglevel:
INFO
® lLogger:
e.coyote.http11.Http11Protocol
Name of a Java class, not complete (only last 30 characters), the real name would be
org.apache.coyote.http11.HttpProtocol.
®* Message:
Starting Coyote HTTP/1.1 on http-0.0.0.0-8080

Simple messages and messages which concern a successful operation often comprise only one line.

When errors occur (log level ERROR), you might find stack traces. Please approach one of our ConSol*CM
consultants or our ConSol*CM support team for help.
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22 Appendix A - List of Available Annotations
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® Appendix A - List of Available Annotations
® Alphabetical List of Field Annotations
® Alphabetical List of Group Annotations
® Annotations Grouped by Application Area

Layout

Ticket display
Component-type
Validation

Common
Cmweb-common
Visibility

Indexing
Search-result
Contact-templates
Contact authentication
Ticket contact relation type
DWH

Phone commander
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22.1 Alphabetical List of Field Annotations
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Name
A accuracy
B boolean-type
C colspan

contact search
result column

Annotation
Type

validation

component-typ
e

layout

search-result

Description

For date fields,
to define the
level of detalil
displayed.

Definition of
possible
boolean fields.

Defines how
many columns
are reserved
for the field in
the layout.

Identifies
whether the
field should be
presented in
the search
result by
default.

Values

date (default)

date-time

only-time

check box

(default)

radio

select

<number>

true

Comment

Show date
without time.

Show date with
time.

Show only
time, no date.

Field that can
be checked
(set to false by
default).

2 radio buttons
(yes/no) for
selection (only
one can be
active).

Drop-down-fiel
d with 2 values
(yes/no).

Number of
columns.

Remove the
annotation if
the field should
not be visible
by default.
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Name Annotation
Type
contains ticket contact
contacts relation type
D dialable phone
commander
E email validation
enum field with  ticket display

ticket color

enum-in-search component-typ
-type e

enum-type component-typ

e

Description Values

Used only for true / false
list field

definition,

indicates that

the defined

fields can hold

contact

information.

Defines a field  true
with a phone

number.

Used for e-mail true
addresses to

check if the

format is

correct.

Defines the true / false
background

color of the

ticket icon for

ticket list and

ticket.

Defines single (default)
whether an / multiple
enum field

used in a

search accepts
search over
multiple values.

Detailed
definition of
drop-down list.

select (default)

Comment

Necessary to
distinguish if
the list is
shown with the
contact (true)
or with the
ticket (false).

Remove the
annotation if
the field should
not hold a
dialable phone
number.

May be used
with string
custom fields.
Remove the
annotation if
the format
should not be
checked.

The field has to
exist within
enum
administration
where lists,
values, and
colors are
defined.

Accepts search
over multiple
values if value
multiple is set.

Drop-down list
for selection.
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Name Annotation Description Values Comment
Type
radio List of radio
buttons to

select (only one
option can be
active)

autocomplete Drop-down list
for selection
where the field
is an input field
used to filter

the list.

F field-group layout Allows <string> To group fields
grouping of the same string
fields in view m value has to be
ode. Annotation set in the
is ignored in edi annotation of
t mode. each field.

field indexed indexing Used to transitive All data is

indicate that displayed

the field may (ticket and

be indexed. customer).

unit Used for

customer data.
Only the unit
and the parent
unit (i.e.
company) is
given as a

search result,
no tickets are
provided.

local Used for
customer data.
Only the unit is
given as a
search result,
no company
and no tickets
are displayed.
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Name

fieldsize

format

G groupable

Annotation Description Values
Type
not indexed
layout Displayed field  <rows>;<cols>
size within

ticket layout.

<number>

validation Used to check  <date format>
the correct
format of date
fields.

cmweb-commo  Enables true
n grouping in the
ticket list.

Comment

Field is not
indexed.

For string
custom fields
with annotation
text-type and
value textarea.
<rows> defines
the number of
displayed rows
and <cols>
defines the
number of
characters
displayed per
row. Used only
for layout
purposes.

For enum
custom fields.
Defines how
many values
are directly
visible in the list
box. Used only
for layout
purposes.

The pattern for
the date is
based on Simpl/
eDateFormat,
e.g.
dd.mm.yyyy.

Used only with
enum custom
fields. Remove
the annotation
if you want to
disable

grouping.
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Name Annotation Description Values Comment
Type
L label-group layout Indicates a <string> All fields with
group of fields the same label
along with its value are
descriptive grouped and

label in view m displayed

ode. Annotation under this

is ignored in edi label.

t mode. Label is a
custom field of
type string with
annotation text-
type and value /
abel. The
annotation /abe
I-group has to
be assigned to
the label, too.

label-in-view layout Shows custom  true Remove the
field value as a annotation if
label in view m the label should
ode. Annotation not be visible in
is ignored in edi view mode.

t mode.

leave-trailing-z common Used for the true / false Remaining
eros display of fixed zeros of the
point numbers. fractional part
are not cut off
when value is tr
ue.
list-type component-typ Disables the ad fixed-size Itis not
e d and/or delete possible to add
options for or delete
custom fields of fields/rows.
type list or stru
ct.
non-shrinkable It is not
possible to
delete

fields/rows.
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Name Annotation Description Values Comment
Type
non-growable Itis not
possible to add
fields/rows.

M matches validation Checks if input  <string> May be used
of string with string
custom fields custom fields.
matches the
given value.

maxLength validation Defines the <number> May be used
maximum with string
length of input custom fields.
for string
custom fields.

maxValue validation Defines the <number> May be used
maximum value with number
for number custom fields.
custom fields.

minLength validation Defines the <number> May be used
minimum with string
length of input custom fields.
for string
custom fields.

minValue validation Defines the <number> May be used
minimum value with number
for number custom fields.
custom fields.

N no-history-field performance Indicates that a  true / false Annotation is
single custom active if value
field should not is set to true.
be historized. For fields that
Overwrites the should be
group stored but not
annotation no-h be visible in
istory. history use

annotation visib
ility
configuration.
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Name Annotation Description Values Comment
Type

(@) order-in-result  layout Shows field as  <number> The columns
a column in the are sorted in
search result ascending
list at given order.
position.

P password contact Indicates that <string> Used for

authentication  this field will be CM/Track.
used as a
password in the
authentication
process.
position layout Defines the <number>;<nu  Values define r
position of a mber> ow and column
field within a (row;column),
grid layout. numbering
starts at 0;0. If
no values are
set, the custom
field will take
the next free
grid cell.
Defines the 0;<number> Only the colum
position of a nvalue is used,
field within a list the row value is
(struct). ignored.

R readonly common Used to true / false Field is read
indicate that only if value is
the custom field set to true.
cannot be Lack of value
modified. or any value

except false is

also treated as

true.
reportable dwh Indicates that true / false Field is

the field is
reportable and
that it should
be transferred
to the DWH.

reportable if
value is set to tr
ue.
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Name

required

rowspan
S sortable
T text-type

Annotation
Type

validation

layout

cmweb-commo
n

component-typ
e

Description

Indicates that
this is a
required field.

Indicates how
many rows
within the
layout are
occupied by
this field.

Used to enable
sorting of the
ticket list.

Defines the
possible types
of a string field.

Values

true / false

<number>

true

text (default)

textarea

password

label

Comment

Field is
required if
value is set to tr
ue.

Number of
rows.

Used only with
enum custom
fields. Remove
the annotation
if you want to
disable sorting.
Works only if
order index is
set for all
values of the
enum field.

Single-line
input field.

Multi-line input
field.

Input field for
passwords.
Password will
be displayed as
*kkkkkk in VieW
mode.

Input will be
displayed as a
label.
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Name Annotation Description Values Comment
Type
url Input will be
displayed as a
link in view mo
de. String has
to match a
specific url
pattern.
ticket-list-colsp  layout Defines how <number> Number of
an many columns columns.
are occupied
by the field in
the ticket list
box.
ticket-list-positi  layout Defines the <number>;<nu  Values define r
on position of the  mber> ow and column
field in the (row;column),
ticket list box. numbering
starts at 0;0.
ticket-list-rowsp  layout Defines how <number> Number of
an many rows are rows.
occupied by the
field in the
ticket list box.
U username contact Indicates that true / false Used for
authentification  this field will be CM/Track.
used as a login
name in the
authentication
process.

V visibility common Defines when edit Field will be
the field is displayed in edi
visible. t mode.

view Field will be
displayed in vie
w mode.

none Field is not

visible.
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Name Annotation Description
Type

visibility visibility Indicates the

configuration visibility of this

field in history.

Values

on every level

2nd level and
3rd level

only 3rd level

Comment

If any other or
no value is set
the field will
always be
visible.

Field is shown
on every level
of history.

Field is shown
only on the 2nd
and the 3rd
level of history.

Field is shown
only on the 3rd
level of history.
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22.2 Alphabetical List of Group Annotations

Name

contact history
template name

contact-templat
e-contact-ticket

-page

contact-templat
e-default

Annotation
Type

ticket contact
relation type

contact-templat
es

contact-templat
es

Description

Describes the
contact
information
shown in ticket
history.

Used to display
short
information
about a contact
in the ticket and
contact pages.

Used to display
short
information
about contacts.

Values

<template
name>

<template
name>

<template
name>

Comment

Format is
specified within
the template
definition.
Name of
template is
referenced
here.

Format is
specified within
the template
definition.
Name of
template is
referenced
here.

If this
annotation is
not configured
contact-templat
e-default will be
used.

Format is
specified within
the template
definition.
Name of
template is
referenced
here.

If this
annotation is
not configured
deprecated unit
search
template name
will be used.
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Name

contact-templat
e-dragged

contact-templat
e-emalil

contact-templat
e-quick-search

Annotation
Type

contact-templat
es

contact-templat
es

contact-templat
es

Description

Used to display
short
information
about a contact
when contact is
dragged.

Used to display
short
information
about a contact
for
auto-completio
n of e-mail
addressee.

Used to display
short
information
about a contact
in the quick
search result
list.

Values

<template
name>

<template
name>

<template
name>

Comment

Format is
specified within
the template
definition.
Name of
template is
referenced
here.

If this
annotation is
not configured
contact-templat
e-default will be
used.

Format is
specified within
the template
definition.
Name of
template is
referenced
here.

If this
annotation is
not configured
contact-templat
e-default will be
used.

Format is
specified within
the template
definition.
Name of
template is
referenced
here.

If this
annotation is
not configured
contact-templat
e-default will be
used.
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Name

contact-templat
e-search

contact-templat
e-ticket-list

contact-templat
e-ticket-referen
ce

Annotation
Type

contact-templat
es

contact-templat
es

contact-templat
es

Description Values

Used to display <template
short name>
information

about a contact

in the contact

search result

list.

Used to display = <template
short name>
information

about a contact

in the ticket list.

Used to display <template
short name>
information

about a contact

in the ticket

reference

section.

Comment

Format is
specified within
the template
definition.
Name of
template is
referenced
here.

If this
annotation is
not configured
contact-templat
e-default will be
used.

Format is
specified within
the template
definition.
Name of
template is
referenced
here.

If this
annotation is
not configured
contact-templat
e-default will be
used.

Format is
specified within
the template
definition.
Name of
template is
referenced
here.

If this
annotation is
not configured
contact-templat
e-default will be
used.
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Name

contact-templat
e-ticket-search

contact-templat
e-workspace-fa es

vourite
G group-visibility
N no-history

Annotation
Type

contact-templat
es

contact-templat

common

performance

Description Values

Used to display <template
short name>
information

about a contact

in the ticket

search result

list.

Used to display = <template
short name>
information

about a contact

in the

workspace and

favourites

sections.

Defines the true / false
default visibility
of a custom

field group.

Indicates that true / false
all custom

fields belonging

to this group

will not be

historized.

Comment

Format is
specified within
the template
definition.
Name of
template is
referenced
here.

If this
annotation is
not configured
contact-templat
e-default will be
used.

Format is
specified within
the template
definition.
Name of
template is
referenced
here.

If this
annotation is
not configured
contact-templat
e-default will be
used.

The annotation
can be
overwritten on
field level.

Annotation is
active if value
is set to true.
On field level
you can use
the annotation
no-history-field.
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Name Annotation Description Values Comment
Type
(@) open-at-create  layout Allows custom  true Remove the
field groups to annotation if
be visible the group
during ticket should not be
creation even if visible.
they are
hidden.
R reportable dwh Indicates that true / false A value has to
group all custom be set.
fields belonging Annotation is
to this group active if value
are reportable is set to true.
and should be
transferred to
CMRF.
S show-contact-i  layout Indicates that true This annotation
n-ticket-list the custom field can only be
group (contact) assigned to
should be groups with the
shown in the annotation unit
ticket list. is a contact.
Remove the
annotation if
the contact
should not be
shown in the
ticket list.
show-in-group-  layout Defines thata  true Without this
section custom field annotation the
group is group is shown
displayed in the in the ticket
Groups section. header.
U unit is a contact  ticket contact Indicates that true / false Group is shown

relation type

the custom field
group
describes
contact data.

with contact
when true or
with ticket
when false.
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Name Annotation
Type

unit search indexing

template name

(deprecated)

Description Values

Template used <template
to display short name>
information

about found

contacts.

Comment

Format is
specified within
the template
definition.
Name of
template is
referenced
here.
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22.3 Annotations Grouped by Application Area

22.3.1 Layout

Groups Fields
open-at-create colspan
show-contact-in-ticket-list fieldsize
show-in-group-section field-group
label-group
label-in-view

order-in-result
position

rowspan
ticket-list-colspan
ticket-list-position

ticket-list-rowspan

22.3.2 Ticket display

Groups Fields

enum field with ticket color

22.3.3 Component-type

Groups Fields
boolean-type
enum-in-search-type
enum-type
list-type

text-type
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22.3.4 Validation
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Groups

Fields
accuracy
emalil
format
matches
maxLength
maxValue
minLength
minValue

required

22.3.5 Common

Groups

group-visibility

Fields

leave-trailing-zeros

readonly
visibility
22.3.6 Cmweb-common
Groups Fields
groupable
sortable
22.3.7 Visibility
Groups Fields

visibility configuration
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22.3.8 Indexing
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Groups

unit search template name (deprecated)

Fields

field indexed

22.3.9 Search-result

Groups

Fields

contact search result column

22.3.10 Contact-templates

Groups
contact-template-contact-ticket-page
contact-template-default
contact-template-dragged
contact-template-email
contact-template-quick-search
contact-template-search
contact-template-ticket-list
contact-template-ticket-reference
contact-template-ticket-search

contact-template-workspace-favourite

Fields

22.3.11 Contact authentication

Groups

Fields
password

username
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22.3.12 Ticket contact relation type
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Groups
contact history template name

unit is a contact

Fields

contains contacts

22.3.13 DWH

Groups Fields
reportable group reportable
22.3.14 Phone commander

Groups Fields

dialable
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23 Appendix B - Glossary

Term Explanation

A Access Rights Permissions of an engineer to
view or make changes to tickets
in the Web Client. Access rights
are always assigned to a group,
never to single engineers/users.

ACIM Activity item, entry in the history
section of a ticket (e.g. comment,
e-mail, attachment, time booking
entry)

AD Microsoft Active Directory - an
LDAP-based directory service for
Microsoft Windows domain
networks.

Additional contact Customer/contact besides the
main contact, e.g. an employee
of the company. For additional
customers/contacts, customer
roles can be assigned.

Admin-Tool GUI to administer ConSol*CM
system tasks.

B BI Business Intelligence - methods,
technologies, and architectures
to transform data into useful
information for business

purposes.
C CMDB ConSol*CM Database, the
working database of the CM
system
CMRF ConSol*CM Reporting

Framework - a JEE application
which synchronizes data
between the CM database and
the DWH.
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Term Explanation

CM/Track Consol*CM web portal. Provides
customer access to the
ConSol*CM system.

Contact The customer who has a
guestion or service request. As a
synonym, contactis used in
ConSol*CM terminology. At least
one contact/customer has to be
set for a ticket. The contact can
change during the life cycle of the

ticket.

D DWH Data Warehouse - CM database
used for reporting and data
analysis.

E Engineer User who has a login to the Web

Client and who has to manage
the tasks defined in the tickets.

ESB Enterprise Service Bus, a
software architecture used for
communication between mutually
interacting software applications
in a service-oriented architecture
(SOA)

ETL Extract Transform Load - extracts
data from one source (this can be
a database or another source),
transforms it, and loads it into a
database, e.g. a data warehouse.

G GUI Graphical User Interface

| IMAP Internet Message Access
Protocol - Internet standard
protocol to access e-mail on a
remote e-mail server. Can be
used as plain IMAP or as secure
IMAP (IMAPS). In the latter case
the proper certificates are
required.

J Java EE Java Enterprise Edition
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Term

JMS

LDAP

Mailbox

Main contact

Mule

PCDS

Pentaho

POP

Portal

Process Designer

Explanation

Java Message Service, Java EE
component used to send
messages between JMS clients

Lightweight Directory Access
Protocol - application protocol to
access and maintain directory
information over an IP network.

Destination to which e-mail
messages are delivered.
Mailboxes are managed on a
mail server. ConSol*CM can
access one or more separate
mailboxes to retrieve e-mails.

The customer of a ticket.
Customer and contact are used
in a synonymous way in
ConSol*CM terminology (until
version 6.8).

An open source Java-based
Enterprise Service Bus (ESB)

Page customization definition
section

Pentaho™ is a business
intelligence (BI) suite which is
available as open source version
and as enterprise edition.

Post Office Protocol - Internet
standard protocol to retrieve
e-mails from a remote server via
TCP/IP. Can be used as plain
POP or as secure POP (POPs).
In the latter case the proper
certificates are required.

CM/Track, provides customer
access to ConSol*CM

ConSol*CM component used to
design, develop and deploy
workflows.
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Term

Q Queue

R RDBMS
REST
Role

S Script
SMTP

T Template
Ticket

W Workflow

Explanation

Comprises tickets from the same
domain and makes sure that all
tickets of this domain are treated
in the same way. A queue always
has one workflow. Access rights
and other parameters are defined
based on queues.

Relational Database
Management System - e.g.
Oracle® , MS SQL Server® ,
MySQL.

Representational State Transfer -
a method to transfer data via a
network, based on HTTP.

Defines the access permissions
and views of an engineer.

Programs written for a special
run-time environment that can
interpret and automate the
execution of tasks. In
ConSol*CM, scripts are stored in
the Admin-Tool and are used in
scripts for activities in workflows.

Simple Message Transfer
Protocol - standard protocol to
send e-mails.

Pre-formatted example
concerning layout, text, and/or
data, e.g. for e-mails or
CM/Office.

Incidents, service cases, or other
requests of internal or external
customers. A ticket is the object
which runs through the process
(defined by the workflow).

Models every process that should
be managed using ConSol*CM
step by step.
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24 Appendix C - System Properties

The lists provide explanation for all available ConSol*CM system properties. You can define properties in the
Admin-Tool, in the Configuration section.

® Appendix C - System Properties
® System Properties Ordered by Module
® System Properties Ordered by Property Name
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24.1 System Properties Ordered by Module

Module Property Explanation

cmas-app-admin-tool admin.tool.session.check.interval = Description: Admin Tool inactive
(ended) sessions check time
interval (in seconds)
Type: Integer
Restart required: Yes
System: Yes
Optional: No
Example value: 30
Since: 6.7.5

cmas-core-cache cache-cluster-name Description: JBoss cache cluster
name
Type: String
Restart required: Yes
System: Yes
Optional: No
Example value: 635a6de1-629a-
4129-8299-2d98633310f0
Since: 6.4.0

cmas-core-cache eviction.event.queue.size Description:
Type: Integer
Restart required: Yes
System: Yes
Optional: No
Example value: 200000
Since: 6.4.0

cmas-core-cache eviction.max.nodes Description:
Type: Integer
Restart required: Yes
System: Yes
Optional: No
Example value: 100000
Since: 6.4.0




360 ConSol*CM Administrator Manual (up to Version 6.8.5.6)

Module Property Explanation

cmas-core-cache eviction.wakeup.interval Description:
Type: Integer
Restart required: Yes
System: Yes
Optional: No
Example value: 3000
Since: 6.4.0

cmas-core-index-common index.attachment Description: Describes if content
of attachments is indexed.
Type: Boolean
Restart required: No
System: Yes
Optional: No
Example value: true
Since: 6.4.3

cmas-core-index-common index.history Description: Describes if unit and
ticket history are indexed
Type: Boolean
Restart required: No
System: Yes
Optional: No
Example value: false
Since: 6.1.0

cmas-core-index-common synchronize.sleep.millis Description: How often each
slave server polls master server
for index changes. Default 1000.
Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 1000
Since: 6.6.0
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Module

cmas-core-index-common

cmas-core-index-common

Property

synchronize.megabits.per.second

synchronize.master.timeout.minu
tes

Explanation

Description: How much
bandwidth can master server
consume to transfer index
changes to all slave servers.
Default 85. Please do not use all
available bandwidth to transfer
index changes between hosts.
This will most probably partition
cluster as some subsystems will
not be able to communicate.
Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 85

Since: 6.6.0

Description: How much time
master server may constantly fail
until new master gets elected
with index fix procedure. Default
5. Since 6.6.17 this value is
configurable in setup where zero
means that master server will
never change (failover
mechanism is off).

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 5

Since: 6.6.0
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Module Property Explanation

cmas-core-index-common synchronize.master.address Description: Value of
-Dcmas.http.host.port informing
how to connect to indexing
master server. Default null. Since
6.6.17 this value is configurable
in setup to designate initial
indexing master server. Please
note that changing this value is
only allowed when all cluster
nodes index changes receivers
are stopped.
Type: Integer
Restart required: No
System: Yes
Optional: Yes
Example value: 127.0.0.1:80
Since: 6.6.0

cmas-core-index-common synchronize.master.security.user  Description: The user name for
accessing the index snapshot via
URL, e.g. for index
synchronizaton or for back-ups
(#612378 rev.41075).
Type: String
Restart required: No
System: Yes
Optional: Yes
Example value: user

Since: 6.6.0
cmas-core-index-common synchronize.master.security.toke  Description: The password for
n accessing the index snapshot via

URL, e.g. for index
synchronization or for back-ups
(#612378 rev.41075).

Type: String

Restart required: No

System: Yes

Optional: Yes

Example value: token

Since: 6.6.0




ConSol*CM Administrator Manual (up to Version 6.8.5.6)

363

Module Property
cmas-core-index-common index.status
cmas-core-index-common disable.admin.task.auto.commit
cmas-core-index-common index.task.worker.threads

Explanation

Description: Status of the
indexer, possible values RED,
YELLOW, GREEN, will be
displayed in the Admin-Tool
(#611651 rev.41785).

Type: String

Restart required: No
System: Yes

Optional: No

Example value: GREEN
Since: 6.6.1

Description: All tasks created for
index update will be automatically
executed right after creation
(#613021 rev.42792).

Type: Boolean

Restart required: No

System: Yes

Optional: No

Example value: false

Since: 6.6.1

Description: How many threads
will be used to execute batch
index tasks (synchronization,
administrative and repair tasks).
Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 1 (default) (we
recommend to use a value not
larger than 2)

Since: 6.6.14, 6.7.3
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Module

cmas-core-index-common

cmas-core-index-common

cmas-core-index-common

cmas-core-index-common

Property

indexed.tickets.per.thread.in.me
mory

indexed.units.per.thread.in.memo
ry

indexed.engineers.per.thread.in.
memory

indexed.assets.per.thread.in.me
mory

Explanation

Description: How many tickets
should be loaded into memory at
once during indexing per one
thread.

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 100 (default)
Since: 6.6.14, 6.7.3

Description: How many units
should be loaded into memory at
once during indexing per one
thread.

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 200 (default)
Since: 6.6.14, 6.7.3

Description: How many
engineers should be loaded into
memory at once during indexing
per one thread.

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 300 (default)
Since: 6.6.14, 6.7.3

Description: How many assets
should be loaded into memory at
once during indexing per one
thread. (#616685 rev.52790)
Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 200 (default)
Since: 6.8.0
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Module Property Explanation

cmas-core-index-common index.version.current Description: Holds information
about current (possibly old) index
version (#613720 rev.44561).
Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 1 (default)
Since: 6.7.0

cmas-core-index-common index.version.newest Description: Holds information
about which index version is
considered newest (#613720
rev.44561).
Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 1 (default)
Since: 6.7.0

cmas-core-index-common big.task.minimum.size Description: How many parts task
at least should have to be
handled by indexer with low
priority (#620906 rev.63459).
Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 15 (default)
Since: 6.8.3

cmas-core-security admin.email Description: The e-mail address
of the ConSol*CM administrator.
The value which you have
entered during system set-up is
used initially.
Type: String
Restart required: No
System: Yes
Optional: No
Example value: maz@-consol.de
Since: 6.0
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Module Property Explanation

cmas-core-security admin.login Description: The name of the
ConSol*CM administrator. The
value which you have entered
during system set-up is used
initially.
Type: String
Restart required: No
System: Yes
Optional: No
Example value: admin
Since: 6.0

cmas-core-security authentication.method Description: User authentication
method (internal CM database or
LDAP authentication). Allowed
values are LDAP or DATABASE
Type: String
Restart required: No
System: Yes
Optional: No
Example value: DATABASE
Since: 6.0

cmas-core-security kerberos.v5.enabled Description: Flag which indicates
whether SSO via Kerberos is
enabled.
Type: Boolean
Restart required: No
System: Yes
Optional: No
Example value: false (default if
Kerberos has not been enabled
during system set-up)
Since: 6.2.0

cmas-core-security kerberos.v5.username.regex Description: Regular expression
used for mapping Kerberos
principal to CM user login.
Type: String
Restart required: No
System: Yes
Optional: No
Example value: (*)@.*
Since: 6.2.0
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Module Property
cmas-core-security Idap.authentication
cmas-core-security Idap.basedn
cmas-core-security Idap.initialcontextfactory

Explanation

Description: Authentication
method used when using LDAP
authentication.

Type: String

Restart required: Yes

System: Yes

Optional: No

Example value: simple

Since: 6.0

Description: Base DN used for
looking up LDAP user accounts
when using LDAP authentication.
Type: String

Restart required: No

System: Yes

Optional: No

Example value: OU=accounts,D
C=consol,DC=de

Since: 6.0

Description: Class name for initial
context factory of LDAP
implementation when using
LDAP authentication. Usually
should be
com.sun.jndi.ldap.LdapCtxFactor
y

Type: String

Restart required: Yes

System: Yes

Optional: No

Example value: com.sun.jndi.lda
p.LdapCtxFactory

Since: 6.0
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Module Property Explanation

cmas-core-security Idap.password Description: Password for
connecting to LDAP to lookup
users (when using LDAP
authentication). Only needed if
lookup cannot be done
anonymously.
Type: Password
Restart required: No
System: Yes
Optional: Yes
Since: 6.1.2

cmas-core-security Idap.providerurl Description: LDAP provider
(when using LDAP
authentication).
Type: String
Restart required: No
System: Yes
Optional: No
Example value: |dap://ldap.conso
l.de:389
Since: 6.0

cmas-core-security Idap.searchattr Description: Search attribute for
looking up LDAP entry connected
to CM6 login.
Type: String
Restart required: No
System: Yes
Optional: No
Example value: uid
Since: 6.0

cmas-core-security Idap.userdn Description: LDAP user for
connecting to LDAP to lookup
users (when using LDAP
authentication). Only needed if
lookup cannot be done
anonymously)
Type: String
Restart required: No
System: Yes
Optional: Yes
Since: 6.1.2
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Module

cmas-core-server

cmas-core-server

cmas-core-server

cmas-core-server

cmas-core-server

Property

attachment.allowed.types

attachment.max.size

config.data.version

defaultCommentClassName

defaultincommingMailClassName

Explanation

Description: Comma-separated
list of allowed filename
extensions (if no value defined,
all file extensions are allowed).
Type: String

Restart required: No

System: Yes

Optional: Yes

Example value: txt,zip,doc
Since: 6.5.0

Description: Maximum
attachment size in MB
Type: Integer

Restart required: No
System: Yes
Optional: No

Example value: 100
Since: 6.4.0

Description:

Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 11
Since: 6.0

Description: Default text class
name for comments

Type: String

Restart required: No

System: No

Optional: Yes

Example value:

Since: 6.3.0

Description: Default text class
name for incoming mails
Type: String

Restart required: No

System: No

Optional: Yes

Example value:

Since: 6.3.0
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Module Property Explanation

cmas-core-server defaultOutgoingMailClassName Description: Default text class
name for outgoing mails
Type: String
Restart required: No
System: No
Optional: Yes
Example value:
Since: 6.3.0

cmas-core-server last.config.change Description: Random UUID
created during last change in
config
Type: String
Restart required: No
System: Yes
Optional: No
Example value: 2573c7b7-2bf5-4
7ff-b5a2-bad31951a266
Since: 6.1.0, 6.2.1

cmas-core-server mail.notification.engineerChange  Description: Flag if notification
mail should be sent when
engineer of ticket is changed.
Type: Boolean
Restart required: No
System: Yes
Optional: No
Example value: true
Since: 6.1.0

cmas-core-server mail.naotification.sender Description: From address for
notification mails when engineer
of ticket is changed. If not set,
cmas-core-security admin.email
is used instead.
Type: String
Restart required: No
System: Yes
Optional: Yes
Example value: cménatification@
cmeéinstallation
Since: 6.6.3
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Module Property Explanation

cmas-core-server mail.smtp.email Description: SMTP mail URL for
outgoing mails
Type: String
Restart required: No
System: Yes
Optional: No
Example value: smtp://mail.cons
ol.de:25
Since: 6.0

cmas-core-server mail.smtp.envelopesender Description: Mail address used
as sender in SMTP envelope. If
not set, the From: address of the
mail is used.
Type: String
Restart required: No
System: Yes
Optional: No
Example value: mysender@myd
omain.com
Since: 6.5.7

cmas-core-server ticket.delete.timeout Description: Transaction timeout
(in seconds) for deleting tickets
Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 60
Since: 6.1.3
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Module Property Explanation

cmas-core-server server.session.timeout Description: Server session
timeout (in seconds) for
connected clients. Each client
can overwrite this timeout with
custom value using its id
(ADMIN_TOOL, WEB_CLIENT,
WORKFLOW_EDITOR, TRACK
(before 6.8 please use
PORTER), ETL, REST)
appended to property name, e.g.
server.session.timeout. ADMIN_T
OOoL
Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 1800
Since: 6.6.1, 6.7.1

cmas-core-server server.session.reaper.interval Description: Server inactive
(ended) sessions' reaper interval
(in seconds)
Type: Integer
Restart required: Only Session
Service
System: Yes
Optional: No
Example value: 60
Since: 6.6.1, 6.7.1

cmas-core-server server.session.archive.timeout Description: Server sessions
archive validity timeout (in days).
After this time session info is
removed from db.
Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 31
Since: 6.7.1
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Module

cmas-core-server

cmas-core-server

cmas-core-server

cmas-core-server

Property

server.session.archive.reaper.int
erval

tickets.delete.size

unit.replace.timeout

unit.replace.batchSize

Explanation

Description: Server archived
sessions' reaper interval (in
seconds)

Type: Integer

Restart required: No
System: Yes

Optional: Yes

Example value: 60

Since: 6.7.1

Description: Property that defines
a number of tickets deleted per
transaction. By default it is set to
10.

Type: Integer

Restart required: Only Session
Service

System: Yes

Optional: No

Example value: 10

Since: 6.8.1

Description: Transaction timeout
(seconds) of unit replacement
action step (#619248 rev.57830).
Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 120

Since: 6.8.2

Description: Describes number of
objects to be processed in unit
replace action (#619248
rev.57830).

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 5

Since: 6.8.2
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Module Property Explanation

cmas-core-server Idap.certificate.basedn Description: Base DN for
certificates location in LDAP tree.
If not provided Idap.basedn is
taken.
Type: String
Restart required: No
System: Yes
Optional: Yes
Example value: OU=accounts,D
C=consol,DC=de
Since: 6.8.4

cmas-core-server Idap.certificate.searchattr Description: LDAP attribute name
used to search for certificate in
LDAP tree. Default value is: mail.
Type: String
Restart required: No
System: Yes
Optional: Yes
Example value: malil
Since: 6.8.4

cmas-core-server Idap.certificate.content.attribute Description: LDAP attribute name
used where certificate data is
stored in LDAP tree. Default
value is: usercertificate
Type: String
Restart required: No
System: Yes
Optional: Yes
Example value: usercertificate
Since: 6.8.4

cmas-core-server Idap.certificate.providerurl Description: LDAP Certificates
provider URL. If not set
Idap.providerurl is taken.
Type: String
Restart required: No
System: Yes
Optional: Yes
Example value: |dap://ldap.conso
l.de:389
Since: 6.8.4
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Module

cmas-core-server

cmas-core-server

cmas-core-server

cmas-core-server

Property

Idap.certificate.userdn

Idap.certificate.password

fetchSize.strategy

fetchSize.strategy.FetchSizeFixe
dStrategy.value

Explanation

Description: LDAP Certificates
manager DN. If not set
Idap.userdn is taken.

Type: String

Restart required: No

System: Yes

Optional: Yes

Since: 6.8.4

Description: LDAP Certificates
manager password. If not set
Idap.password is taken.

Type: String

Restart required: No

System: Yes

Optional: Yes

Since: 6.8.4

Description: Strategy selected to
set fetch size on jdbc result sets.
Type: String

Restart required: No

System: Yes

Optional: Yes

Example value: FetchSizePageB
asedStrategy,
FetchSizeThresholdStrategy,
FetchSizeFixedStrategy

Since: 6.8.4.1

Description: Sets fetch size value
if selected strategy to set fetch
size is FetchSizeFixedStrategy
Type: Integer

Restart required: No

System: Yes

Optional: Yes

Example value: 150

Since: 6.8.4.1
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Module

cmas-core-server

cmas-core-server

cmas-core-server

cmas-core-shared

Property

fetchSize.strategy.FetchSizeThre
sholdStrategy.value

fetchSize.strategy.FetchSizePag

eBasedStrategy.limit

max.licences.perUser

cluster.mode

Explanation

Description: Sets fetch size
threshold border values if
selected strategy to set fetch size
is FetchSizeThresholdStrategy
Type: Integer

Restart required: No

System: Yes

Optional: Yes

Example value: 150,300,600,100
0

Since: 6.8.4.1

Description: Sets max fetch size
value if selected strategy to set
fetch size is
FetchSizePageBasedStrategy
Type: Integer

Restart required: No

System: Yes

Optional: Yes

Example value: 10000

Since: 6.8.4.1

Description: Sets max licenses
single user can use (e.g logging
in from different browsers). By
default this value is not restricted.
Type: Integer

Restart required: No

System: Yes

Optional: Yes

Example value: 10

Since: 6.8.4.5

Description: Flag if CMAS is
running in cluster

Type: Boolean

Restart required: Yes
System: Yes

Optional: No

Example value: false

Since: 6.1.0
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Module Property Explanation

cmas-core-shared data.directory Description: Directory for CMAS
data (e.g. index)
Type: String
Restart required: No
System: Yes
Optional: No
Example value: C:\Users\user\cm
as
Since: 6.0

cmas-dwh-server dwh.mode Description: Current mode of
DWH data transfer. Possible
values are OFF, ADMIN, LIVE
Type: String
Restart required: No
System: Yes
Optional: No
Example value: OFF
Since: 6.0.1

cmas-dwh-server java.naming.factory.initial Description: Factory class for
DWH context factory.
Type: String
Restart required: No
System: Yes
Optional: No
Example value: org.jnp.interfaces
.NamingContextFactory
Since: 6.0.1

cmas-dwh-server java.naming.factory.url.pkgs Description:
Type: String
Restart required: No
System: Yes
Optional: No
Example value: org.jboss.naming
:org.jnp.interfaces
Since: 6.0.1
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Module Property Explanation

cmas-dwh-server java.naming.provider.url Description: URL of haming
provider
Type: String
Restart required: No
System: Yes
Optional: No
Example value: localhost
Since: 6.0.1

cmas-dwh-server autocommit.cf.changes Description: (#613104 rev.43336)
Type: Boolean
Restart required: No
System: Yes
Optional: No
Example value: false
Since: 6.7.0

cmas-dwh-server is.cmrf.alive Description: As a starting point
time of sending last message to
CMREF should be used. If
response from CMRF is not
received after value (in seconds)
it should create a dwh operation
status with error message that
CMREF is down.
Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 1200
Since: 6.7.0

cmas-dwh-server unit.transfer.order Description: Define in which
order unit custom field groups
should be transferred to the DWH
(#617059, #617062, #617060
rev.52786).
Type: String
Restart required: No
System: Yes
Optional: Yes
Example value: company;custom
er
Since: 6.6.19
Removed in: 6.8.1
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Module Property Explanation

cmas-dwh-server skip-ticket Description: Tickets are not
transferred during transfer/update
(#617059, #617062, #617060
rev.52786).
Type: Boolean
Restart required: No
System: Yes
Optional: No
Example value: false
Since: 6.6.19
Removed in: 6.8.1

cmas-dwh-server skip-unit Description: Units are not
transferred during
transfer/update. (#617059,
#617062, #617060 rev.52786)
Type: Boolean
Restart required: No
System: Yes
Optional: No
Example value: false
Since: 6.6.19
Removed in: 6.8.1

cmas-dwh-server skip-ticket-history Description: History of ticket is
not transferred during
transfer/update (#617059,
#617062, #617060 rev.52786).
Type: Boolean
Restart required: No
System: Yes
Optional: No
Example value: false
Since: 6.6.19
Removed in: 6.8.1
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Module Property Explanation

cmas-dwh-server skip-unit-history Description: History of unit is not
transferred during transfer/update
(#617059, #617062, #617060
rev.52786).
Type: Boolean
Restart required: No
System: Yes
Optional: No
Example value: false
Since: 6.6.19
Removed in: 6.8.1

cmas-dwh-server ignore-queues Description: By adding a comma
separated list of queue names it
is configured that tickets of these
gueues are not transferred to the
DWH (#617059, #617062,
#617060 rev.52786).
Type: String
Restart required: No
System: Yes
Optional: Yes
Example value: QueueNamel,Q
ueueName2,QueueName3
Since: 6.6.19
Removed in: 6.8.1

cmas-dwh-server notification.error.description Description: Text for error mails
from DWH
Type: String
Restart required: No
System: Yes
Optional: No
Example value: Error occured
Since: 6.0.1

cmas-dwh-server notification.error.from Description: From address for
error mails from DWH
Type: String
Restart required: No
System: Yes
Optional: Yes
Since: 6.0.1
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Module

cmas-dwh-server

cmas-dwh-server

cmas-dwh-server

cmas-dwh-server

Property

notification.error.subject

notification.error.to

notification.finished_successfully.

description

notification.finished_successfully.

from

Explanation

Description: Subject for error
mails from DWH

Type: String

Restart required: No

System: Yes

Optional: No

Example value: Error occured
Since: 6.0.1

Description: To address for error
mails from DWH

Type: String

Restart required: No

System: Yes

Optional: No

Example value: maz@consol.de
Since: 6.0.1

Description: Text for mails from
DWH when transfer finished
successfully.

Type: String

Restart required: No

System: Yes

Optional: No

Example value: Transfer finished
successfully

Since: 6.0.1

Description: From address for
mails from DWH when transfer
finished successfully.

Type: String

Restart required: No

System: Yes

Optional: Yes

Since: 6.0.1
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Module

cmas-dwh-server

cmas-dwh-server

cmas-dwh-server

cmas-dwh-server

Property

notification.finished_successfully.
subject

notification.finished_successfully.
to

notification.finished_unsuccessful
ly.description

notification.finished_unsuccessful
ly.from

Explanation

Description: Subject for mails
from DWH when transfer finished
successfully.

Type: String

Restart required: No

System: Yes

Optional: No

Example value: Transfer finished
successfully

Since: 6.0.1

Description: To address for mails
from DWH when transfer finished
successfully.

Type: String

Restart required: Yes

System: Yes

Optional: No

Example value: maz@consol.de

Since: 6.0.1

Description: Text for mails from
DWH when transfer finished
unsuccessfully.

Type: String

Restart required: No

System: Yes

Optional: No

Example value: Transfer finished
unsuccessfully

Since: 6.0.1

Description: From address for
mails from DWH when transfer
finished unsuccessfully.

Type: String

Restart required: No

System: Yes

Optional: Yes

Since: 6.0.1
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Module

cmas-dwh-server

cmas-dwh-server

cmas-dwh-server

cmas-dwh-server

Property

notification.finished_unsuccessful
ly.subject

notification.finished_unsuccessful
ly.to

notification.host

notification.password

Explanation

Description: Subject for mails
from DWH when transfer finished
unsuccessfully.

Type: String

Restart required: No

System: Yes

Optional: No

Example value: Transfer finished
unsuccessfully

Since: 6.0.1

Description: To address for mails
from DWH when transfer finished
unsuccessfully

Type: String

Restart required: No

System: Yes

Optional: No

Example value: maz@consol.de

Since: 6.0.1

Description: Mail (SMTP) server
hostname for sending DWH mails
Type: String

Restart required: No

System: Yes

Optional: Yes

Example value: mail.consol.de
Since: 6.1.0

Description: Password for
sending DWH mails (optional)
Type: String

Restart required: No

System: Yes

Optional: Yes

Since: 6.1.0
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Module Property Explanation

cmas-dwh-server notification.port Description: SMTP port for
sending DWH mails
Type: String
Restart required: No
System: Yes
Optional: Yes
Example value: 25
Since: 6.1.0

cmas-dwh-server notification.username Description: (SMTP) User name
for sending DWH mails
Type: String
Restart required: No
System: Yes
Optional: Yes
Example value: maz
Since: 6.1.0

cmas-dwh-server batch-commit-interval Description: Number of objects in
a JMS message. Higher value
means better transfer
performance and bigger memory
usage.
Type: Integer
Restart required: No
System: Yes
Optional: Yes
Example value: 100
Since: 6.0.0

cmas-dwh-server split.history Description: Changes the SQL
that fetches the history for the
tickets during DWH transfer not
to all tickets at once but only for
one ticket per SQL.
Type: Boolean
Restart required: No
System: Yes
Optional: Yes
Example value: false
Since: 6.8.0
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Module Property Explanation

cmas-dwh-server notification.protocol Description: The protocol used
for sending emails from DWH.
Type: String
Restart required: No
System: Yes
Optional: Yes
Example value: pop3\

cmas-esh-core esb.directory Description: Directory used by
ESB (Mule)
Type: String
Restart required: No
System: Yes
Optional: No
Example value: C:\Users\user\cm
as\mule
Since: 6.0

cmas-esb-mail mail.callname.pattern Description: Regular expression
for subject of incoming mails.
Available as
TICKET_NAME_PATTERN_FO
RMAT in incoming mail scripts.
Type: String
Restart required: No
System: Yes
Optional: No
Example value: *?Ticket\s+\((\S+
N).*
Since: 6.0
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Module Property Explanation

cmas-esb-mail mail.delete.read Description: Determines whether
CM deletes messages fetched
via IMAP(S). Setting value to true
will cause deletion of messages
after fetching. Default is to not
delete messages fetched via
IMAP(S). Note: Messages
fetched via POP3(S) will always
be deleted.
Type: Boolean
Restart required: No
System: Yes
Optional: No
Example value: true
Since: 6.7.3
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Module Property Explanation

cmas-esb-mail mail.incoming.uri Description: URL for incoming
mails
Type: String
Restart required: No
System: Yes
Optional: No
Example value: pop3://lcm-incomi
ng-user:password@localhost:101
10
Since: 6.0

&  This value should not
be edited here, using
the system properties
pop-up window but the
mailboxes should be
configured using the Fil
e Card E-mail. Using
this standard feature all
entries are controlled -
i.e. for each mailbox
which is added, CM
establishes a test
connection during
mailbox set-up. That
way it is not possible to
enter wrong values.

cmas-esb-mail mail.max.restarts Description: Maximum number of
mail service restarts before giving
up
Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 3
Since: 6.0
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Module Property Explanation

cmas-esb-mail mail.cluster.node.id Description: Only the node
whose mail.cluster.node.id
equals cmas.clusternode.id will
start the Mule ESB mail services
(#614159 rev.46012).
Type: String
Restart required: No
System: Yes
Optional: No
Example value: unspecified
Since: 6.6.5

cmas-esb-mail mail.mule.service Description: From address for
mails sent by Mule service
Type: EMail
Restart required: No
System: Yes
Optional: No
Example value: maz@consol.de
Since: 6.0

cmas-esb-mail mail.polling.interval Description: Mail polling interval
in ms
Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 60000
Since: 6.0

cmas-esb-mail mail.process.error Description: To address for error
mails from Mule. As a default the
e-mail address of the
administrator which you have
entered during system set-up is
used.
Type: EMail
Restart required: No
System: Yes
Optional: No
Example value: maz@consol.de
Since: 6.0
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Module

cmas-esb-mail

cmas-esb-mail

cmas-esb-mail

cmas-esb-mail

Property

mail.process.retry.attempts

mail.process.timeout

mail.redelivery.retry.count

mail.mime.strict

Explanation

Description: Number of retries
when processing malil

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 3

Since: 6.0.2

Description: Mail processing
timeout in seconds

Type: Integer

Restart required: No
System: Yes

Optional: No

Example value: 60

Since: 6.1.3

Description: Indicates the number

of retries of re-delivering an
e-mail from the CM system.
Type: Integer

Restart required: No
System: Yes

Optional: No

Example value: 3

Since: 6.1.0

Description: If set to false, malil
addresses are not parsed for
strict MIME compliance. Default
is true, which means check for
strict MIME compliance.

Type: Boolean

Restart required: No

System: Yes

Optional: No

Example value: false

Since: 6.6.17, 6.7.3
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Module

cmas-esb-mail

cmas-esbh-mail

cmas-esb-mail

Property

mail.attachments.validation.info.s
ender

mail.attachments.validation.info.s
ubject

mail.encryption

Explanation

Description: Sets FROM header
of attachments type error
notification mail. As a default the
e-mail address of the
administrator which you have
entered during system set-up is
used.

Type: String

Restart required: No

System: Yes

Optional: No

Example value: admin@consolc
m.com

Since: 6.7.5

Description: Sets subject of
attachments type error
notification mail.

Type: String

Restart required: No
System: Yes

Optional: No

Example value: Mail was not
processed because its
attachments were rejected!!!
Since: 6.7.5

Description: If property is set to tr
ue, the encrypt check box in the
Ticket E-Mail Editor is checked
by default.

Type: Boolean

Restart required: No

System: Yes

Optional: No

Example value: true (default =
false)

Since: 6.8.4.0
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Module Property Explanation

cmas-esb-mail mail.db.archive Description: If property is set to tr
ue, incoming e-mails are
archived in the database.
Type: Boolean
Restart required: No
System: Yes
Optional: Yes
Example value: false (default)
Since: 6.8.5.5

cmas-setup-hibernate hibernate.dialect Description: The dialect used by
hibernate. Usually set during
initial setup (depending on the
database system).
Type: String
Restart required: No
System: Yes
Optional: No
Example value: org.hibernate.dial
ect.MySQL5InnoDBDialect
Since: 6.0
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Module

cmas-setup-manager

cmas-setup-scene

Property

initialized

scene

Explanation

Description: Flag if CMAS is
initialized. If this value is missing
or not true, setup will be
performed.

Type: Boolean

Restart required: No

System: Yes

Optional: No

Example value: true

Since: 6.0

= Be careful with using
this property!!! When
you set the value to fals
e, the ConSol*CM
server will perform the
system set-up at the
next start, i.e. all data of
the existing system is
lost, including system
properties!!!

Description: Scene file which was
imported during setup (can be
empty).

Type: String

Restart required: No

System: Yes

Optional: No

Example value: viszip:/P:/dist/tar
get/jboss/server/cmas/deploy/cm
-dist-6.5.1-SNAPSHOT .ear/APP-
INF/lib/dist-scene-6.5.1-SNAPSH
OT.jar/META-INF/cmas/scenes/h
elpdesk-sales_scene.jar/

Since: 6.0




ConSol*CM Administrator Manual (up to Version 6.8.5.6)

393

Module

cmas-workflow-engine

cmas-workflow-engine

cmas-workflow-engine

cmas-workflow-engine

Property

jobExecutor.timerRetryInterval.se
conds

jobExecutor.jobMaxRetries

jobExecutor.jobMaxRetriesReach

edSubject

jobExecutor.idleInterval.seconds

Explanation

Description: Determines how
long job executor thread will wait
after job execution error.

Type: Integer

Restart required: No

System: Yes

Optional: Yes

Example value: 10 (default)
Since: 6.8.0

Description:

Type: Integer

Restart required: No
System: Yes

Optional: Yes

Example value: 5 (default)
Since: 6.8.0

Description: (rev.54593)

Type: String

Restart required: No

System: Yes

Optional: Yes

Example value: Job max retries
reached. Job was removed!!!
(default)

Since: 6.8.0

Description: Determines how
often job executor thread will look
for new jobs to execute.

Type: Integer

Restart required: No

System: Yes

Optional: Yes

Example value: 5 (default)

Since: 6.8.0
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Module

cmas-workflow-engine

cmas-workflow-engine

cmas-workflow-engine

cmas-workflow-engine

Property

jobExecutor.lockTimeout.second
s

jobExecutor.lockingLimit

jobExecutor.txTimeout.seconds

jobExecutor.adminMail

Explanation

Description: How long the job can
be locked (marked for execution)
by job executor.

Type: Integer

Restart required: No

System: Yes

Optional: Yes

Example value: 360 (default)
Since: 6.8.0

Description: Number of job
locked at once (marked for
execution) by job executor thread
Type: Integer

Restart required: No

System: Yes

Optional: Yes

Example value: 10 (default)
Since: 6.8.0

Description: Transaction timeout
used for job execution

Type: Integer

Restart required: No

System: Yes

Optional: Yes

Example value: 60 (default)
Since: 6.8.0

Description: Mail which will get
notified about job execution
problems (when retry counter is
exceeded).

Type: String

Restart required: No

System: Yes

Optional: Yes

Example value: admin@consol.d
e

Since: 6.8.0
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Module

cmas-workflow-engine

cmas-workflow-engine

cmas-workflow-engine

cmweb-server-adapter

Property

jobExecutor.mailFrom

jobExecutor.threads

jobExecutor.maxInactivityInterval
.minutes

checkUserOnlinelntervallnSecon
ds

Explanation

Description: Mail which will be set
as From header during admin
notifications.

Type: String

Restart required: No

System: Yes

Optional: Yes

Example value: jobexecutor@co
nsol.de

Since: 6.8.0

Description: Number of job
execution threads

Type: Integer

Restart required: No
System: Yes

Optional: Yes

Example value: 1 (default)
Since: 6.8.0

Description: Number of minutes
of allowed job executor inactivity
(e.g. when it is blocked by long
timer execution). After this time
executors threads are restarted.
Type: Integer

Restart required: No

System: Yes

Optional: Yes. Default value is
set to 30 minutes

Example value: 15 (default)
Since: 6.9.2.0

Description: The interval in
seconds to check which users
are online (default 180sec =
3min).

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 180

Since: 6.0
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Module

cmweb-server-adapter

cmweb-server-adapter

cmweb-server-adapter

Property

cmoffice.enabled

commentRequiredForTicketCreat
ion

customizationVersion

Explanation

Description: Flag if CM/Office is
enabled.

Type: Boolean

Restart required: No

System: Yes

Optional: No

Example value: false

Since: 6.4.0

Description: Flag if comment is a
required field for ticket creation.
Type: Boolean

Restart required: No

System: Yes

Optional: No

Example value: true (default)
Since: 6.2.0

Description:

Type: String

Restart required: No

System: Yes

Optional: No

Example value: cd58453e-f3cc-4
538-8030-d15e8796a4a7

Since: 6.5.0
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Module

cmweb-server-adapter

cmweb-server-adapter

Property

data.optimization

defaultContentEntryClassName

Explanation

Description: Defines optimization
to be applied on response data.
So far, the following values are
supported (for setting more than
one value, separate values by '['):
MINIFICATION and
COMPRESSION. MINIFICATION
minifies HTML data by e.g.
stripping whitespaces and
comments. COMPRESSION
applies gzip compression to
HTTP response. (Note: If you are
running in cluster mode and want
to test different configurations in
parallel, you can set different
values for each cluster node by
specifying property
data.optimization.nodeld to
override default property.)

Type: String

Restart required: COMPRESSIO
N can be switched on/off without
restart, MINIFICATION requires
restart

System: Yes

Optional: Yes

Example value: MINIFICATION|C
OMPRESSION

Description: Default text class for
new acims

Type: String

Restart required: No

System: Yes

Optional: No

Example value: default_class
Since: 6.3.0
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Module

cmweb-server-adapter

cmweb-server-adapter

cmweb-server-adapter

cmweb-server-adapter

Property

defaultNumberOfCustomFieldsC

olumns

favoritesSizeLimit

globalSearchResultSizeLimit

helpFilePath

Explanation

Description: Default number of
columns for custom fields
Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 3

Since: 6.2.0

Description: Maximum number of
items in favorites list

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 10

Since: 6.0

Description: Maximum number of
items in global (Q&E) search
result

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 10

Since: 6.0

Description: URL for online help.
If not empty, Help button is
displayed in Web Client.

Type: String

Restart required: No

System: Yes

Optional: Yes

Example value: http://www.conso
l.de

Since: 6.2.1
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Module

cmweb-server-adapter

cmweb-server-adapter

Property

hideTicketSubject

mail.from

Explanation

Description: If set to true, ticket
subject is hidden.

Type: Boolean

Restart required: No

System: Yes

Optional: No

Example value: false

Since: 6.2.1

Description: Use this address if
set instead of engineer e-mail
address during mail
conversation.

Type: String

Restart required: No

System: Yes

Optional: Yes

Since: 6.1.2
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cmweb-server-adapter mail.reply.to Description: When set, Web

cmweb-server-adapter

mailTemplateAboveQuotedText

Client will display reply-to field on
mail send, prefilled with this
value.

Type: String

Restart required: No

System: Yes

Optional: Yes

Since: 6.0.1

&  Please see also section
Queue Administration.
When you set the
REPLY TO address in
the outgoing e-mail
script, the mail.reply.to
system property must
not be set (because it
would overwrite the
configured value)! That
means when you use
one outgoing e-mail
script for a queue you
have to define outgoing
e-mail scripts for all
queues because the ma
il.reply.to property can
no longer be used.

Description: Indicates behavior of
mail template in the Ticket E-Mail
Editor when another mail is
guoted, i.e. forwarded or replied
to.

Type: Boolean

Restart required: No

System: Yes

Optional: No

Example value: false

Since: 6.2.4
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Module

cmweb-server-adapter

cmweb-server-adapter

cmweb-server-adapter

cmweb-server-adapter

Property

maxSizePerPagemaplnMegaByt
es

postActivityExecutionScriptName

queuesExcludedFromGS

rememberMeLifetimelnMinutes

Explanation

Description: Maximum size (in
MB) for each Wicket pagemap
Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 15

Since: 6.3.5

Description: Defines the name for
the script which should be
executed after every workflow
activity, see section Default
Workflow Activity Script. If no
script should be executed, leave
the value empty.

Type: String

Restart required: No

System: Yes

Optional: No

Example value: postActivityExec
utionHandler

Since: 6.2.0

Description: Comma-separated
list of queue names which are
excluded from global search.
Type: String

Restart required: No

System: Yes

Optional: Yes

Since: 6.0

Description: Lifetime for rememb
er me in minutes

Type: Integer

Restart required: Yes

System: Yes

Optional: No

Example value: 1440

Since: 6.0
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Module Property Explanation

cmweb-server-adapter searchPageSize Description: Default page size for
search results
Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 20
Since: 6.0

cmweb-server-adapter searchPageSizeOptions Description: Options for page
size for search results
Type: String
Restart required: No
System: Yes
Optional: No
Example value: 10|20|30|40]50|7
5|100
Since: 6.0

cmweb-server-adapter serverPoolinglInterval Description:
Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 5
Since: 6.1.0

cmweb-server-adapter supportEmail Description:
Type: String
Restart required: No
System: Yes
Optional: Yes
Since: 6.0

cmweb-server-adapter themeOverlay Description: Name of used theme
overlay
Type: String
Restart required: No
System: Yes
Optional: Yes
Example value: kyoEUR
Since: 6.0
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Module

cmweb-server-adapter

cmweb-server-adapter

cmweb-server-adapter

cmweb-server-adapter

Property

ticketListRefreshintervallnSecon

ds

ticketListSizeLimit

pagemapLockDurationinSeconds

unitindexSearchResultSizeLimit

Explanation

Description: Refresh interval for
ticket list (in seconds)

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 180

Since: 6.0

Description: Maximum number of
tickets in ticket list

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 100

Since: 6.0

Description: Number of seconds
to pass before pagemap is
considered to be locked for too
long.

Type: Integer

Restart required: Yes

System: Yes

Optional: Yes

Example value: 60

Since: 6.7.3

Description: Maximum number of
units in unit search result (e.g.
when searching for contact)
Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 5

Since: 6.0
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Module Property Explanation
cmweb-server-adapter urlLogoutPath Description: URL which is used

cmweb-server-adapter

cmweb-server-adapter

webSessionTimeoutinMinutes

wicketAjaxRequestHeaderFilterE
nabled

when user logs out. (If no value is
set, logout leads to login-mask.)
Type: String

Restart required: No

System: Yes

Optional: Yes

Example value: http://intranet.con
sol.de

Since: 6.3.1

Description: Session timeout in
minutes

Type: Integer

Restart required: Yes

System: Yes

Optional: No

Example value: 180

Removed in: 6.7.1

Replaced by: server.session.time
out

Description: This enables filter for
Wicket AJAX requests, coming
from stale pages with Wicket 1.4
scripting (CM6 pre-6.8.0), after
update to CM6 post-6.8.0.

Type: Boolean

Restart required: Yes

System: Yes

Optional: Yes

Example value: false

Since: 6.8.1
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Module Property Explanation

cmweb-server-adapter request.scope.transaction Description: It allows disable
request scope transaction. By
default one transaction is used
per request. Setting this property
to false there will cause one
transaction per service method
invocation.
Type: Boolean
Restart required: Yes
System: Yes
Optional: Yes
Example value: true
Since: 6.8.1

cmas-workflow-jbpm fetchLock.interval Description:
Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 5000
Removed in: 6.8.0

fetchLock.timeout Description:
Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 15000
Removed in: 6.8.0

jobExecutor.idleInterval Description:
Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 45000
Removed in: 6.8.0
Replaced by: jobExecutor.idleint
erval.seconds
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Module Property Explanation
jobExecutor.jobExecuteRetryNu  Description:

mber

jobExecutor.timerRetryInterval

mail.sender.address

outdated.lock.age

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 5

Removed in: 6.8.0

Replaced by: jobExecutor.jobMa
xRetries

Description:

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 10000

Removed in: 6.8.0

Replaced by: jobExecutor.timerR
etrylnterval.seconds

Description: From address for
mails from the workflow engine
Type: String

Restart required: No

System: Yes

Optional: No

Example value: maz@consol.de
Removed in: 6.8.0

Replaced by: jobExecutor.mailFr
om

Description:

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 60000
Removed in: 6.8.0

Replaced by: jobExecutor.lockTi
meout.seconds
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Module

Property

refreshTimelnCaseOfConcurrent
RememberMeRequests

Explanation

Description: It sets the refresh
time (in seconds) after which
page will be reloaded in case of
concurrent remember me request
s. This feature prevents one user
from occupying many licenses.
Please increase that time if
sessions are still occupying.
Type: Integer

Restart required: Yes

System: Yes

Optional: Yes

Example value: 5

Since: 6.8.2
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24.2 System Properties Ordered by Property Name

Module Property Explanation

cmas-core-security admin.email Description: The e-mail address
of the ConSol*CM administrator.
The value which you have
entered during system set-up is
used initially.
Type: String
Restart required: No
System: Yes
Optional: No
Example value: maz@consol.de
Since: 6.0

cmas-core-security admin.login Description: The name of the
ConSol*CM administrator. The
value which you have entered
during system set-up is used
initially.
Type: String
Restart required: No
System: Yes
Optional: No
Example value: admin
Since: 6.0

cmas-app-admin-tool admin.tool.session.check.interval = Description: Admin-Tool inactive
(ended) sessions check time
interval (in seconds)
Type: Integer
Restart required: Yes
System: Yes
Optional: No
Example value: 30
Since: 6.7.5
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Module Property Explanation

cmas-core-server attachment.allowed.types Description: Comma-separated
list of allowed filename
extensions (if no value defined,
all file extensions are allowed).
Type: String
Restart required: No
System: Yes
Optional: Yes
Example value: txt,zip,doc
Since: 6.5.0

cmas-core-server attachment.max.size Description: Maximum
attachment size in MB
Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 100
Since: 6.4.0

cmas-core-security authentication.method Description: User authentication
method (internal CM database or
LDAP authentication). Allowed
values are LDAP or DATABASE.
Type: String
Restart required: No
System: Yes
Optional: No
Example value: DATABASE
Since: 6.0

cmas-dwh-server autocommit.cf.changes Description: (#613104 rev.43336)
Type: Boolean
Restart required: No
System: Yes
Optional: No
Example value: false
Since: 6.7.0
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Module

cmas-dwh-server

cmas-core-index-common

cmas-core-cache

cmweb-server-adapter

Property

batch-commit-interval

big.task.minimum.size

cache-cluster-name

checkUserOnlinelntervallnSecon
ds

Explanation

Description: Number of objects in
a JMS message. Higher value
means better transfer
performance and bigger memory
usage.

Type: Integer

Restart required: No

System: Yes

Optional: Yes

Example value: 100

Since: 6.0.0

Description: How many parts task
at least should have to be
handled by indexer with low
priority (#620906 rev.63459).
Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 15 (default)
Since: 6.8.3

Description: JBoss cache cluster
name

Type: String

Restart required: Yes

System: Yes

Optional: No

Example value: 635a6del-629a-
4129-8299-2d98633310f0
Since: 6.4.0

Description: The interval in
seconds to check which users
are online (default 180sec =
3min).

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 180

Since: 6.0
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Module

cmas-core-shared

cmweb-server-adapter

cmweb-server-adapter

cmas-core-server

cmweb-server-adapter

Property

cluster.mode

cmoffice.enabled

commentRequiredForTicketCreat
ion

config.data.version

customizationVersion

Explanation

Description: Flag if CMAS is
running in cluster.

Type: Boolean

Restart required: Yes
System: Yes

Optional: No

Example value: false

Since: 6.1.0

Description: Flag if CM/Office is
enabled.

Type: Boolean

Restart required: No

System: Yes

Optional: No

Example value: false

Since: 6.4.0

Description: Flag if comment is a
required field for ticket creation.
Type: Boolean

Restart required: No

System: Yes

Optional: No

Example value: true (default)
Since: 6.2.0

Description:

Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 11
Since: 6.0

Description:

Type: String

Restart required: No

System: Yes

Optional: No

Example value: cd58453e-f3cc-4
538-8030-d15e8796a4a7

Since: 6.5.0
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Module Property Explanation

cmas-core-shared data.directory Description: Directory for CMAS
data (e.g. index)
Type: String
Restart required: No
System: Yes
Optional: No
Example value: C:\Users\user\cm
as
Since: 6.0

cmweb-server-adapter data.optimization Description: Defines optimization
to be applied on response data.
So far, the following values are
supported (for setting more than
one value, separate values by '["):
MINIFICATION and
COMPRESSION. MINIFICATION
minifies HTML data by e.g.
stripping whitespaces and
comments. COMPRESSION
applies gzip compression to
HTTP response. (Note: If you are
running in cluster mode and want
to test different configurations in
parallel, you can set different
values for each cluster node by
specifying property
data.optimization.nodeld to
override default property.)
Type: String
Restart required: COMPRESSIO
N can be switched on/off without
restart, MINIFICATION requires
restart
System: Yes
Optional: Yes
Example value: MINIFICATION|C
OMPRESSION




ConSol*CM Administrator Manual (up to Version 6.8.5.6)

413

Module

cmas-core-server

cmweb-server-adapter

cmas-core-server

cmweb-server-adapter

cmas-core-server

Property

defaultCommentClassName

defaultContentEntryClassName

defaultincommingMailClassName

defaultNumberOfCustomFieldsC

olumns

defaultOutgoingMailClassName

Explanation

Description: Default text class
name for comments

Type: String

Restart required: No

System: No

Optional: Yes

Example value:

Since: 6.3.0

Description: Default text class for

new acims

Type: String

Restart required: No

System: Yes

Optional: No

Example value: default_class
Since: 6.3.0

Description: Default text class
name for incoming mails
Type: String

Restart required: No

System: No

Optional: Yes

Example value:

Since: 6.3.0

Description: Default number of
columns for custom fields
Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 3

Since: 6.2.0

Description: Default text class
name for outgoing mails
Type: String

Restart required: No

System: No

Optional: Yes

Example value:

Since: 6.3.0
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Module

cmas-core-index-common

cmas-dwh-server

cmas-esb-core

cmas-core-cache

Property

disable.admin.task.auto.commit

dwh.mode

esb.directory

eviction.event.queue.size

Explanation

Description: All tasks created for
index update will be automatically
executed right after creation
(#613021 rev.42792).

Type: Boolean

Restart required: No

System: Yes

Optional: No

Example value: false

Since: 6.6.1

Description: Current mode of
DWH data transfer. Possible
values are OFF, ADMIN, LIVE.
Type: String

Restart required: No

System: Yes

Optional: No

Example value: OFF

Since: 6.0.1

Description: Directory used by
ESB (Mule)

Type: String

Restart required: No

System: Yes

Optional: No

Example value: C:\Users\user\cm
as\mule

Since: 6.0

Description:

Type: Integer

Restart required: Yes
System: Yes

Optional: No

Example value: 200000
Since: 6.4.0
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Module

cmas-core-cache

cmas-core-cache

cmweb-server-adapter

cmas-workflow-jbpm

Property

eviction.max.nodes

eviction.wakeup.interval

favoritesSizeLimit

fetchLock.interval

fetchLock.timeout

Explanation

Description:

Type: Integer

Restart required: Yes
System: Yes

Optional: No

Example value: 100000
Since: 6.4.0

Description:

Type: Integer
Restart required: Yes
System: Yes
Optional: No
Example value: 3000
Since: 6.4.0

Description: Maximum number of

items in favorites list
Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 10
Since: 6.0

Description:

Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 5000
Removed in: 6.8.0

Description:

Type: Integer

Restart required: No
System: Yes

Optional: No

Example value: 15000
Removed in: 6.8.0
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Module

cmas-core-server

cmas-core-server

cmas-core-server

cmas-core-server

Property

fetchSize.strategy

fetchSize.strategy.FetchSizeFixe
dStrategy.value

fetchSize.strategy.FetchSizePag
eBasedStrategy.limit

fetchSize.strategy.FetchSizeThre
sholdStrategy.value

Explanation

Description: Strategy selected to
set fetch size on jdbc result sets.
Type: String

Restart required: No

System: Yes

Optional: Yes

Example value: FetchSizePageB
asedStrategy,
FetchSizeThresholdStrategy,
FetchSizeFixedStrategy

Since: 6.8.4.1

Description: Sets fetch size value
if selected strategy to set fetch
size is FetchSizeFixedStrategy
Type: Integer

Restart required: No

System: Yes

Optional: Yes

Example value: 150

Since: 6.8.4.1

Description: Sets max fetch size
value if selected strategy to set
fetch size is
FetchSizePageBasedStrategy
Type: Integer

Restart required: No

System: Yes

Optional: Yes

Example value: 10000

Since: 6.8.4.1

Description: Sets fetch size
threshold border values if
selected strategy to set fetch size
is FetchSizeThresholdStrategy
Type: Integer

Restart required: No

System: Yes

Optional: Yes

Example value: 150,300,600,100
0

Since: 6.8.4.1
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Module Property Explanation

cmweb-server-adapter globalSearchResultSizeLimit Description: Maximum number of
items in global (Q&E) search
result

Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 10
Since: 6.0

cmweb-server-adapter helpFilePath Description: URL for online help.
If not empty, Help button is
displayed in Web Client.
Type: String
Restart required: No
System: Yes
Optional: Yes
Example value: http://www.conso
l.de
Since: 6.2.1

cmas-setup-hibernate hibernate.dialect Description: The dialect used by
hibernate. Usually set during
initial setup (depending on the
database system).
Type: String
Restart required: No
System: Yes
Optional: No
Example value: org.hibernate.dial
ect.MySQL5InnoDBDialect
Since: 6.0

cmweb-server-adapter hideTicketSubject Description: If set to true, ticket
subject is hidden.
Type: Boolean
Restart required: No
System: Yes
Optional: No
Example value: false
Since: 6.2.1
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Module Property Explanation

cmas-dwh-server ignore-queues Description: By adding a comma
separated list of queue names it
is configured that tickets of these
gueues are not transferred to the
DWH (#617059, #617062,
#617060 rev.52786).
Type: String
Restart required: No
System: Yes
Optional: Yes
Example value: QueueNamel,Q
ueueName2,QueueName3
Since: 6.6.19
Removed in: 6.8.1

cmas-core-index-common index.attachment Description: Describes if content
of attachments is indexed.
Type: Boolean
Restart required: No
System: Yes
Optional: No
Example value: true
Since: 6.4.3

cmas-core-index-common index.history Description: Describes if unit and
ticket history are indexed.
Type: Boolean
Restart required: No
System: Yes
Optional: No
Example value: false
Since: 6.1.0

cmas-core-index-common index.status Description: Status of the
indexer, possible values RED,
YELLOW, GREEN, will be
displayed in the Admin-Tool
(#611651 rev.41785).
Type: String
Restart required: No
System: Yes
Optional: No
Example value: GREEN
Since: 6.6.1
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Module

cmas-core-index-common

cmas-core-index-common

cmas-core-index-common

cmas-core-index-common

Property

index.task.worker.threads

index.version.current

index.version.newest

indexed.assets.per.thread.in.me
mory

Explanation

Description: How many threads
will be used to execute batch
index tasks (synchronization,
administrative, and repair tasks).
Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 1 (default) (we
recommend to use a value not
larger than 2)

Since: 6.6.14, 6.7.3

Description: Holds information
about current (possibly old) index
version (#613720 rev.44561).
Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 1 (default)
Since: 6.7.0

Description: Holds information
about which index version is
considered newest (#613720
rev.44561).

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 1 (default)
Since: 6.7.0

Description: How many assets
should be loaded into memory at
once during indexing per one
thread (#616685 rev.52790).
Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 200 (default)
Since: 6.8.0
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Module

cmas-core-index-common

cmas-core-index-common

cmas-core-index-common

Property

indexed.engineers.per.thread.in.
memory

indexed.tickets.per.thread.in.me
mory

indexed.units.per.thread.in.memo
ry

Explanation

Description: How many
engineers should be loaded into
memory at once during indexing
per one thread.

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 300 (default)
Since: 6.6.14, 6.7.3

Description: How many tickets
should be loaded into memory at
once during indexing per one
thread.

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 100 (default)
Since: 6.6.14, 6.7.3

Description: How many units
should be loaded into memory at
once during indexing per one
thread.

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 200 (default)
Since: 6.6.14, 6.7.3
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Module

cmas-setup-manager

cmas-dwh-server

Property

initialized

is.cmrf.alive

Explanation

Description: Flag if CMAS is
initialized. If this value is missing
or not true, setup will be
performed

Type: Boolean

Restart required: No

System: Yes

Optional: No

Example value: true

Since: 6.0

= Be careful with using
this property!!! When
you set the value to fals
e, the ConSol*CM
server will perform the
system set-up at the
next start, i.e. all data of
the existing system is
lost, including system
properties!!!

Description: As a starting point
time of sending last message to
CMREF should be used. If
response from CMRF is not
received after value (in seconds)
it should create a dwh operation
status with error message that
CMRF is down.

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 1200

Since: 6.7.0
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Module Property Explanation

cmas-dwh-server java.naming.factory.initial Description: Factory class for
DWH context factory.
Type: String
Restart required: No
System: Yes
Optional: No
Example value: org.jnp.interfaces
.NamingContextFactory
Since: 6.0.1

cmas-dwh-server java.naming.factory.url.pkgs Description:
Type: String
Restart required: No
System: Yes
Optional: No
Example value: org.jboss.naming
:org.jnp.interfaces
Since: 6.0.1

cmas-dwh-server java.naming.provider.url Description: URL of naming
provider
Type: String
Restart required: No
System: Yes
Optional: No
Example value: localhost
Since: 6.0.1

cmas-workflow-engine jobExecutor.adminMail Description: Mail which will get
notified about job execution
problems (when retry counter is
exceeded).
Type: String
Restart required: No
System: Yes
Optional: Yes
Example value: admin@consol.d
e
Since: 6.8.0
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Module Property

jobExecutor.idlelnterval

cmas-workflow-engine jobExecutor.idleInterval.seconds

jobExecutor.jobExecuteRetryNu

mber

cmas-workflow-engine jobExecutor.jobMaxRetries

Explanation

Description:

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 45000
Removed in: 6.8.0

Replaced by: jobExecutor.idleint
erval.seconds

Description: Determines how
often job executor thread will look
for new jobs to execute.

Type: Integer

Restart required: No

System: Yes

Optional: Yes

Example value: 5 (default)

Since: 6.8.0

Description:

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 5

Removed in: 6.8.0

Replaced by: jobExecutor.jobMa
xRetries

Description:

Type: Integer

Restart required: No
System: Yes

Optional: Yes

Example value: 5 (default)
Since: 6.8.0
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Module

cmas-workflow-engine

cmas-workflow-engine

cmas-workflow-engine

cmas-workflow-engine

Property

jobExecutor.jobMaxRetriesReach
edSubject

jobExecutor.lockingLimit

jobExecutor.lockTimeout.second
s

jobExecutor.mailFrom

Explanation

Description: (rev.54593)

Type: String

Restart required: No

System: Yes

Optional: Yes

Example value: Job max retries
reached. Job was removed!!!
(default)

Since: 6.8.0

Description: Number of job
locked at once (marked for
execution) by job executor thread
Type: Integer

Restart required: No

System: Yes

Optional: yes

Example value: 10 (default)
Since: 6.8.0

Description: How long the job can
be locked (marked for execution)
by job executor.

Type: Integer

Restart required: No

System: Yes

Optional: Yes

Example value: 360 (default)
Since: 6.8.0

Description: Mail which will be set
as From header during admin
notifications.

Type: String

Restart required: No

System: Yes

Optional: Yes

Example value: jobexecutor@co
nsol.de

Since: 6.8.0
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Module

cmas-workflow-engine

cmas-workflow-engine

cmas-workflow-engine

Property

jobExecutor.maxInactivitylnterval
.minutes

jobExecutor.threads

jobExecutor.timerRetryInterval

jobExecutor.timerRetryInterval.se
conds

Explanation

Description: Number of minutes
of allowed job executor inactivity
(e.g. when it is blocked by long
timer execution). After this time
executors threads are restarted.
Type: Integer

Restart required: No

System: Yes

Optional: Yes. Default value is
set to 30 minutes

Example value: 15 (default)
Since: 6.9.2.0

Description: Number of job
execution threads

Type: Integer

Restart required: No
System: Yes

Optional: Yes

Example value: 1 (default)
Since: 6.8.0

Description:

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 10000

Removed in: 6.8.0

Replaced by: jobExecutor.timerR
etrylnterval.seconds

Description: Determines how
long job executor thread will wait
after job execution error

Type: Integer

Restart required: No

System: Yes

Optional: Yes

Example value: 10 (default)
Since: 6.8.0
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Module

cmas-workflow-engine

cmas-core-security

cmas-core-security

cmas-core-server

Property

jobExecutor.txTimeout.seconds

kerberos.v5.enabled

kerberos.v5.username.regex

last.config.change

Explanation

Description: Transaction timeout
used for job execution

Type: Integer

Restart required: No

System: Yes

Optional: Yes

Example value: 60 (default)
Since: 6.8.0

Description: Flag which indicates
whether SSO via Kerberos is
enabled.

Type: Boolean

Restart required: No

System: Yes

Optional: No

Example value: false (default if
Kerberos has not been enabled
during system set-up)

Since: 6.2.0

Description: Regular expression
used for mapping Kerberos
principal to CM user login.
Type: String

Restart required: No

System: Yes

Optional: No

Example value: (*)@.*

Since: 6.2.0

Description: Random UUID
created during last change in
config.

Type: String

Restart required: No

System: Yes

Optional: No

Example value: 2573c7b7-2bf5-4
7ff-b5a2-bad31951a266

Since: 6.1.0,6.2.1
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Module Property Explanation

cmas-core-security Idap.authentication Description: Authentication
method used when using LDAP
authentication.
Type: String
Restart required: Yes
System: Yes
Optional: No
Example value: simple
Since: 6.0

cmas-core-security Idap.basedn Description: Base DN used for
looking up LDAP user accounts
when using LDAP authentication.
Type: String
Restart required: No
System: Yes
Optional: No
Example value: OU=accounts,D
C=consol,DC=de
Since: 6.0

cmas-core-server Idap.certificate.basedn Description: Base DN for
certificates location in LDAP tree.
If not provided Idap.basedn is
taken.
Type: String
Restart required: No
System: Yes
Optional: Yes
Example value: OU=accounts,D
C=consol,DC=de
Since: 6.8.4

cmas-core-server Idap.certificate.content.attribute Description: LDAP attribute name
used where certificate data is
stored in LDAP tree. Default
value is: usercertificate
Type: String
Restart required: No
System: Yes
Optional: Yes
Example value: usercertificate
Since: 6.8.4
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Module Property Explanation

cmas-core-server Idap.certificate.password Description: LDAP Certificates
manager password. If not set
Idap.password is taken.
Type: String
Restart required: No
System: Yes
Optional: Yes
Since: 6.8.4

cmas-core-server Idap.certificate.providerurl Description: LDAP Certificates
provider URL. If not set
Idap.providerurl is taken.
Type: String
Restart required: No
System: Yes
Optional: Yes
Example value: |dap://ldap.conso
l.de:389
Since: 6.8.4

cmas-core-server Idap.certificate.searchattr Description: LDAP attribute name
used to search for certificate in
LDAP tree. Default value is: malil
Type: String
Restart required: No
System: Yes
Optional: Yes
Example value: malil
Since: 6.8.4

cmas-core-server Idap.certificate.userdn Description: LDAP Certificates
manager DN. If not set
Idap.userdn is taken.
Type: String
Restart required: No
System: Yes
Optional: Yes
Since: 6.8.4
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Module Property Explanation

cmas-core-security Idap.initialcontextfactory Description: Class name for initial
context factory of LDAP
implementation when using
LDAP authentication. Usually
should be
com.sun.jndi.ldap.LdapCtxFactor
y
Type: String
Restart required: Yes
System: Yes
Optional: No
Example value: com.sun.jndi.lda
p.LdapCtxFactory
Since: 6.0

cmas-core-security Idap.password Description: Password for
connecting to LDAP to lookup
users (when using LDAP
authentication). Only needed if
lookup cannot be done
anonymously.
Type: Password
Restart required: No
System: Yes
Optional: Yes
Since: 6.1.2

cmas-core-security Idap.providerurl Description: LDAP provider
(when using LDAP
authentication)
Type: String
Restart required: No
System: Yes
Optional: No
Example value: |dap://ldap.conso
l.de:389
Since: 6.0
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Module

cmas-core-security

cmas-core-security

cmas-esb-mail

Property

Idap.searchattr

Idap.userdn

mail.attachments.validation.info.s
ender

Explanation

Description: Search attribute for
looking up LDAP entry connected
to CM6 login

Type: String

Restart required: No

System: Yes

Optional: No

Example value: uid

Since: 6.0

Description: LDAP user for
connecting to LDAP to lookup
users (when using LDAP
authentication). Only needed if
lookup cannot be done
anonymously.

Type: String

Restart required: No

System: Yes

Optional: Yes

Since: 6.1.2

Description: Sets FROM header
of attachments type error
notification mail. As a default the
e-mail address of the
administrator which you have
entered during system set-up is
used.

Type: String

Restart required: No

System: Yes

Optional: No

Example value: admin@consolc
m.com

Since: 6.7.5
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Module

cmas-esb-mail

cmas-esbh-mail

cmas-esb-mail

Property

mail.attachments.validation.info.s
ubject

mail.callname.pattern

mail.cluster.node.id

Explanation

Description: Sets subject of
attachments type error
notification mail.

Type: String

Restart required: No
System: Yes

Optional: No

Example value: Mail was not
processed because its
attachments were rejected!!!
Since: 6.7.5

Description: Regular expression
for subject of incoming mails.
Available as
TICKET_NAME_PATTERN_FO
RMAT in incoming mail scripts.
Type: String

Restart required: No

System: Yes

Optional: No

Example value: *?Ticket\s+\((\S+
N).*

Since: 6.0

Description: Only the node
whose mail.cluster.node.id
equals cmas.clusternode.id will
start the Mule ESB mail services
(#614159 rev.46012).

Type: String

Restart required: No

System: Yes

Optional: No

Example value: unspecified
Since: 6.6.5
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Module Property Explanation

cmas-esb-mail mail.db.archive Description: If property is set to tr
ue, incoming e-mails are
archived in the database.
Type: Boolean
Restart required: No
System: Yes
Optional: Yes
Example value: false (default)
Since: 6.8.5.5

cmas-esb-mail mail.delete.read Description: Determines whether
CM deletes messages fetched
via IMAP(S). Setting value to true
will cause deletion of messages
after fetching. Default is to not
delete messages fetched via
IMAP(S). Note: Messages
fetched via POP3(S) will always
be deleted.
Type: Boolean
Restart required: No
System: Yes
Optional: No
Example value: true
Since: 6.7.3

cmas-esb-mail mail.encryption Description: If property is set to tr
ue, the encrypt check box in the
Ticket E-Mail Editor is checked
by default.
Type: Boolean
Restart required: No
System: Yes
Optional: No
Example value: true (default =
false)
Since: 6.8.4.0
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Module Property Explanation

cmweb-server-adapter mail.from Description: Use this address if
set instead of engineer e-mail
address during mail
conversation.
Type: String
Restart required: No
System: Yes
Optional: Yes
Since: 6.1.2

cmas-esb-mail mail.incoming.uri Description: URL for incoming
mails
Type: String
Restart required: No
System: Yes
Optional: No
Example value: pop3://lcm-incomi
ng-user:password@localhost:101
10
Since: 6.0

&  This value should not
be edited here, using
the system properties
pop-up window but the
mailboxes should be
configured using the Fil
e Card E-mail. Using
this standard feature all
entries are controlled -
i.e. for each mailbox
which is added, CM
establishes a test
connection during
mailbox set-up. That
way it is not possible to
enter wrong values.
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Module Property Explanation

cmas-esb-mail mail.max.restarts Description: Maximum number of
mail service restarts before giving
up.

Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 3
Since: 6.0

cmas-esb-mail mail.mime.strict Description: If set to false, malil
addresses are not parsed for
strict MIME compliance. Default
is true, which means check for
strict MIME compliance.
Type: Boolean
Restart required: No
System: Yes
Optional: No
Example value: false
Since: 6.6.17, 6.7.3

cmas-esb-mail mail.mule.service Description: From address for
mails sent by Mule service
Type: EMail
Restart required: No
System: Yes
Optional: No
Example value: maz@-consol.de
Since: 6.0

cmas-core-server mail.notification.engineerChange  Description: Flag if notification
mail should be sent when
engineer of ticket is changed.
Type: Boolean
Restart required: No
System: Yes
Optional: No
Example value: true
Since: 6.1.0
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Module Property

cmas-core-server mail.notification.sender

cmas-esb-mail mail.polling.interval

cmas-esb-mail mail.process.error

cmas-esb-mail mail.process.retry.attempts

Explanation

Description: From address for
notification mails when engineer
of ticket is changed. If not set,
cmas-core-security admin.email
is used instead.

Type: String

Restart required: No

System: Yes

Optional: Yes

Example value: cménoatification@
cmé6installation

Since: 6.6.3

Description: Mail polling interval
in ms

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 60000

Since: 6.0

Description: To address for error
mails from Mule. As a default the
e-mail address of the
administrator which you have
entered during system set-up is
used.

Type: EMail

Restart required: No

System: Yes

Optional: No

Example value: maz@consol.de
Since: 6.0

Description: Number of retries
when processing mail.

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 3

Since: 6.0.2
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Module Property Explanation

cmas-esb-mail mail.process.timeout Description: Mail processing
timeout in seconds
Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 60
Since: 6.1.3

cmas-esb-mail mail.redelivery.retry.count Description: Indicates the number
of retries of re-delivering an
e-mail from the CM system.
Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 3
Since: 6.1.0




ConSol*CM Administrator Manual (up to Version 6.8.5.6) 437

Module Property Explanation

cmweb-server-adapter mail.reply.to Description: When set, Web
Client will display reply-to field on
mail send, prefilled with this
value.
Type: String
Restart required: No
System: Yes
Optional: Yes
Since: 6.0.1

&  Please see also section
Queue Administration.
When you set the
REPLY TO address in
the outgoing e-mail
script, the mail.reply.to
system property must
not be set (because it
would overwrite the
configured value)! That
means when you use
one outgoing e-mail
script for a queue you
have to define outgoing
e-mail scripts for all
queues because the ma
il.reply.to property can
no longer be used.

mail.sender.address Description: From address for
mails from the workflow engine
Type: String
Restart required: No
System: Yes
Optional: No
Example value: maz@-consol.de
Removed in: 6.8.0
Replaced by: jobExecutor.mailFr
om
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Module

cmas-core-server

cmas-core-server

cmweb-server-adapter

cmas-core-server

Property

mail.smtp.email

mail.smtp.envelopesender

mailTemplateAboveQuotedText

max.licences.perUser

Explanation

Description: SMTP mail URL for
outgoing mails

Type: String

Restart required: No

System: Yes

Optional: No

Example value: smtp://mail.cons
ol.de:25

Since: 6.0

Description: Mail address used
as sender in SMTP envelope. If
not set, the From: address of the
mail is used.

Type: String

Restart required: No

System: Yes

Optional: No

Example value: mysender@myd
omain.com

Since: 6.5.7

Description: Indicates behavior of
mail template in the Ticket E-Mail
Editor when another mail is
quoted, i.e. forwarded or replied
to.

Type: Boolean

Restart required: No

System: Yes

Optional: No

Example value: false

Since: 6.2.4

Description: Sets max licenses
single user can use (e.g logging
in from different browsers). By
default this value is not restricted.
Type: Integer

Restart required: No

System: Yes

Optional: Yes

Example value: 10

Since: 6.8.4.5
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Module

cmweb-server-adapter

cmas-dwh-server

cmas-dwh-server

cmas-dwh-server

cmas-dwh-server

Property

maxSizePerPagemaplnMegaByt
es

notification.error.description

notification.error.from

notification.error.subject

notification.error.to

Explanation

Description: Maximum size (in
MB) for each Wicket pagemap
Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 15

Since: 6.3.5

Description: Text for error mails
from DWH

Type: String

Restart required: No

System: Yes

Optional: No

Example value: Error occured
Since: 6.0.1

Description: From address for
error mails from DWH

Type: String

Restart required: No

System: Yes

Optional: Yes

Since: 6.0.1

Description: Subject for error
mails from DWH

Type: String

Restart required: No

System: Yes

Optional: No

Example value: Error occured
Since: 6.0.1

Description: To address for error
mails from DWH

Type: String

Restart required: No

System: Yes

Optional: No

Example value: maz@consol.de
Since: 6.0.1
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Module

cmas-dwh-server

cmas-dwh-server

cmas-dwh-server

cmas-dwh-server

Property

notification.finished_successfully.

description

notification.finished_successfully.

from

notification.finished_successfully.

subject

notification.finished_successfully.

to

Explanation

Description: Text for mails from
DWH when transfer finished
successfully.

Type: String

Restart required: No

System: Yes

Optional: No

Example value: Transfer finished
successfully

Since: 6.0.1

Description: From address for
mails from DWH when transfer
finished successfully.

Type: String

Restart required: No

System: Yes

Optional: Yes

Since: 6.0.1

Description: Subject for mails
from DWH when transfer finished
successfully.

Type: String

Restart required: No

System: Yes

Optional: No

Example value: Transfer finished
successfully

Since: 6.0.1

Description: To address for mails
from DWH when transfer finished
successfully.

Type: String

Restart required: Yes

System: Yes

Optional: No

Example value: maz@-consol.de

Since: 6.0.1
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Module

cmas-dwh-server

cmas-dwh-server

cmas-dwh-server

cmas-dwh-server

Property

notification.finished_unsuccessful
ly.description

notification.finished_unsuccessful
ly.from

notification.finished_unsuccessful
ly.subject

notification.finished_unsuccessful
ly.to

Explanation

Description: Text for mails from
DWH when transfer finished
unsuccessfully.

Type: String

Restart required: No

System: Yes

Optional: No

Example value: Transfer finished
unsuccessfully

Since: 6.0.1

Description: From address for
mails from DWH when transfer
finished unsuccessfully.

Type: String

Restart required: No

System: Yes

Optional: Yes

Since: 6.0.1

Description: Subject for mails
from DWH when transfer finished
unsuccessfully.

Type: String

Restart required: No

System: Yes

Optional: No

Example value: Transfer finished
unsuccessfully

Since: 6.0.1

Description: To address for mails
from DWH when transfer finished
unsuccessfully.

Type: String

Restart required: No

System: Yes

Optional: No

Example value: maz@-consol.de

Since: 6.0.1




442 ConSol*CM Administrator Manual (up to Version 6.8.5.6)

Module Property Explanation

cmas-dwh-server notification.host Description: Mail (SMTP) server
hostname for sending DWH mails
Type: String
Restart required: No
System: Yes
Optional: Yes
Example value: mail.consol.de
Since: 6.1.0

cmas-dwh-server notification.password Description: Password for
sending DWH mails (optional)
Type: String
Restart required: No
System: Yes
Optional: Yes
Since: 6.1.0

cmas-dwh-server notification.port Description: SMTP port for
sending DWH mails
Type: String
Restart required: No
System: Yes
Optional: Yes
Example value: 25
Since: 6.1.0

notification.protocol Description: The protocol used
for sending emails from DWH.
Type: String
Restart required: No
System: Yes
Optional: Yes
Example value: pop3\

cmas-dwh-server notification.username Description: (SMTP) Username
for sending DWH mails
Type: String
Restart required: No
System: Yes
Optional: Yes
Example value: maz
Since: 6.1.0
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Module

cmweb-server-adapter

cmweb-server-adapter

cmweb-server-adapter

Property

outdated.lock.age

pagemapLockDurationinSeconds

postActivityExecutionScriptName

queuesExcludedFromGS

Explanation

Description:

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 60000
Removed in: 6.8.0

Replaced by: jobExecutor.lockTi
meout.seconds

Description: Number of seconds
to pass before pagemap is
considered to be locked for too
long.

Type: Integer

Restart required: Yes

System: Yes

Optional: Yes

Example value: 60

Since: 6.7.3

Description: Defines the name for
the script which should be
executed after every workflow
activity, see section DefaultWorkf
lowActivityScript. If no script
should be executed, leave the
value empty.

Type: String

Restart required: No

System: Yes

Optional: No

Example value: postActivityExec
utionHandler

Since: 6.2.0

Description: Comma-separated
list of queue names which are
excluded from global search.
Type: String

Restart required: No

System: Yes

Optional: Yes

Since: 6.0
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Module

cmweb-server-adapter

cmweb-server-adapter

Property

refreshTimelnCaseOfConcurrent
RememberMeRequests

rememberMeLifetimelnMinutes

request.scope.transaction

Explanation

Description: It sets the refresh
time (in seconds) after which
page will be reloaded in case of
concurrent remember me request
s. This feature prevents one user
from occupying many licenses.
Please increase that time if
sessions are still occupying.
Type: Integer

Restart required: Yes

System: Yes

Optional: Yes

Example value: 5

Since: 6.8.2

Description: Lifetime for rememb
er me in minutes

Type: Integer

Restart required: Yes

System: Yes

Optional: No

Example value: 1440

Since: 6.0

Description: 1t allows disable
request scope transaction. By
default one transaction is used
per request. Setting this property
to false there will cause one
transaction per service method
invocation.

Type: Boolean

Restart required: Yes

System: Yes

Optional: Yes

Example value: true

Since: 6.8.1
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Module

cmas-setup-scene

cmweb-server-adapter

cmweb-server-adapter

cmas-core-server

Property

scene

searchPageSize

searchPageSizeOptions

server.session.archive.reaper.int
erval

Explanation

Description: Scene file which was
imported during setup (can be
empty).

Type: String

Restart required: No

System: Yes

Optional: No

Example value: vfszip:/P:/dist/tar
get/jboss/server/cmas/deploy/cm
-dist-6.5.1-SNAPSHOQOT .ear/APP-
INF/lib/dist-scene-6.5.1-SNAPSH
OT.jarfMETA-INF/cmas/scenes/h
elpdesk-sales_scene.jar/

Since: 6.0

Description: Default page size for
search results

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 20

Since: 6.0

Description: Options for page
size for search results

Type: String

Restart required: No

System: Yes

Optional: No

Example value: 10|20|30|40]50|7
5100

Since: 6.0

Description: Server archived
sessions' reaper interval (in
seconds)

Type: Integer

Restart required: No
System: Yes

Optional: Yes

Example value: 60

Since: 6.7.1
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Module Property Explanation

cmas-core-server server.session.archive.timeout Description: Server sessions
archive validity timeout (in days).
After this time session info is
removed from db.
Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 31
Since: 6.7.1

cmas-core-server server.session.reaper.interval Description: Server inactive
(ended) sessions' reaper interval
(in seconds)
Type: Integer
Restart required: Only Session
Service
System: Yes
Optional: No
Example value: 60
Since: 6.6.1, 6.7.1

cmas-core-server server.session.timeout Description: Server session
timeout (in seconds) for
connected clients. Each client
can overwrite this timeout with
custom value using its id
(ADMIN_TOOL, WEB_CLIENT,
WORKFLOW_EDITOR, TRACK
(before 6.8 please use
PORTER), ETL, REST)
appended to property name e.g.
server.session.timeout. ADMIN_T
OoOoL
Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 1800
Since: 6.6.1, 6.7.1
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Module Property
cmweb-server-adapter serverPoolinglInterval
cmas-dwh-server skip-ticket
cmas-dwh-server skip-ticket-history
cmas-dwh-server skip-unit

Explanation

Description:

Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 5
Since: 6.1.0

Description: Tickets are not
transferred during transfer/update
(#617059, #617062, #617060
rev.52786).

Type: Boolean

Restart required: No

System: Yes

Optional: No

Example value: false

Since: 6.6.19

Removed in: 6.8.1

Description: History of ticket is
not transferred during
transfer/update (#617059,
#617062, #617060 rev.52786).
Type: Boolean

Restart required: No

System: Yes

Optional: No

Example value: false

Since: 6.6.19

Removed in: 6.8.1

Description: Units are not
transferred during transfer/update
(#617059, #617062, #617060
rev.52786).

Type: Boolean

Restart required: No

System: Yes

Optional: No

Example value: false

Since: 6.6.19

Removed in: 6.8.1
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Module Property Explanation

cmas-dwh-server skip-unit-history Description: History of unit is not
transferred during transfer/update
(#617059, #617062, #617060
rev.52786).
Type: Boolean
Restart required: No
System: Yes
Optional: No
Example value: false
Since: 6.6.19
Removed in: 6.8.1

split.history Description: Changes the SQL
that fetches the history for the
tickets during DWH transfer not
to all tickets at once but only for
one ticket per SQL.
Type: Boolean
Restart required: No
System: Yes
Optional: Yes
Example value: false
Since: 6.8.0

cmweb-server-adapter supportEmail Description:
Type: String
Restart required: No
System: Yes
Optional: Yes
Since: 6.0
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Module

cmas-core-index-common

cmas-core-index-common

cmas-core-index-common

Property

synchronize.master.address

synchronize.master.security.toke
n

synchronize.master.security.user

Explanation

Description: Value of
-Dcmas.http.host.port informing
how to connect to indexing
master server. Default null. Since
6.6.17 this value is configurable
in setup to designate initial
indexing master server. Please
note that changing this value is
only allowed when all cluster
nodes index changes receivers
are stopped.

Type: Integer

Restart required: No

System: Yes

Optional: Yes

Example value: 127.0.0.1:80
Since: 6.6.0

Description: The password for
accessing the index snapshot via
URL, e.g. for index
synchronizaton or for back-ups
(#612378 rev.41075).

Type: String

Restart required: No

System: Yes

Optional: Yes

Example value: token

Since: 6.6.0

Description: The user name for
accessing the index snapshot via
URL, e.g. for index
synchronizaton or for back-ups
(#612378 rev.41075).

Type: String

Restart required: No

System: Yes

Optional: Yes

Example value: user

Since: 6.6.0
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Module Property Explanation
cmas-core-index-common synchronize.master.timeout.minu  Description: How much time
tes master server may constantly fail

until new master gets elected
with index fix procedure. Default
5. Since 6.6.17 this value is
configurable in setup where zero
means that master server will
never change (failover
mechanism is off).

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 5

Since: 6.6.0

cmas-core-index-common synchronize.megabits.per.second Description: How much
bandwidth can master server
consume to transfer index
changes to all slave servers.
Default 85. Please do not use all
available bandwidth to transfer
index changes between hosts.
This will most probably partition
cluster as some subsystems will
not be able to communicate.
Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 85
Since: 6.6.0

cmas-core-index-common synchronize.sleep.millis Description: How often each
slave server polls master server
for index changes. Default 1000.
Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 1000
Since: 6.6.0
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Module

cmweb-server-adapter

cmas-core-server

cmweb-server-adapter

cmweb-server-adapter

Property

themeOverlay

ticket.delete.timeout

ticketListRefreshintervallnSecon

ds

ticketListSizeLimit

Explanation

Description: Name of used theme
overlay

Type: String

Restart required: No

System: Yes

Optional: Yes

Example value: kyoEUR

Since: 6.0

Description: Transaction timeout
(in seconds) for deleting tickets
Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 60

Since: 6.1.3

Description: Refresh interval for
ticket list (in seconds)

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 180

Since: 6.0

Description: Maximum number of
tickets in ticket list

Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 100

Since: 6.0
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Module Property Explanation

cmas-core-server tickets.delete.size Description: Property that defines
a number of tickets deleted per
transaction. By default it is set to
10.
Type: Integer
Restart required: Only Session
Service
System: Yes
Optional: No
Example value: 10
Since: 6.8.1

cmas-core-server unit.replace.batchSize Description: Describes number of
objects to be processed in unit
replace action (#619248
rev.57830).
Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 5
Since: 6.8.2

cmas-core-server unit.replace.timeout Description: Transaction timeout
(seconds) of unit replacement
action step (#619248 rev.57830).
Type: Integer
Restart required: No
System: Yes
Optional: No
Example value: 120
Since: 6.8.2
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Module Property

cmas-dwh-server unit.transfer.order
cmweb-server-adapter unitindexSearchResultSizeLimit
cmweb-server-adapter urlLogoutPath
cmweb-server-adapter webSessionTimeoutinMinutes

Explanation

Description: Defines in which
order unit custom field groups
should be transferred to the DWH
(#617059, #617062, #617060
rev.52786).

Type: String

Restart required: No

System: Yes

Optional: Yes

Example value: company;custom
er

Since: 6.6.19

Removed in: 6.8.1

Description: Maximum number of
units in unit search result (e.g.
when searching for contact)
Type: Integer

Restart required: No

System: Yes

Optional: No

Example value: 5

Since: 6.0

Description: URL which is used
when user logs out. (If no value is
set, logout leads to login-mask.)
Type: String

Restart required: No

System: Yes

Optional: Yes

Example value: http://intranet.con
sol.de

Since: 6.3.1

Description: Session timeout in
minutes

Type: Integer

Restart required: Yes

System: Yes

Optional: No

Example value: 180

Removed in: 6.7.1

Replaced by: server.session.time
out
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Module

cmweb-server-adapter

Property

wicketAjaxRequestHeaderFilterE
nabled

Explanation

Description: This enables filter for
Wicket AJAX requests, coming
from stale pages with Wicket 1.4
scripting (CM6 pre-6.8.0), after
update to CM6 post-6.8.0.

Type: Boolean

Restart required: Yes

System: Yes

Optional: Yes

Example value: false

Since: 6.8.1
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25 Appendix D - Trademarks

® Microsoft® — Microsoft and Windows are either registered trademarks or trademarks of Microsoft
Corporation in the United States and/or other countries. See Microsoft trademark web page

* Microsoft® Office — Microsoft and Microsoft Office are either registered trademarks or trademarks of
Microsoft Corporation in the United States and/or other countries. See Microsoft trademark web page

® Windows® operating system — Microsoft and Windows are either registered trademarks or trademarks
of Microsoft Corporation in the United States and/or other countries. See Microsoft trademark web

page

* Microsoft® Active Directory® — Microsoft and Microsoft Active Directory are either registered
trademarks or trademarks of Microsoft Corporation in the United States and/or other countries. See
Microsoft trademark web page

* Microsoft® Word® — Microsoft and Microsoft Word are either registered trademarks or trademarks of
Microsoft Corporation in the United States and/or other countries. See Microsoft trademark web page

* Microsoft® SQL Server® — Microsoft and Microsoft SQL Server are either registered trademarks or
trademarks of Microsoft Corporation in the United States and/or other countries. See Microsoft
trademark web page

* MuleSoft™ and Mule ESB™ are among the trademarks of MuleSoft, Inc. See Mule Soft web page

® Oracle® — Oracle is a registered trademark of Oracle Corporation and/or its affiliates. See Oracle
trademarks web page

® Oracle® WebLogic — Oracle is a registered trademark of Oracle Corporation and/or its affiliates. See
Oracle trademarks web page

®* Pentaho® — Pentaho and the Pentaho logo are registered trademarks of Pentaho Inc. See Pentaho
trademark web page
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