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A - Introduction

This section provides general information about the content and structure of this manual as well as an
introduction to ConSol CM.

This chapter discusses the following:

A.1 ConSol CM for Business Process Management .. 14
A2 List of ManuUals . . 16
A3 TECDOC SEIVEY ... 17
A AThis BoOK's StruCtUIre ... . . 18
A5 LayoUt EXPlanations o 20
AB Legal NOTICE .. 21
A7 Gender Disclaimer ..o 21
A B COPYIIBNT 21
A.9 Basic Principles of CoONSOl CM . e 22
A.9.1System Components from the Users', Admins' and Customers' Points of View _._............. 22
A.10 Basic Technical Principles and Objects of ConSol CM . e, 24
A 20 L IntrodUCtion . . 25
A.10.2 ConSol CM DM .. 25
AL0.3 ENGINCOIS e 26
AL L0.4 CUSTOM OIS e 26
AL 0.5 TICKeS . 26
ALL0.6 RESOUICES .ot 28
ALL0.7 QUBUES et 28
A 10. 8 WorkfloWSs . 29
A.10.9The CM Action Framework ... . . 31
A.10.10 The Task Execution Framework ... ... . il 31
A.10.11 Accessing Objects in ConSol CM ... e 31
A.10.12 ConSol CM from a System Administrator's Point of View ... ... ... ... . ... ........ 33
ALl Starting the Admin Tool . 34
AL LOBIN 34
A.11.2 Troubleshooting: When the Admin Tool Does Not Start ... ... ... ... ................ 37
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A.12 The Admin Tool Graphical User Interface (GUI) ... ... oo . 42
A2 IntrodUCtiON L 42
AL 12,2 BasiC PrinCiple 42
A.12.3 Inline Validation of Input Values .. ... i 46
A.12.41cons and Other GUI Elements ... . 49
A.12.5 Localization of Terms Displayed in the Web Client ... ... .. . ... 52
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A.1 ConSol CM for Business Process Management

ConSol CM is a low code platform, especially suited for use as customer service software.

Using ConSol CM you can control and steer business processes with a strong focus on human com-
munication and interaction as required in all fields of customer service management. Well-known
examples of huge ConSol CM systems comprise customer service desks, RMA processes, after sales
services, call centers and support centers as well as claim and complaint management environments.
You can also set up customer portals, including FAQ areas, using ConSol CM. Basically, every business
process that is in operation in a company can be modeled and brought to life with ConSol CM.

Starting with version 6.11, ConSol CM also provides the functionality to cover adaptive case man-
agement. In this way, you can decide, if you would like to design and live a strictly controlled business
process or if a rather high level of flexibility is required. You might also combine both concepts,
depending on the team or department who work with the process.

SO\_UTIO/\/S

IT Service Customer
Management Service

Sales Internal
Management Services

E-Government

Order to IEH
Cash Case Management
Management
Quality HR
Management Management

CMI&

LOW CODE PLATFORM

Figure 1: Overview of potential fields of use of the low code platform ConSol CM
Using ConSol CM, you can handle all components which are relevant in business processes to rep-

resent and control your company's processes in an optimal way. ConSol CM is used in various dif-
ferent industries and branches ranging from insurances and banks over fashion designing companies
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to producers of ticket vending machines or car washes. The flexible process designing mechanism and
workflow engine provide a perfect basis for the modeling and controlling of business processes, espe-
cially customer service processes, of different kinds.
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A.2 List of Manuals

ConSol CM provides documentation for several groups of users. The following documents are avail-

able:

Administrator Manual
A detailed manual for CM administrators about the ConSol CM configuration using the Admin
Tool.

DWH Manual
A detailed explanation of the ConSol CM data warehouse (DWH) concept, the database schema
and a list of all table structures.

Operations Manual
A description of the ConSol CM infrastructure, the server integration into IT environments and
the operation of the CM system, for IT administrators and operators.

Process Designer Manual
A guideline for workflow developers about the graphical user interface of the Process Designer
and how to program workflow scripts.

Setup Manual
Atechnical description for ConSol CM setup in different IT environments. For expert CM admin-
istrators.

System Requirements
List of all requirements that have to be met to install ConSol CM, for IT administrators and CM
administrators. Published for each ConSol CM version.

Technical Release Notes
Technical information about the new ConSol CM features. For CM administrators and key
users. Published for each ConSol CM version.

User Manual
An introduction to the ConSol CM Web Client for end users.
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A.3 TecDoc Server

For detailed information about all aspects of ConSol CM, please see also our tecdoc server, available
at https://tecdoc.consol.de. You find there:

o AllConSol CM manuals
The ConSol CM manuals for several target groups in English and in German

o Therelease notes for each ConSol CM version
Detailed Release Notes documents which explain every new feature of every ConSol CM version

o The system requirements
An overview of the required hardware, middleware, and software prerequisites which are
required to install ConSol CM

o The "New Features for Customers" presentations
Not too technical presentations which provide an overview of the new features of new
ConSol CM versions

CM/ is a registered trademark of ConSol Consulting & Solutions Software GmbH


https://tecdoc.consol.de/

18

ConSol CM Administrator Manual (Version 6.11.1.14) - A - Introduction

A.4 This Book's Structure

First, some basic principles of ConSol CM are explained to provide the theoretical background you
need to become a CM administrator.

In the Introduction, you will learn how ConSol CM is used in Business Process Management
and you will get to know some basic principles of the application. Furthermore, you will learn
how to start the main administration application for CM, the Admin Tool.

The following sections explain the features and functionality of the Admin Tool.

Access and Roles

In this section the basic principle and configuration concerning access permissions are
explained. For example, you will learn how to define roles, assign roles to engineers (the users
of the CM Web Client), and configure views (the to do lists in the system).

Ticket Data Model and GUI Design

Here, the set-up of the ticket data model and the placement of the data fields in the Web Client
(GUI) are covered. For example, you will learn how to define the data fields which are required
by a certain process and how to build different types of lists.

Customer Data Model

This section describes the setup of the data models for different customer groups and the
respective designer GUIs. The representation of customer groups in CM is based on FlexCDM,
the Flexible Customer Data Model. For example, you will learn how to define one set of data
fields for the customer group Reseller and another data model for the customer group Direct
Customers. Furthermore, customer relations and customer actions are explained, two com-
ponents which help you use CM as a CRM system.

Global Configuration

In this section some general configurations are explained. For example, you will learn about
Queue Management, a queue being one of the core components of ConSol CM. Furthermore,
working with business calendars and projects is explained.

Expert

This is the part of the book which is targeted at CM administrators who are responsible for
advanced CM system configuration. You might want to work together with your CM con-
sultant to change system settings. This section covers topics like

o preparing the CM system for reporting
e ConSol CM services

o configuration of the search module

o the Task Execution Framework (TEF)

o email configuration

o import and export of configurations

o template management

o working with system properties
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o working with Admin Tool scripts
o license management
o deployment of scenarios

o Add-Ons
In this section, the three CM add-ons are explained. ACM add-on is a CM module for which a
separate license has to be purchased. The following add-ons are available:

e CM/Resource Pool
In this section the set-up of the data model for the Resource Pool is explained. CM/Re-
source Pool is a distinct CM module which has to be licensed separately. If you have pur-
chased this module, you can learn in this section how to represent different objects like
IT assets, products, SLAs or other objects as CM resources. Besides the set-up of the
data model, resource relations and resource actions are described.

e CM/Track
In this section, the customer portal, CM/Track, is explained. The versions V1 and V2 are
available for CM/Track, they are treated in separate chapters.

e CM/Phone
In this section, the ConSol CM CTl solution is explained.

o Appendix
Here, you find lists of all important terms that are used in the book (glossary), of all annota-

tions (important for the GUI design), and system properties (important for the CM system man-
agement). Please see also the trademarks page.
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A.5 Layout Explanations

The following icons and colors are used to emphasize and highlight information:

This is an additional information.

This is an important note. Be careful here!

A This is a warning!

@ This is a recommendation from our in-the-field consultants.
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A.6 Legal Notice

Since we would like to provide a manual for you which helps you manage your CM system, but which
also provides additional information about connected topics, we have inserted external links into the
manual. In this way, you can get some background information about a topic if you like. This can help
you better understand the required CM configuration. Despite careful review, we assume no liability
for the content of those external links. The operators of sites linked to are exclusively responsible for
their content.

A.7 Gender Disclaimer

As far as possible, ConSol CM manuals are written gender-neutral and often address the user with
"you". When the phrasing "The user .... he ..." is used, this is always to be considered to refer to both,
the feminine as well as the masculine form.

A.8 Copyright

© 2019 ConSol Consulting & Solutions Software GmbH - All rights are reserved.
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A.9 Basic Principles of ConSol CM

A.9.1 System Components from the Users', Admins' and Customers'
Points of View

ConSol CM comprises different client applications. Depending on your roles and tasks in your com-
pany you will use one or more of those applications.

External

Internal o =i

CM/Track (Customer)

Internal

Figure 2: ConSol CM system components

o Web Client
The primary access point to the system for engineers, an engineer being the standard user of
the system. Engineers work with tickets, customer data and resources.

o Portal
CM/Track, the primary access to the system for (internal or external) customers. CM/Track is a
distinct CM module which requires a separate license. With this module, you can offer portal
access to the tickets for your customers. Moreover, your FAQs can be made available via the
web.
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o Admin Tool
For all system configuration tasks. As an administrator, you will primarily work with this tool.
This tool is used to define the system setup. All settings (apart from workflows) are configured
using the Admin Tool, and access to it is restricted to admin users.

o Process Designer
For the workflow design and implementation. As a workflow developer you will primarily work
with the Process Designer. In this tool, all workflows are designed graphically as well as in
Groovy code.

The default scope of delivery also includes a data warehouse (DWH) that allows reporting about the
data of your tickets.

Furthermore, ConSol CM is not an isolated application but can be easily integrated into your com-
pany’s IT infrastructure, e.g. using Web Services and/or an Enterprise Service Bus (ESB) or the
ConSol CM Webhook interface.

For a detailed explanation of the system components, described from a more technical point of view,
please refer to the system administrator’s section Architecture of a CM System.
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A.10 Basic Technical Principles and Objects of ConSol CM

This chapter discusses the following:

A0, 2 IntrodUCtioN ... o 25
A 10.2 ConSOICIM DOZIMA ... 25
AL L0.B ENGINCOIS o 26
AL L0.4 CUSTOM OIS e 26
ALd0. 5 TICKeS 26
A 10,6 RESOUICES . 28
ALL0. 7 QUBUS e 28
AL 10, 8 WorkfloWS 29
A.10.9 The CM Action Framework ... ... . L 31
A.10.10 The Task Execution Framework ... .. . 31
A.10.11 Accessing Objects in ConSol CM . L 31
A.10.12 ConSol CM from a System Administrator's Point of View ... .. ... ... .. ... 33
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A.10.1 Introduction

In order to work efficiently and correctly with ConSol CM, you have to have a profound knowledge of
all components which make up a CM system. The following section will give you a first introduction
into the basic CM components.
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Figure 3: ConSol CM - Basic principles (with CM/Resource Pool)

A.10.2 ConSol CM Dogma

In ConSol CM, there is a main dogma:

(i) ConSol CM DOGMA
External side: A ticket always has a main customer. This can be a contact or a company.

Internal side: A ticket can have no or one main engineer who has to work on the ticket.
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A.10.3 Engineers

The engineers represent the internal side of the CM system. All users of the Web Client are called
engineers, regardless of their function within the company. The engineers work on the tickets to carry
out the tasks defined in the business process. Every ticket can only be assigned to one engineer, who
is currently responsible for the ticket. But a ticket may have any number of additional engineers, who
all have an engineer function representing a specific task within the process.

All engineers have a user account consisting of a user name and password, which they use to log in to
the Web Client. The engineers' access permissions are managed using roles. The roles, which contain
access permissions for queues, customers, and resources, are defined in the Admin Tool and assigned
to the engineers.

Please see the section about Engineer Administration for details.

It depends on the configuration of your ConSol CM system if an engineer is called engineer
within your system. Engineers might be called agents, employees, or similar in your Web
Client. In this manual, engineers will always be called engineers for your convenience.

A.10.4 Customers

With FlexCDM, the Flexible Customer Data Model, ConSol CM provides a data model which can define
contact and company data in various constellations. In this way, you can define very simple, one-level
data models which only contain contact data (e.g., name, phone number, email address, address)
and complex, two-level models which contain contact data (e.g., name, phone number, email
address) and company data (e.g., address, zip code, company size). You can define different models
within one system, you can configure relations between customers, and add activities to contacts and
companies. Please refer to the Customer Data Model section, starting with chapter The CM Customer
Data Model - FlexCDM, for details about all components of FlexCDM.

Each CM system uses customized customer groups and data models. Therefore, the avail-
able customer groups, hierarchical levels for customer objects, data fields, relations, and
activities depend on the individual configuration of your CM system.

A.10.5 Tickets

The ticket is the request of the customer which the engineers work on. This can be an incident, a ser-
vice case, or any other request. For each request, a ticket is created. The engineers work on the ticket,
which means that they carry out the necessary steps as defined in the business process. The progress,
including internal and external communication, is documented in the ticket. The business process can
involve several engineers and different teams. When the request is solved, the ticket is closed. Closed
tickets are not lost, but they represent a powerful archive and knowledge base.

In ConSol CM there are the following rules for tickets:

o Aticket must have one main customer. Every ticket can have only one main customer. It does
not need to have additional customers, but it can have any number of additional customers.
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The customer represents the external side of a ticket.

o Aticket does not have to be assigned to an engineer, but if it is, it can only be assigned to one
engineer at a time. A ticket does not have to have additional engineers, but it can have any
number of additional engineers. Assigning a ticket to an engineer can be done manually or auto-
matically. The engineers represent the internal side of a ticket.

o Aticket always has a name, often called ticket number, a subject, and a ticket icon. The ticket
icon shows the current scope of the ticket and can have a color indicating the value of a given
data field. Every ticket also has an ID that is used internally and cannot be seen by the user.

o Theticket header always shows the current queue and scope, assigned engineer, and creation
date of a ticket.

o The ticket icon in the Web Client can have (and in most cases does have) a color that represents
a certain value of a list. Often the priority is used, e.g., high priority tickets are displayed in red,
medium tickets in orange, and low priority tickets in yellow.

Service case [ Edit [[) clone [ Print

%2  Printer does not work

{2} ServiceDesk @ Work in progress L Susan ServiceDesk  [T13/19/14 2:58 PIM

100245 HD Priority normal Module Web Client
Ask for feedback no
Desired deadline 4/14/14 12:00 AM
Continent Europe
Request Type  Request Type
Complaint
DETAILS |1,:?" Edit A
Conversations/Meetings Orders
Open Customer Tickets on Create Date
CIE[El CUSTOMERS (1) +Aadd A

Main
Mrs Mia Skydiver ~ MyCustomerGroup

Mia Skydiver
Starship Operator Dr.

Figure 4: Ticket in the ConSol CM Web Client
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It depends on the configuration of your ConSol CM system if a ticket is called ticket within
your system. Tickets might be called ticket, case, call, task, or similar in your Web Client.
Each queue can have its own term to refer to tickets. In this manual, tickets will always be
called tickets for your convenience.

Each CM system uses customized ticket data. Therefore, the available fields, relations, and
activities depend on the individual configuration of your CM system.

A.10.6 Resources

Resources can be used to manage objects which are related to the business process. Possible use
cases are IT assets, SLAs, products or newsletters. All resources are saved in CM/Resource Pool, a sep-
arate CM module. The administrator defines the resource model, i.e., the resource types, resource
data fields, the hierarchy of the resources, and the possible relations to tickets, customers, and other
resources

An engineer with the required permissions can create resources and link them to existing tickets, cus-
tomers, and other resources. For example, you can link a computer to an incident ticket concerning
this computer or to the customer who uses it.

Please see the section about CM/Resource Pool in the Add-on section for details about this topic.

A.10.7 Queues

The queue is the core component of ConSol CM administration. It contains thematically related tick-
ets which should be handled in the same way and follow the same business process. Every queue has
exactly one workflow, which implements the desired process. The ticket data fields needed for the
process are assigned to the queue. In addition, the access permissions, which are granted to the
engineers via roles, are based on queues.

For example, there is one queue for the user help desk with the User Help Desk workflow and data
fields like Customer Service Level, Device that does not work, or Priority. Every incident ticket passes
through this User Help Desk process. Another queue is the Marketing and Sales queue where fields
like probability of contract conclusion, next appointment , or budget [S] are defined.

Therefore, the queue determines:

o which data fields (ticket data fields) are available, e.g., order volume in a sales queue or cause
of the incident in a support queue

o which customers can have tickets in the queue (customer groups)
o how its tickets are processed (workflow)
o who can work on the tickets (permissions)

Queues often reflect the organizational structure of the company. For example, there can be one
gueue for each department, as each department has its own processes. A ticket can be passed from
one queue to another. In this case it adapts to the new queue, i.e., it receives the data fields of the
new queue and only engineers with permissions for the new queue can work on it.
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It depends on the configuration of your ConSol CM system if a queue is called queue within
your system. Queues might be called processes, teams, or similar in your Web Client. In this
manual, queues will always be called gueue for your convenience.

A.10.8 Workflows

A workflow is designed and created by a CM workflow developer using the ConSol CM Process
Designer. It implements the business process which is executed in the Web Client. The workflow con-
sists of several steps, which are called activities. There are manual activities, which are performed by
the engineers, and automatic activities, which are performed by the system. The activities are
arranged in scopes to illustrate the status of a ticket. The intelligence of the process, like conditions,
decisions, escalations, reminders, automatically sent emails, or other actions, is also defined in the
workflow. You can implement process chains or a hierarchical process structure by linking several
workflows.

As an engineer, you will not work with the workflow itself, but you will see the current queue (1) and
scope (2) of the ticket. The scope is indicated by the symbol of the ticket icon and scope name in the
basic ticket data. Furthermore, you see the workflow activities which are available for the ticket at its
current position (3). In this way, you always have a good overview of the current status of the ticket.

Ticket Edit Clone Print Workflow activities
. _— Ticket in progress
o Layout issues when printing
ServiceDesk Work in progress ServiceDesk, Susan 2/16/17 8:55 AM Put ticket on hold

100002 Clone ticket

2/28/179880 AM Create Special Task

(hand-over products list and

DETAILS Edit attachments)

Figure 5: Queue, scope, and workflow in a ticket

As an administrator, you might work with the ConSol CM Process Designer to model the business pro-
cesses of your company. A process can be represented by one or more workflows.
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Figure 6: Process Designer: Example of a service workflow

Since we often deal with process chains rather than with single processes, in ConSol CM such process
chains can be designed by defining a certain order for the processes. You can work with simple pro-
cess chains or with a hierarchical structure.

For example, a ticket starts in an entry pool, is directed to the 1st level team, who pass it on to the
2nd level network team. Or a sales ticket starts as a customer request, becomes a lead, which even-
tually gets more serious and becomes an opportunity. Once the customer has signed the contract, an
order ticket is created which generates so-called child tickets for the internal tasks up to billing. When
all child tickets are closed, the parent ticket can be closed as well.

The intelligence of the process, like escalations, reminders, automatic generation of emails, or other
actions during the process, is also defined in the workflow using Groovy scripts.

Please refer to the ConSol CM Process Designer Manual for a detailed introduction to process design
and modeling using the ConSol CM Process Designer.
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A.10.9 The CM Action Framework

In addition to workflow activities, which are activities executed during a certain step of a business pro-
cess, activities, here called actions, can also be triggered from other objects:

Customer actions (Unit Actions) are actions which are executed based on the customer object, i.e., for
a contact or for a company. In this way, you can, for example, implement a company action which
updates your company-specific sales figures every night.

Resource actions are actions which are executed based on a resource, i.e., on an object in the CM/Re-
source Pool. In this way, you could offer an action in the Web Client where the engineer can have a list
with all customers for a certain newsletter.

Search actions are actions which can be executed based on a result of a Detailed Search. In this way
you can, for example, trigger an email to all customers of a list of tickets which you have retrieved
using the search interface.

All actions can be either executed manually or automatically. Manual actions are offered in the Web
Client like workflow activities. Automatic actions run in the background without any engineer activity
being involved.

A.10.10 The Task Execution Framework

The Task Execution Framework (TEF) stores and executes long-running tasks which should not be
linked to any specific activity. For example, TEF tasks can be very helpful for import scripts.

A.10.11 Accessing Objects in ConSol CM

In ConSol CM, the different objects (tickets, customers and resources) form a network. The objects
are connected, e.g. a ticket is always linked to one or more customers. The connections which exist
between the current object and other objects in ConSol CM are displayed on the object's page, where
you can directly access the linked objects.
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Figure 7: Network of ConSol CM objects

Since the ConSol CM Web Client always provides menus or links to open the objects which are related
to another object, you, as a CM engineer, can move within the network easily, thus working efficiently
with customer, ticket, and resource data. Once you have opened an object (e.g. a ticket), you can
move from one related object (e.g. the main customer of the ticket) to other related objects (e.g. the
company of the main customer or a resource which is related to the ticket or the customer). No fur-
ther search is required.

An example use case could be:
1. Acustomer calls you and asks for a certain case, but he cannot remember the ticket number.

He wants to know which SLA is used for the printer which caused the problems treated in the
ticket. Is it possible to change the contract?

2. You start the quick search and look for the customer's name and the term 'printer’, you find
ticket #0815 and open it.

3. You check the related resources at the ticket and find printer #4711.

4. You check the SLA, a resource, related to the printer and open it. The comment in the SLA says
"can be changed within two weeks". Now you have to know all other possible SLAs for this com-
pany.

5. You check the company relation of the resource (the printer #4711) and open the company
page.
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6. The company has three more SLA resources (i.e., resource relations on the company page) for
printers. You discuss with the customer which one would be the best for this case. The cus-
tomer wants to have a new SLA for the printer.

7. Since this change has to be approved by both sides, an SLA-change-ticket is required: you cre-
ate a new ticket directly from the company page ...

This short example shows how easy an engineer can access all components for a certain case or ser-
vice request. If customer-customer relations are managed using CM, the CRM (customer relationship
management) component is even stronger.

A.10.12 ConSol CM from a System Administrator's Point of View

ConSol CM is a Java EE application which runs in a standard application server. The data is stored in a
relational database. ConSol CM connects to an email server to retrieve incoming emails and sends
emails using an SMTP server. Please refer to the ConSol CM Operations Manual for a detailed explan-
ation of all aspects concerning running ConSol CM in an IT environment. A first introduction is
provided in section System Overview in this manual.

@ A detailed list of supported operation systems, application servers, database systems, and
other systems, as well as storage and CPU requirements is given in the current System
Requirements.
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A.11 Starting the Admin Tool

This chapter discusses the following:

AL LOBIN 34
A.11.2 Troubleshooting: When the Admin Tool Does Not Start ... .. ... ... ........................ 37
A.11.1 Login

Most of the ConSol CM system is administrated using a Java Web Start application, called Admin
Tool, which is provided on the main web page of the CM application server system. To start the
Admin Tool you can either use the link on the page or you can store the Jn1p file locally and start it
there. Java Web Start is part of each standard JRE.
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ConSol CM6 - Start Page _‘MM"F“

ConSol CM6 Web Client

This is the main part of the ConSol CM6 Application for the most users. The web dlient is the user interface for working with tickets and
contacts. It is optimized for context based working and shaped to the demands of your specific business domain.

Please use the following link to get into the web client. You might want to bookmark this:

s http://cm6doku-cm1.int.consol.de:8480/cm-client

In case of access problems, please ensure your system meets the official ConSol CM6 system requirements
ConSol CM6 Admin-Tool

The Admin-Tool is used for administration of all central configuration like users, queues, custom fields and more. It is based on Java Web
Start Technology to enable an offsite administration of the ConSol CM6 Server.

Following the link should be enough to start the Admin Tool: Cick here to start

e hitp://cmédoku-cmi.int.consol.de:8480/admin/cm-admin-tool.jnlp the Admin Tool

On some systems you may need to start Java Web Start from the command line:
* javaws http://cm6edoku-cmil.int.consol.de:8480/admin/cm-admin-tool.jnlp

In case of access problems, please ensure your system meets the official ConSol CM6 system requirements

ConSol CM6 Process Designer
The Process Designer is used for editing process definitions used by the ConSol CM6 Server. The activities avaiable in the Web Client, the
status of ticket and all automatic processes are defined by graphical workflows made with this designer. The designer and thus the

workflows are focused on business needs; you wil be able to understand them without much technical knowledge.

Following the link should be enough to start the Process Designer:

& hitp://cm6edoku-cm.int.consol.de:8480/workflow/master.jnlp

On some systems you may need to start Java Web Start from the command line:
* javaws http://cm6edoku-cml.int.consol.de:8480/workflow/master.jnip

In case of access problems, please ensure your system meets the official ConSol CM6 system requirements
Open Source licenses

& Use of open source libraries in this product

Copyright (c) 2016 ConSol Consulting & Solutions Software GmbH

Figure 8: ConSol CM start page
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After clicking on Admin Tool.jnlp, the Jn1p file is downloaded, the Admin Tool is started, and the
login window is displayed (for details see the Troubleshooting: When the Admin Tool Does Not Start
section):

& CMB Admin Login @ cmbdoku-cmlint.c.. X

i Please enter your username and password.

UsernameEJ

Password

| (o]

Figure 9: ConSol CM Admin Tool - Login window

Enter your login data to get access to the Admin Tool functions. An initial user name and password are
assigned during system set-up. Further admin users can be configured later on in the Admin Tool.

After you have logged in successfully, the start page of the Admin Tool appears:

Home ﬁ Home

IE

¥ Access and Roles (¥) Welcome, admin!
= Lists ()
f Server Connection Release Version Server Java VM Version

[7] Tickets (¥
. cm6doku-cml.int.consq | 6.11.0.1 1.8.0_92
an Customers ¥

Resources ’g) Consumed User Licenses
iZ: Global Configuration (¥) 3/10
@! Data Warehouse '§)
& services
& Email -§/1
" system %)

2 [cM_Administration]

Figure 10: ConSol CM Admin Tool - Start page
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A.11.2 Troubleshooting: When the Admin Tool Does Not Start

A.11.2.1 Correct Process
If everything is set up properly, clicking on the Admin Tool hyperlink leads to the following:

1.

In a pop-up window, you are prompted as to whether you would like to open the jnlp file -
Java (TM) Web Start Launcher should be offered as default application for that - or to down-
load the jn1p file to your system.

Confirm with Open with Java (TM) Web Start Launcher.

The download of the Admin Tool jn1p file is started. During this process, the ConSol CM logo
is displayed.

Java Web Start starts the Admin Tool. In a pop-up window the Verifying application message is
displayed.

If the Java Web Console is activated, the console is opened and you can follow the download's
progress.

The Admin Tool GUI is displayed with the login window in the foreground.
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Figure 12: ConSol CM Admin Tool - Start: Steps 3 and 4
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Figure 13: ConSol CM Admin Tool - Start: Step 5

A.11.2.2 Process with Errors
If the Admin Tool cannot be started, check the following settings:
1. Problems with step 1:

a. lIsasupported version of Java installed on your machine?

b. Isthe correctJava version activated?
Under Microsoft Windows use System settings ->Java ->Java -> Display ...
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2. Problems with step 2:

a. Canyour client machine connect to the ConSol CM server over the network? Can the
jnlp file be downloaded by the web browser?

b. Check the Java Network connection settings.
Under Microsoft Windows use System settings ->Java -> General -> Network settings.

3. Problems with step 3:

a. Does Java Web Start load and verify all Admin Tool application files? If not, check the net-
work connection.

b. Forall other errors, a pop-up window with a detailed error message will be displayed.
4. Notes concerning step 4:

a. Tofind the cause of a problem, activate the Java Console.
Under Microsoft Windows use System settings ->Java -> Extended -> Display console,
Debugging: Tracing enabled, Debugging enabled.

5. Problems with step 5:

a. When the login window is displayed, enter your login data. If a connection error occurs
then, check the proxy settings.

Please read the section The Admin Tool Graphical User Interface (GUI) to learn how to work with the
Admin Tool using its GUI elements.

CM/ is a registered trademark of ConSol Consulting & Solutions Software GmbH



42 ConSol CM Administrator Manual (Version 6.11.1.14) - A - Introduction

A.12 The Admin Tool Graphical User Interface (GUI)

This chapter discusses the following:

A2, 2 IntrodUCtioN ... 42
A 12,2 Basic PrinCiple . 42
A.12.3 Inline Validation of Input Values ... 46
A.12.41cons and Other GUI Elements ... . . 49
A.12.5 Localization of Terms Displayed in the Web Client ... ... .. . ... 52

A.12.1 Introduction

The following section provides an overview of the Admin Tool graphical user interface (GUI). The basic
principle and all icons are explained.

In the run of this manual, we refer to the names of the GUI elements as they are explained here. In
order to avoid redundancies, the icons are not always shown in each section.

A.12.2 Basic Principle

On the left-hand side, you see the navigation tree (1) with the navigation groups (2: extended nav-
igation group, 4: closed navigation groups). Each navigation group contains several navigation items
(3). Click the name of a group to expand the group in the tree. Click a navigation item to open the
respective tab in the working area on the right-hand side.

In the bottom left corner (5), the name of the admin user who is currently logged in is displayed with
all roles which are assigned to this user.

In the top right corner (6), you find the buttons to reload the Admin Tool data, to log in and to log
out. The main working area (7) contains the data of the active/opened navigation item.

In the following figure, the Home tab is opened. This is the start page when you open the Admin Tool.
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Figure 14: ConSol CM Admin Tool - GUI overview

The Home tab contains the following data:

Server Connection
The server name and port where the ConSol CM instance is running

Release Version
The exact version of the ConSol CM version

Server Java VM Version
The version of the Java VM (virtual machine) which is used for the current ConSol CM instance

Consumed User Licenses

The number of licenses which are used, compared to the number of available licenses.

You can select one of two display modes here by manipulating the value of the CM system
property cmas-app-admin-tool, admin.tool.consumed.licenses.pool.name. The value refers to
a section in the license file:

e CONCURRENT_USERS
The number of engineers who are currently logged in using the Web Client is displayed.

o TRACK
Only possible if CM/Track is in operation. The number of customers who are currently
logged in using CM/Track (the ConSol CM portal) is displayed.
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Figure 15: ConSol CM Admin Tool - GUI overview: Navigation item open

The user interface of all other navigation items (besides the Home tab) basically show the same struc-
ture. The following example shows the tab of the navigation item Engineers.

The left part of the screen shows the navigation tree (1, 2). The right part of the screen shows the set-
tings for the active navigation item (Engineers, 1, in the example).

In the active tab, Engineers in the example, a list on the left shows the elements which can be mod-
ified. Elements can be added, edited, deleted, disabled, or enabled.

The attributes of an element are displayed on the right (3). You can move them from a list of available
attributes to a list of assigned attributes either via double click or via clicking the Assign icon (example:
available roles and assigned roles). Attributes can also be assigned via checkboxes or list boxes (not
displayed here).

There are a couple of options to help you find the entries you want to edit more quickly:

o Filters (4)
Filters help you find entries in lists (e.g. in the engineer list) rather quickly. There are two types
of filters:

o Text filters
Type in the characters of the required word (e.g. the engineer name) and the list is
updated automatically, displaying only matching entries.

o Drop-down menu filters
Select a category (e.g. all engineers) and only the matching list entries (e.g. engineer
names) are displayed.

e Sorting
You can sort the entries in ascending or descending order by clicking in one of the title fields of
the list. The small up and down arrow icons denote the current sort order.
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Usually all changes performed in the Admin Tool are submitted immediately without the need to syn-
chronize any data. However, if changes have been performed in another module and the Admin Tool
has to use the new data, synchronization is required. This can be achieved by clicking the Refresh but-

ton in theicon bar.

One example for this is the deployment of a new workflow using the Process Designer. Before the new
workflow can be assigned to a new queue, you have to synchronize the data in order to let the Admin
Tool know that there is a new workflow. The Admin Tool loads all data from the database anew, includ-
ing the new workflow. This new workflow can then be used for further operations, like assigningitto a
new queue.
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A.12.3 Inline Validation of Input Values

For all data models (customer data model, resource data model, ticket data model), the input values
are validated during input in order to avoid inconsistencies concerning the names of database fields.
Each value of a field has to be unique on the respective field level. See the following examples:

o Anew resource type cannot have the name of an existing resource type, but it can have the
name of an existing resource field group.

o Aresource field group cannot have the same name as another resource field group, no matter
in which resource type (see example a below).

o Anew ticket field cannot have the same name as another field in the same ticket field group,

but it can have the same name as another field in another ticket field group (see examples b
and c below).

o Anew customer data model cannot have the same name as an existing customer data model.

A field which is not valid is marked in red. It is not possible to save this field value.

(D We recommend to use a defined terminology and syntax for data fields. Field names should
be self-explanatory and unique as far as possible. There might be exceptions from this rule
due to the implementation of certain special algorithms, but in general this is what you
should keep in mind as a ConSol CM administrator!
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Figure 16: Inline validation of input values during set up of the resource data model. Example a.
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Figure 17: Inline validation of input values during set up of the ticket data model. Example b.
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Figure 18: Inline validation of input values during set up of the ticket data model. Example c.
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A.12.4 Icons and Other GUI Elements

You work with the following icons when you administrate a ConSol CM system. Here, the general
explanations are provided, please see the respective sections for a detailed explanation of conditions
and implications of applying the functionalities in the respective context.

) S

0 d & I o

Add / New

Edit

Delete

Copy

Paste

Activate

Deactivate

Move upwards

Move down-
wards

Unassign

Assign

Add (= create) a new element of the
respective type.

Edit the selected element. Usually a
pop-up window is opened.

Delete the selected element from the
database. Cannot be restored.

Copy the selected element

Available for ticket, customer and
resource fields

(Re-) activate an element which had
been deactivated before.

Deactivate the selected element.
Might be safer than deleting it. Ele-
ments which are in use cannot be
deleted, so it can be an alternative to
deactivate them.

Move an element one step upwards
in a list. This might have implications
for the Web Client.

Move an element one step down-
wards in a list. This might have implic-
ations for the Web Client.

Unassign/remove an element from
the selected item.

Assign an element to the selected
item.

Add (create) a new engineer, a new
view, a new script

Edit an engineer, a class of text, a
ticket field group

Delete an engineer, a customer
field group, a resource

Copy arole

Paste the copied field into the
selected (target) field group

(Re-) activate an engineer whose
account had been deactivated.

Deactivate an engineer (account),
e.g. when an employee takes a
sabbatical. Deactivate a customer
who has canceled the contract.

Move a view two steps upwards in
the list. The view will then be dis-
played in the view list in the Web
Client at the new position.

Move a ticket field group one step
downwards in the list. It will then
be displayed in the ticket data sec-
tion, maybe in the group section,
at the new position.

Unassign a role from the selected
engineer.

Assign a role to an engineer.

Assign a view to a role.
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e e

»

%

N

5

il

Annotate (CM
versions 6.10.2
and below)

Annotate (CM
versions 6.10.3
and up)

Localize / Inter-
nationalize

Search

Select all

Deselect all

Start

Stop

Upload

Download /

save

Save and close

Close without
saving

Open the Annotation pop-up window

Open the Annotation pop-up window

Open the pop-up window to enter the
localized / internationalized names of
the technical objects. The languages
which have been configured in the
Admin Tool are offered.

Open the Search GUI.

Marks all elements (often check-
boxes), no database action is per-
formed, only GUI helper

Deselects all elements (often check-
boxes), no database action is per-
formed, only GUI helper

Start the selected element (usually a
service)

Stop the selected element (usually a
service)

Open the file browser to upload a file
to the CM system

Save a file on the file system

Saves the element (usually a script)
and closes the editor in edit mode.
Switches to view mode.

Does not save the element (usually a
script) and closes the editor in edit
mode. Switches to view mode.

Used for ticket field groups, ticket
fields, customer field groups, cus-
tomer fields, resource field groups
and resource fields

Used for ticket field groups, ticket
fields, customer field groups, cus-
tomer fields, resource field groups
and resource fields

Localize the name of a ticket field.

Start the ticket search.

Mark all permissions for a role con-
cerning queue access

Deselect all permissions for a role
concerning queue access

Start a CM service

Stop a CM service

Upload a script

Save a script as file in the file sys-
tem.

Save a script in the script section
and switch to view mode of the
script.

Do not save the edited script in
the script section and switch to
view mode of the script.
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e e

g Refresh Updates the data in the Admin Tool. Update the data in the Admin Tool
after making changes in the Pro-
cess Designer.
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A.12.5 Localization of Terms Displayed in the Web Client

ConSol CM can be configured for international environments. In this way, every engineer can work
with the country-specific language in the web browser. The following principles are important con-
cerning localization/internationalization:

The CM administrator configures the languages which will be available in the entire system. This is
done using the Admin Tool and is explained in section Languages.

The languages which are configured as available languages in the Admin Tool can then be applied for
all terms which have been configured for the CM system, e.g., the terms for ticket fields. Using the Pro-
cess Designer, the labels for workflow activities can also be localized. This is explained in the

ConSol CM Process Designer Manual. Thus, there are two different categories of terms in the Web
Client:

1. Standard CM terms/labels which cannot be modified using the Admin Tool or Process
Designer (however, they might have been adapted to your system in case a customer specific
software has been developed). Terms like the labels for the group headers in the ticket list (e.g.,
Own tickets, Workgroup tickets, Unassigned tickets) or the labels Favorites and Workspace
belong to this category.

For these terms/labels, two standard languages are available: English and German. English is
also the overall standard language. You cannot modify standard CM terms! They are available
in English and in German and represent a fixed set of terms and labels.

2. System-specific terms, i.e., terms/labels which can be localized using the Admin Tool or the
Process Designer. Localization using the Admin Tool will be explained in the following section.
For an explanation of localization using the Process Designer, please refer to the ConSol
CM Process Designer Manual.

For system-specific fields, the localized terms/labels have to be entered manually for each lan-
guage.

In the Web Clients (CM Web Client and CM/Track), the labels are displayed according to the browser
locale which has been set by the engineer or the customer.

A.12.5.1 The Different Modes of Localizing Terms and Labels Using the Admin Tool

General Principle of Localization in CM

Depending on the location in the Admin Tool, there are different GUI elements which are used to set
localized values. However, the general principle is valid for all those locations. The general principle
works as follows (explained for the example of a ticket field).

Technical name:

Each field or object has a technical name, e.g. the ticket field priority. This name is set when the field
or object is created and should not be changed afterward because it might be used in Admin Tool or
workflow scripts which would fail when the name has been modified. CM throws a warning message
and blocks the action when someone tries to modify a technical field or object name. Only when the
field or object is new and has not been used yet, it is possible to change the technical name.
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Localized names:

For each field, field group or object a localized name can be set for each of the languages which have
been configured for the CM system (using the settings in the navigation group Global Configuration,
navigation item Languages).

For example, the ticket field with the technical name priority is named HD Priority in English and HD Pri-
oritdt in German.

In the web clients (CM Web Client and CM/Track), the labels of the fields and objects are displayed
according to the browser locale of the engineer or customer. Some variants are possible:

1. Variant #1:
The language of the browser locale has been configured and all labels and terms are displayed
in this language. For example, the language French has been added in the Admin Tool, all sys-
tem-specific terms have been localized manually for French (using the Admin Tool and the Pro-
cess Designer). Then all system-specific terms are displayed in French, e.g., the workflow
activities, the names of the ticket fields, and the names of the views.

2. Variant #2:
The language of the browser locale has been configured, but not all labels and terms are dis-
played in this language. For example, the language French has been added in the Admin Tool,
but only some system-specific terms have been localized manually for French (using the Admin
Tool and the Process Designer). Then the localized system-specific terms are displayed in
French, e.g., the workflow activities, the names of the ticket fields, and the names of the views.
All non-localized terms (i.e. where the field for the localized term is empty) are displayed in the
language which has been configured as default in the Languages settings.

3. Variant #3:
The language of the browser locale has not been configured. For example, the localized terms
and labels have been set for English, German and French, but the engineer has set the browser
locale to ES (Spanish). In this case, all labels and terms are displayed in the language which has
been configured as default in the Languages settings.
Localization of Data Fields

The localized terms for data fields are written directly into the Labels section in the Admin Tool. This
applies to

o Ticket fields (for ticket data)
e Customer fields (for customer data)

o Resource fields (for resource data)
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Figure 19: ConSol CM Admin Tool - Localization of ticket fields

Localization for the labels of
the selected ticket field

In order to change the value of a field, click into the field and write the new term. Press ENTER to save

the new value.
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In the Web Client, the ticket field shown in the figure above is displayed as follows (in English and
German):

ServiceDesk |~

*
low w

Localized (EM] walue

Localized (EM)
value: name of of a member of an

ENUmM group [entry

inasorted list)

Figure 20: ConSol CM Web Client - Ticket field displayed in English browser locale

ServiceDesk |~

#

Niedrig ~

Localized (DE) value

Localized (DE)

of & member of an

valus

enum group (entry

inasorted list)

Figure 21: ConSol CM Web Client - Ticket field displayed in German browser locale
Localization of Objects in General, Type 1

A great number of objects can be localized using the Localize / Internationalize (globe icon) button
which opens a pop-up window with the localization configuration.
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Conce

ARIREIE

Figure 22: ConSol CM Admin Tool - Localization of objects, example: name of a view

In order to change the value of a field, click into the field and write the new term. Press ENTER to save

the new value.

Localization of Objects in General, Type 2

Some objects are localized using the localization table within the pop-up window which is used to edit

the object.
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Figure 23: ConSol CM Admin Tool - Localization of objects, example: name of an engineer function

Using UTF-8 Symbols in Localized Fields

In order to have graphical symbols displayed in text fields, you can use UTF-8 symbols. This works for
all localized fields, e.g., string fields, queue names, or enums. Just copy the UTF-8 symbol from a uni-
code table page and paste it into the text field in the Admin Tool.

CM/ is a registered trademark of ConSol Consulting & Solutions Software GmbH

57



58 ConSol CM Administrator Manual (Version 6.11.1.14) - A - Introduction

Example:

& Edit enum value >

Edit enum value
1 Please edit the enum value.

Enum Value Details

MName: |star

Lacalized values

Locale Value

English{default) 4 Bestseller

ZErman + Bestseller
Spanish

Ok Cancel

Figure 24: UTF-8 symbol in a localized field in the Admin Tool
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Products | Choose One E

& Communication
0 CUSTOM 4 Music
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lain

Figure 25: Display of UTF-8 graphical symbols in the Web Client, here: enum

In case you work with a MySQL database, use the following settings to work with the UTF-8
graphical symbols:

o CHARACTER SET = utf8mb4

o COLLATE = utf8mb4_unicode_ci

Localization of Labels

Several terms in the Web Client can be localized using labels. This is explained in section Labels.
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This section provides some background knowledge about the general principle of ConSol CM access
permissions and shows you how to define the engineer accounts with the required parameters.

ConSol CM Administrator Manual (Version 6.11.1.14) - B - Access and Roles Section

B - Access and Roles Section

Please read the following sections:

e Engineer Administration

e Role Administration

¢ View Administration

e Engineer Functions
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B.1 Engineer Administration

This chapter discusses the following:

B.1.1 Introduction to Engineer Administration ... .. 61

B.1.2 Engineer Administration Using the Admin Tool ... .. . . ... 62

B.1.1 Introduction to Engineer Administration

An engineer account is the basic access object which allows an engineer or administrator to access the
Web Client, Admin Tool, or Process Designer. During system set-up an administrator account for the
first access to the Admin Tool is created. Using this account, you can set up further accounts.

Newly created engineer accounts do not have any permissions. These permissions have to be
assigned through one or more roles displayed in the Roles tab. If you have not created any roles yet,
you only see the administrator role (see Tab Roles - Assign Roles to an Engineer Account ).

Views define which tickets engineers will see in the ticket list (to-do list) of the Web Client. They are cre-
ated in the View Administration and assigned via roles. On the engineer administration page you can
preset dynamic view criteria for specific engineers (see Tab View Criteria - Define Engineer-Specific View
Criteria).

We would recommend that you create at least one role and one view first before you create
any engineer accounts.
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B.1.2 Engineer Administration Using the Admin Tool

To open the Engineer Administration, open the navigation group Access and Roles in the Admin Tool
and click the navigation item Engineers.

B.1.2.1 List of All Engineers

When you have opened the Engineer Administration, a list of all engineers is displayed. Engineer
accounts which are currently deactivated are displayed in gray. You can easily narrow down the list of
engineers to engineers of only one role (for details, please refer to section Role Administration) by
using the drop-down menu (filter) for roles.

B.1.2.2 Create or Edit an Engineer Account

You can create a new engineer account or edit the settings of an existing account. Both actions are per-
formed in the same pop-up window.

You reach this screen by clicking the Add icon (to create a new account) or the Edit icon (to edit an
existing account) below the list of engineers in the navigation group Access and Roles, navigation item
Engineers.
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& Edit engineer oy

Edit engineer
i Please edit the engineer's data.

Login: Susan

First name: Susan

Last name: ServiceDesk
Email: susan@consol| de
Position: Service Agent
Company: ConSol GmbH
Division: Customer Service
Description:

Phone: 123

Mobile: 123455678

Fax:

LDAP ID: C-4711

Kerberos Principal Mame: | SusanServiceDesk@CONSOLREALM,DE
Password:
Passwaord (again):

Track user: ]

Save Cancel

Figure 26: ConSol CM Admin Tool - Access and Roles, Engineers: Editing an engineer account

The window shows the parameters describing an engineer account:

o lLogin:
Mandatory. This field contains the account name which has to be entered on the login page of
the Web Client. Please use only international alphabetic and numeric characters, no blanks,
punctuation marks, or special characters such as umlauts, hyphens, or the like.

e First name:
Optional. The engineer's first name. This field is optional but will be displayed in the Web Client
for the engineer. The entry may contain alphabetic characters, blanks, comma, periods, and
hyphens. Please do not use other characters.
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Last name:

Optional. The engineer's last name. This field is optional but will be displayed in the Web Client
for the engineer. The entry may contain alphabetic characters, blanks, comma, periods, and
hyphens. Please do not use other characters.

Email:

Mandatory. The engineer's email address. Please use only international alphabetic and
numeric characters, hyphens, underscores, periods, and the @ sign. The entry of multiple
email addresses in one line is not allowed.

Position:

Optional. The engineer's position or function in the company. This field is optional and has a
descriptive function only. The entry may contain alphabetic characters, blanks, comma, peri-
ods, and hyphens. Please do not use other characters.

Company:

Optional. The engineer's company. This field is optional and has a descriptive function at the
moment. The entry may contain alphabetic characters, blanks, comma, periods, and hyphens.
Please do not use other characters.

Division:

Optional. The division in which the engineer works. This field is optional and has a descriptive
function. The entry may contain alphabetic characters, blanks, comma, periods, and hyphens.
Please do not use other characters.

Description:

Optional. An additional description for the engineer account. This field is optional and will not
be displayed in the Web Client. The entry may contain alphabetic characters, blanks, comma,
periods, and hyphens. Please do not use other characters.

Phone:
Optional. The engineer's phone number. This field is optional and has a descriptive function at
the moment.

Mobile:
Optional. The engineer's mobile phone number. This field is optional and has a descriptive func-
tion at the moment.

Fax:
Optional. The engineer's fax number. This field is optional and has a descriptive function at the
moment.

Several fields which contain engineer data (like Company, Division, or Phone) are
optional fields. However, if you work with text templates which contain engineer data
fields (see section The ConSol CM Text Template Manager) the emails or comments
will not be formed correctly if the data is missing. For example, the field ticket-engin-
eer, phone cannot be filled-in in the template if it has not been set for the engineer in
Engineer Administration! So please make sure all data which will be required later on is
filled-in correctly in the first place!
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o LDAPID
The LDAP user ID if LDAP is used for authentication. No password has to be set here.

If you do not enter an LDAP ID here, the login will be used as authentication login para-
meter for the LDAP server (if LDAP authentication is activated)!

For detailed information about the LDAP authentication, please see section
LDAP Authentication for Engineers in the Web Client.

o Kerberos Principal Name
The Kerberos principal name if Kerberos V5 protocol is used for authentication. Engineers can
log in to the Web Client by using their Windows credentials. For detailed information about
Single Sign-On with Kerberos, please see section Single Sign-On with ConSol CM Using Kerberos
(in a Windows Domain).

o Password:
Mandatory. The engineer's password is mandatory. Please use only international alphabetic
and numeric characters, and punctuation marks, do not use any special characters such as,
e.g., umlauts. The password entered will be shown as a string of asterisks. Please see section
Engineer Administration for information about the optional password policy.

o Password (again):
Mandatory. Please repeat the password here. This security query helps to avoid erroneous
entries which would not be noticed otherwise because the password is shown as a string of
asterisks. Please see section Engineer Administration for information about the optional pass-
word policy.

This field will only appear if the engineer authenticates against the Web Client via the
CM database, i.e., if LDAP or Kerberos authentication is used, the field is not visible.

o Track user
This checkbox has to be ticked if you want to create a technical engineer (or CM/Track user pro-
file) used to define access permissions for CM/Track users. The available CM/Track users (user
profiles) are shown in the Web Client when creating or modifying a customer. So, by ticking this
checkbox, you do not define a real engineer (a person) with access permissions to the system
but rather a user profile for CM/Track which is then assigned to one or more customers who
should access the portal CM/Track using those access permissions. For a detailed description
of the CM/Track access definition see also section CM/Track V1: System Access for CM/Track
Users (Customers) for CM/Track V1 and CM/Track V2: System Access for CM/Track Users (Cus-
tomers) for CM/Track V2.

Click Save afterwards to store your entries and to close the window.

B.1.2.3 Delete an Engineer Account

To delete an engineer account, select the account in the list and click the Delete button. Since an engin-
eer account can only be deleted if there are no tickets (open or closed) for it anymore, you have to
assign its tickets to another engineer. The name of the deleted engineer is still displayed in all history
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entries in tickets and customer pages which were performed by this engineer.

In case you do not want to transfer any tickets to another engineer, you can deactivate the engineer
account. See next section.

B.1.2.4 Disable or Enable an Engineer Account

If engineers should not have access to the system for a certain period of time (e.g., because they have
taken a sabbatical), an account can be disabled. There will be no change regarding the tickets of these
engineers, but they cannot log in anymore and other engineers cannot assign any tickets to their
accounts.

To disable an engineer account, select the account and click the Deactivate button. The entry in the
list is shown in gray italics afterwards. It is not possible to create new tickets or to edit existing tickets
for this account. To re-enable the account, just click the Activate button at the bottom of the page.

B.1.2.5 Tab Roles - Assign Roles to an Engineer Account

On this tab you can assign roles to an engineer account. Select the account on the left and then the
desired role(s) in the list of available roles on the right. Click the Assign button to move the selected
roles into the list of assigned roles. Now an engineer with this account can act in the system according
to the permissions set in the role(s) (see also Role Administration).

Set Roles as Main Roles

From the list of assigned roles you can choose one role as the main role for each engineer account.
Select the desired role in the list and click the Activate button below the list. Afterwards the main role
is marked with a red dot. Now the views of the main role always appear at the top of the view list in
the Web Client for this engineer account.

Edit One of the Roles of an Engineer

Each role in the list of roles of an engineer offers a context menu with two items:

o (Un-)Assign role
You can use this menu item to (un-)assign a role to/from an engineer. It has exactly the same
effect as using the arrow buttons below the list.

¢ Jump to role
You can use this menu item as a shortcut to quickly open the navigation element Roles of this
role.

You reach this screen by right-clicking the name of a role in the list of assigned or available roles in the
navigation group Access and Roles, navigation item Engineers.
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Roles  View aiteria
r Cpen Role
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- administration far this
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AccountManagementReseler

CM_TrackBasicCustomers
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Figure 27: ConSol CM Admin Tool - Access and Roles, Engineers: Context menu of a role

B.1.2.6 Tab View Criteria - Define Engineer-Specific View Criteria

Here you can change the dynamic view criteria for an engineer. Dynamic criteria are used to give the
engineer the possibility to adjust a view interactively in the Web Client (see also View Administration).

This tab only shows view criteria if you have created a view with dynamic criteria and
assigned it to the engineer's role.

You reach this screen by clicking the View criteria tab in the navigation item Engineers, navigation
group Access and Roles.

Assigned Available
© [priority] Mame
I product
normal sales_chance
high

Figure 28: ConSol CM Admin Tool - Access and Roles, Engineers: View criteria

Select the engineer account on the left and then the desired criterion in the list of available view cri-
teria on the right. Click the Assign button to move it to the list of assigned view criteria. You will see
the possible values below the criterion in the list. Tick the checkboxes of the values you want to
change or preset. The engineer can change these settings in the Web Client (profile page) and changes
you have made in the Admin Tool are immediately visible in the engineer's profile page.
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Example:

You have assigned the dynamic criterion priority. The list shows the values “Not set”, “low”, “normal”,
and “high”. If you tick the values “normal” and “high” the engineer will only see tickets with normal
and high priority after logging in to the Web Client. If you do not tick any values the engineer will see
no tickets for this view. See section View Administration for details.

Please note that in a view with a dynamic criterion, only the tickets are displayed which
match this criterion. So if engineers have not selected any criteria in their engineer profiles or
if the administrator has removed all selections using the Admin Tool, the engineer's view will
be empty! Make sure your users know about this fact and make sure you as an admin-
istrator are always aware of that fact.
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B.2 Role Administration

This chapter discusses the following:

B.2.1 Introduction to Role Administration .. ... L 69
B.2.2 Role Administration Using the Admin Tool ... .. . 70
B.2.3 Defining an Administrator for Role and Engineer Administration Only ... ... ... ....... 87

B.2.1 Introduction to Role Administration

Roles provide access rights and views, they specify what an engineer is allowed to do or to see.
Without a role, an engineer can log in to the system but cannot perform any actions. Only by being
assigned one or more role(s) does an engineer obtain system permissions. For each task in a company
using the system there should be a role which defines its permissions. Engineers fulfilling the task
should have this role.

When engineers log in to the system, they will have all permissions from all roles they have
been assigned. So all permissions are added! There is no way of explicitly preventing access
to objects in ConSol CM - access can only be granted! The sum of all granted permissions
defines the final permissions for the engineer.

Roles define:

o Access permissions for one or more queue(s)
E.g. read, write, and append rights are granted. The permissions are valid for all tickets in the
qgueue(s).

o Global permissions
Several system-wide permissions are managed here, e.g., the rights concerning template man-
agement, workflow design, and system administration. Using the option Administrate access
and roles, it is possible to define an administrator “light” who can manage CM engineers with
their system access permissions but who cannot modify technical system-wide settings. This is
explained in section Defining an Administrator for Role and Engineer Administration Only.

o Access permissions for customer data
Read, write, modify, and delete permissions for each distinct customer group.

o Access permissions for resource data
Read, write, modify, create permissions, assigned on the basis of resource types.

e Views
To do lists of tickets which are displayed in the ticket list in the Web Client.

o Engineer functions
Additional engineer functions which can be assigned to members of this role, e.g., approver.
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B.2.2 Role Administration Using the Admin Tool

You reach this screen by opening the navigation item Roles in the navigation group Access and Roles.

You might also see this screen when you have worked in the Engineer Administration and have selec-
ted Jump to role for a role in the role list of an engineer.

*Roles

Roles 25 roles Resource Tvoes Permissions Views  Engineer Functions Global Permissions o

o _ Queue Permissions Customer Group Permissions

Filter: All queues v

Mame Queues Queue Permissions
AccountManagementReseller ~ Filter: Mine Ref. Mone Other
AdminLightRole Read
CM_Administration Mame

CM_TrackBasicCustomers AccountManagement Wirite
CustomerManager_DirectCustomers FAQs_active Append
CustomerManager_Partners HelpDesk_1st_Level

CustomerManager_Reseller HelpDesk nd Level Act
CustomerManager_RetailCompanies cales Assign
CustomerManager_RetailCustomers ServiceDesk

CustomerManagerMyCustomerGroup SpeciaTasks Refer
HD_1st_Level_Role

_ 5 _Cve Changequeve [ | [ OO O
HD _2nd_Level_Role

HD_Sales_Role Create

HD _Supervisor

MarketingTeamleitung Get assigned

ResourceManager _IT =
Resource Manager_Products B
ResourceManager_SLAs

ServiceDesk @

TemplateManager

Track_FAQ

Teackall h

q:: Q3

Figure 29: ConSol CM Admin Tool - Access and Roles, Roles: Queue permissions

You see the list of all available roles on the left-hand side (1) and the permissions which can be granted
on the right-hand side (2). In the list of roles, all roles which have been set as main role for at least one
engineer are marked with a red dot. You always work on the access permissions of the role which has
been selected in the list of roles. Only one role can be selected at a time. You can use the buttons
below the list of roles (3) to add, delete or copy a role.

On the right-hand side, several tabs are available:

e Tab Queue Permissions

e Tab Global Permissions

e Tab Customer Group Permissions

o Tab Resource Types Permissions

e Tab Views

e Tab Engineer Functions
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All changes in the Role Management tabs take effect immediately or after clicking the OK but-
ton. You do not have to click the Synchronize button in the icon bar.

In the Web Client, engineers have to log in again to use their new roles. Views become effect-
ive after pressing F5 (page refresh).

Working in Role Administration, you always mark a role and then can display and modify the para-
meters of this role. However, it is not possible to display a list of all engineers who have been assigned
this role. In order to have such a list displayed, please change to Engineer Administration (navigation
item Engineers) and filter the engineer list for a certain role.

Please note that you can edit the name of a role by clicking on it in the list of roles and by modifying
the name as required.

B.2.2.1 Create a Role

Click the Add button below the role list to create a new role. A pop-up window appears where you can
enter the role name. Since the role name is used only for admin purposes and not displayed in the
Web Client, no localization is required here. Afterwards you have to set the permissions of this role
using the tabs on the right side of the page (see also the preceding picture).

Tab Queue Permissions

The permissions set in this tab apply to the selected role (left part of page) and the selected queue
(center part of page). Without an entry here, an engineer with this role is not able to see tickets nor to
perform any actions in the system.

You reach this screen by clicking the Queue Permissions tab in the navigation item Roles, navigation
group Access and Roles.
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Figure 30: ConSol CM Admin Tool - Access and Roles, Roles: Setting queue permissions

The following permissions can be set:

e Read
Read tickets.

o Write
Edit data fields (default fields, ticket fields, etc.) of a ticket. The fields might be located in the
ticket header section or in the group section.

o Append
Add information to a ticket (comments, emails, attachments, time booking entries), i.e. add
content in the ticket history.

e Act
Execute workflow activities, i.e. move the ticket forward in the workflow.

o Assign
Assign tickets to another engineer. The permission to assign a ticket to oneself and to accept a
ticket is not relevant in this context.
The engineer who should receive the ticket has to have at least one role with the Get assigned
permission!
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o Refer
Assign an additional engineer (with engineer function, see Tab Engineer Functions) for a ticket.

« Change queue
Move a ticket from this queue to another queue.
If the current engineer has the Change queue permission for the respective range of tickets
(mine, referenced etc., see below), the pull-down menu where the queue can be changed is dis-
played. All queues where the current engineer has the Change queue permission are listed.
This means, the engineer needs the Change queue permission in the source as well as in the tar-
get queue. However, the engineer can only perform the entire operation if he has the per-
mission for the right range of tickets in the target queue. For example, if an engineer wants to
move a ticket which is assigned to himself to another queue, the minimum permission which is
required for this operation is the Change queue permission for the range mine in the target
gueue. If another range was set (e.g. referenced or none), the operation would not succeed,
because the ticket engineer is not changed during the operation and thus the suitable range
has to be used.

wi menu anly avai

cket if permis

gueue' has been gr

Case

G

Problem with new printe

100000 ServiceDesk ServiceDesk,

HelpDesk 1st Level

Figure 31: ConSol CM Web Client - Drop-down menu to change queue

It depends on the workflow of the target queue where the processing of the ticket will con-
tinue:

o Ifthe source queue and the target queue have the same workflow, the ticket will start its
processing in the target queue at the original position (i.e., its last position in the source
gueue).

o Ifthe source queue and the target queue have different workflows, the ticket will start
the process in the target queue at the START node.
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Be very careful when granting the Change queue permission!!! Usually it is not
required. On the contrary, it can destroy your process chain definition where tickets
are passed from one process to another using process/workflow components, namely
the Jump-in and Jump-out nodes.

This permission should only be granted if it is absolutely necessary and when all side-
effects have been considered thoroughly!

You can define for which range of tickets the permissions are valid:

Mine
Own tickets.
Ref

Tickets to which the engineer is assigned as an additional engineer (with engineer function, see
Tab Engineer Functions).

None
Tickets without assigned engineer.

Other
Tickets assigned to other engineers.

Click the corresponding checkbox to assign one or more permissions for the desired ticket range.

Two general permissions can also be set:

e Create

An engineer is allowed to create tickets in this queue.

¢ Get assigned

Other engineers can assign tickets to an engineer who has a role with this permission (if the
other engineers have the Assign permission!)
An engineer can receive tickets by ticket transfer which is performed using the Admin Tool.

If you want to select all permissions simultaneously just click the Select all button below the list. Click-
ing Deselect all removes all selections.

Tab Global Permissions

Global permissions are general and queue-independent rights for a role. Setting these permissions is
optional.

You reach this screen by clicking the Global Permissions tab in the navigation item Roles, navigation
group Access and Roles.
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Queue Permissions Customer Group Permissions
Resource Types Permissions Views Engineer Functions Global Permissions

Administrator Permissions

o [ ] Administrate system (full access)
] Administrate access and roles

Waorkflow Permissions

[ ] Read warkflow

o [ ] wirite workflow

[ ] Deploy warkflow
Template Permissions

o [ ] write template
Representation Permissions
|:| Configure representation

Track User Permissions

o [ ] Access tickets of the own company

Figure 32: ConSol CM Admin Tool - Access and Roles, Roles: Global permissions

You can specify the following:
o Administrator Permissions (1)

o Administrate system (full access)
Provides administrator access to the entire CM system, this applies to the Admin Tool,
the Process Designer, and admin access to the Web Client. An administrator with this
role has access to all navigation groups and items in the Admin Tool.

o Administrate access and roles
Provides administrator access only to the navigation group Access and Roles. For
details, please see section Defining an Administrator for Role and Engineer Admin-

istration Only.

o Workflow Permissions (2)
Provides permissions concerning workflow design and management. These are

e Read

o Write (modify and store)

o Deploy (install and put in operation).
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o Template Permissions (3)
o Write Template provides the permission

o to usethe Text Template Manager, which is used to create and edit email and
comment templates. See section The ConSol CM Text Template Manager for
details.

o to usethe Document Template Manager, which is required to define templates
for CM/Doc. Only available if CM/Doc is active in the CM system.

o Representation Permissions (4)

o Configure representation
If this permission is set, engineers with this role can configure themselves as a rep-
resentation for other engineers, e.g., who are ill and have not defined other engineers to
represent them resp. if the defined engineers are not available at the moment. On the
Web Client the engineers that can be represented by an engineer with this permission
are shown in a list within the engineer profile.
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(D Important information about representation configurations

Please note that there are two different scenarios for sending emails and that the CM
system behavior concerning sending representation mails might differ for the two
scenarios!

o An engineer writes an email using the Ticket Email Editor

It depends on the value of the property cmweb-server-adapter, for-
ward.mails.to.representatives if the representation rule is applied and the rep-
resenting engineer receives a copy of the email. By default, this property is set
to “false”, meaning that this email is not sent to the representing engineer. If
the property is set to “true”, all emails which are sent manually using CM are
sent to the original recipient and his current representative. The CM system
checks if a representation rule is active for the respective (recipient) email
address. Please keep this in mind when you configure the representation per-
missions in the Admin Tool and inform your CM users (engineers) about this
behavior! It might lead to unwanted effects, especially when persons are
registered as engineers and as contacts in the ConSol CM system (e.g., for an
internal help desk).

o An email is sent automatically from the CM system

It depends on the specific configuration of the CM system which engineers
receive a copy of the email, the email is (!) not sent to the representing engin-
eers automatically!

It might be implemented that the representing engineer gets a copy, but this is
not mandatory. The automatic email might be sent from a workflow script or
from an Admin Tool script (which might also be called from a workflow). It
depends on the implementation in this script who receives a copy of the email.
For details, please refer to the ConSol CM Process Designer Manual.

o Track User Permissions (5)

o Access tickets of the own company
Users with this permission are allowed to access not only their own tickets in CM/Track,
but all tickets of the company they belong to. This permission makes only sense for roles
that define access rights of CM/Track users/user profiles, not for single users.

Tab Customer Group Permissions

In order to let engineers work with customer data from one or more customer groups, e.g. to edit
reseller data sets or to create new contact data within the customer group, you have to grant access
permissions concerning the customer group(s) to one or more roles.

You reach this screen by clicking the Customer Group Permissions tab in the navigation item Roles,
navigation group Access and Roles.
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Views Enaineer Functions Global Permissions
Queue Permissions Customer Group Permissions Resource Types Permissions
Customer Groups Customer Group Permissions
Name Own Al
DirectCustomers Read
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Delete 1 O
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Figure 33: ConSol CM Admin Tool - Access and Roles, Roles: Assigning permissions for customer
groups to a role

@ A concept which has proven very useful in various customer environments is the set-up of
specific roles for customer data management. For example, there could be a role Cus-
tomerManager_CustomerGroupl and another role CustomerManager_CustomerGroup2.
You can even differentiate between CustomerManager_CustomerGroupl_full and Cus-
tomerManager_CustomerGroupl _light. In this way, you can use the assignment of the cus-
tomer manager roles as a toggle and you do not mix up queue access permissions and
customer management permissions. This can be very helpful in case you have a het-
erogeneous team in which not everyone is allowed to edit the complete customer data.

However, do not forget to grant read permissions to customer data of the required customer
groups to all engineers of the respective queues! Otherwise, they cannot open their tickets at
all!

The access rights which can be granted have been extended in CM version 6.9.1, compared to pre-
vious ConSol CM versions. New rights have been added which apply to a new section of the customer
page. The contact page, as well as the company page in the Web Client, have a new Comments and
Attachments section (2).
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—
MyCustomer I Print

Mr Luke Skywalker ~ WMyCustomerGroup
Luke Skywalker

ConSol GmbH DUS
Company ConSol GmbH

Dus
Address  KanzlerstralBe 8
40472 Disseldorf
http://www.consol.de .__o
Phone 0211/339903-0T
CASES (3) ~

Show: Cases of Contact ~ Status: Open cases

£+~  Assignee Main Customer Name Subject A _MLA
ServiceDesk, Susan Mr Luke Skywalker 100002  Layout issues when printing
Mr Luke Skywalker 100001 Test SpecTasks

ServiceDesk, Susan Mr Luke Skywalker [E] 100000 Problem with new printer

-
NO COMMENTS AND ATTACHMENTS = comment & Attachments A

Comments Attachments

New a
Click here to add a comment

List of comments

This contact does not have any comments.

)L

NO RELATIONS +Add A

[I[5[E RELATED RESOURCES -

HISTORY A u

2f16/17 08:47 - 08:49 changed by Susan ServiceDesk

salutation set to Mr
First name set to Luke
Lastname changed from Skydiver to Skywalker

n
n
n
= E-mail changed from mia@consol.de to luke@consol.de

Figure 34: ConSol CM Web Client - Sections of a contact page

The following access permissions can be granted:

o Customer type
Refers to the tickets of the customer.

CM/ is a registered trademark of ConSol Consulting & Solutions Software GmbH



80

ConSol CM Administrator Manual (Version 6.11.1.14) - B - Access and Roles Section

Own
All (main or additional) customers of tickets which are currently assigned to the engineer
or where the engineer is set as additional engineer.

All
All customers.

o General sections (1)

Read
Read the customer data.

Write
Write/modify the customer data, and change the company of a contact on the contact
page using the Change link.

Delete

o Delete a customer data set. This refers to companies as well as to contacts. For
contacts, two types of deletion are available (with or without related data).

o Transfer all tickets associated with a customer of this customer group to another
customer.

e Anonymize a contact

Act
Execute actions for this customer (see section Action Framework - Customer Actions for
details about customer actions).

Deactivate/activate

o Deactivate and (re-)activate the contact or company. It is not possible to create
tickets for a deactivated customer.

o Transfer all tickets associated with a customer of this customer group to another
customer.

Information concerning transfer permissions for tickets and resources
Please note that:

e in CM versions previous to 6.9.4.1, the permission Transfer tickets was not
restricted.

e in CM versions 6.9.4.1 up to 6.10.4.3, the permission Transfer tickets was linked
to the permission Delete (customer data).

o starting with CM version 6.10.4.4, the permission Transfer tickets is linked to
the permission Delete (customer data) as well as to the permission Deactiv-
ate/activate (customer data), i.e. an engineer can have either one of these per-
missions to be able to transfer data.
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« Comments and Attachments section (2)

o Details read
Read customer data in the Comments and Attachments section.

o Details write
Write/modify customer data in the Comments and Attachments section.

o Details delete
Delete customer data in the Comments and Attachments section.

o General

e Create

Create a customer data set. In a two-level customer data model this refers to contact as
well as to company data sets.

Please keep in mind that an engineer must have at least read permissions for a customer
group to open and/or create tickets for customers in this group!

Tab Resource Types Permissions

Resource types permissions control an engineer's access to resources, i.e., objects which are stored in
the Resource Pool.

You reach this screen by clicking the Resource Type Permissions tab in the navigation item Roles, nav-
igation group Access and Roles.
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Views Engineer Functions Global Permissions
Queue Permissions Customer Group Permissions Resource Types Permissions
Resource Types Resource Types Permissions
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Figure 35: ConSol CM Admin Tool - Access and Roles, Roles: Resource types permissions

The following permissions can be granted:

Read
Load and display resources of the selected type in the Web Client.

Write
Change data fields of this type of resources.

Delete
Delete resources of the respective type from CM.

Act
Execute resource actions defined for this type of resources.

Deactivate/Activate
(De-) Activate resources of the selected type.
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o Details read
Load and display comments/attachments for resources of this type.

o Details write
Add and change comments/attachments for resources of this type.

o Details delete
Remove comments and attachments for resources of this type.

e Create
Create new resource entries for the type of resources.
Tab Views

Views define which tickets engineers will see in the ticket list of the Web Client. This tab shows the
assigned views on the left and the available views on the right (see also View Administration). The dis-
played views can be filtered by name and queue. Assigning views is optional.

We recommend to assign at least one view to a role. Otherwise an engineer with this role will
see no tickets in the Web Client's ticket list.

You reach this screen by clicking the Views tab in the navigation item Roles, navigation group Access
and Roles.
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Figure 36: ConSol CM Admin Tool - Access and Roles, Roles: Views

Select a role on the left side of the page first and then the desired view(s) in the list of available views.
Click the Assign button to move the selected view(s) to the list of role views. If you want to remove
views from this list, select the respective views and click the Unassign button.

For regular roles, you cannot define the order of the views here. In the drop-down menu of the Web
Client, the views will always be displayed in the order they have in the list of the view administration.
Please see also section View Administration. When a role has been marked as main role for at least
one engineer (and is thus marked with a red dot), the views can be sorted using the Move upwards
and Move downwards buttons. The sorting affects the order in which the views are displayed in the
Web Client.
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Tab Engineer Functions

On this tab you can assign engineer functions to a role. Engineer functions are used if you need an
additional engineer for a ticket, e.g., a supervisor who has to decide what to do before the ticket can
be moved on in the workflow. Thus you have to assign a role with the respective engineer function to
this supervisor. In the Web Client engineer functions and associated engineers are shown when assign-
ing an additional engineer.

You reach this screen by clicking the Engineer Functions tab in the navigation item Roles, navigation
group Access and Roles.

Queue Permissions Customer Grouo Permissions Resource Types Permissions
Views Engineer Functions Global Permissions
Role Functions Available Functions

Mame Mame

ngineer functions

Engineer functions

are not

ed to the

® || e

Figure 37: ConSol CM Admin Tool - Access and Roles, Roles: Engineer functions

Select a role on the left side of the page and then the desired engineer function(s) in the list of avail-
able fun